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DISSERTATION ABSTRACT 

Shuo Xu 

Doctor of Philosophy in Communication and Media Studies 

Title: Chinese Communication and Media Censorship and Its Digital Governance: A Case Study 
of Tencent’s Success 

 The purpose of this study is to investigate how China operationalizes communication and 

media censorship in the digital era through the political economy of communication, with a 

particular focus on Tencent. Motivated by my lived experience growing up within a censored 

media environment and later encountering radically different media conditions in the United 

States, this dissertation interrogates the architecture of Chinese censorship not merely as a set of 

prohibitions, but as a political-economic system that shapes discourse, imagination, markets, and 

governance in tandem with ideology. While prior scholarship has examined Tencent primarily as 

a commercially successful digital conglomerate, far fewer studies theorize it as an institutional 

actor embedded in China’s censorship system. This study aims to address this gap. 

 Guided by three research questions, this study, first, traces the historical and operational 

development of Tencent from 1998 to 2025; second, explicates the ideological rationales, legal 

infrastructures, and technological mechanisms that constitute Chinese digital censorship; and, 

third, examines Tencent’s evolving role as both a profit-driven platform and an enforcer of 

government of state communication governance. Drawing on qualitative methods including case 

study, document analysis, and discourse analysis, this study demonstrates how private capital and 

state power co-evolve in China’s digital media environment. 

 This research contributes to communication studies by illustrating how censorship is 

implemented through corporate platforms and how platform power in China is structured by 

authoritarian state logic. By situating Tencent within China’s broader governance regime, this 
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dissertation offers a framework for understanding how digital platforms mediate ideological 

control and how China’s model of censorship increasingly shapes global information flows. 
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CHAPTER I 

INTRODUCTION 

 

I grew up in China, where the internet never quite felt like a window to the world, but more like 

a carefully tinted lens. Some platforms were inaccessible, certain words could not be searched, 

and the news almost always told the same story. Yet, for many years of my life, I accepted this as 

normal. I never questioned why certain websites would not load, why search results returned 

vague “errors,” or why news stories all seemed to echo the same voice. I had no reason to 

question it because this was the only media reality I knew. It was not until I came to the United 

States for graduate school that I realized just how profoundly different my media world had 

been. 

 One of the most jarring moments I experienced during my transition to living in the U.S. 

was seeing how freely U.S. media criticized the President, lawmakers, and policies. I could never 

imagine such expressions would exist. The idea that citizens could openly debate, scrutinize, and 

challenge those in power––and that this was considered a democratic necessity rather than a 

punishable offense––was both exhilarating and disorienting. It forced me to reflect on the 

invisible rules and constraints I had internalized growing up. I began to see censorship not just as 

an external imposition, but as a deep-seated structure that shaped thought, speech, and 

imagination.  

 While I never formally studied journalism in China––I was majoring in finance for 

college, I consumed its content as a student, as a citizen, and as an ordinary internet user every 

day. The lack of plurality in voices or viewpoints was something I recognized only 
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retrospectively. During my time in the U.S., the studies in journalism and emerging media 

encouraged me to think critically and explore the systems behind the media production. There, I 

was introduced to the political economy of communication, a framework that helped me analyze 

how media systems are entangled with power, more specifically, political, economic, and 

ideological power. Through this lens, I began to interrogate the architecture of censorship in 

China, asking not just what content is suppressed, but how and why such suppression is 

implemented.  

 As I delved deeper, I became particularly intrigued by the role of private companies 

within a communist system. Unlike the traditional state-owned media, in China, today’s digital 

platforms are operated by private tech giants such as Tencent, Alibaba, Baidu, and ByteDance. 

These companies are deeply embedded in China’s communication and media landscape, 

responsible not only for technological innovation and economic growth but also for regulating 

speech and enforcing state ideologies. Among them, Tencent stands out to me––not only for its 

massive influence through a platform like WeChat/Weixin, but also for its dual role as both a 

market-driven enterprise and an active enforcer of government censorship.  

 This dissertation seeks to investigate and analyze the complex and evolving relationship 

between privately owned digital platforms and government censorship in China. In particular, I 

explore how censorship is operationalized across legal, technological, and institutional domains, 

and how companies like Tencent implement or comply with these structures. To guide this 

inquiry, I draw on three key research questions, which I will detail in the following section. 

These questions direct my study toward understanding the historical development of Tencent, the 

logic and methods behind Chinese communication and media censorship, and the unique role 

that Tencent plays within this ecosystem. 
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 By combining personal experience with academic research, I aim to shed light on 

Tencent, as well as a system that not only defines Chinese digital life but also increasingly 

influences global norms around communication and media governance and control.  

Rationale and Research Questions 

 My dissertation is guided by three interrelated research questions, each designed to 

unpack a different layer of the Chinese communication and media censorship system in the 

digital age. These questions emerged from both personal experience and scholarly inquiry, and 

together, they inform this study, which is shaped analytically under a political economy of 

communication framework.  

RQ1:  What are the historical and operational contexts of Tencent’s emergence and 

development? 

Understanding the historical and operational context of Tencent’s emergence and 

development is crucial for grasping how a company of such scale could rise and flourish within 

China’s unique political and economic environment. Tencent did not emerge in a vacuum; it 

developed in response to a rapidly changing technological landscape, state priorities for 

modernization, and evolving market demands under authoritarian capitalism. Investigating 

Tencent’s roots, ownership structure, and strategic pivots over time provides critical insight into 

how tech and media companies in China balance innovation with ideological loyalty, and how 

private capital can thrive under strong government influence. This historical grounding sets the 

stage for understanding the broader ecosystem in which censorship is both enabled and enforced.  

RQ2:  What are the “how” and “why” of Chinese communication and media censorship in 

the digital age? 
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RQ2 addresses the core of my research: what are the HOWs and WHYs of the Chinese 

communication and media censorship in the digital age. This line of inquiry emerges from my 

own lived experiences navigating censored digital environments and later encountering radically 

different media practices in the U.S. By interrogating the mechanisms, rationales, and 

technologies of censorship, this research goes beyond superficial critiques to examine censorship 

as a complex system of governance. It considers the political, ideological, and infrastructural 

forces that allow the Chinese government to shape discourse, suppress dissent, and manufacture 

consent in the digital era. Understanding these layers is crucial not only for scholars of media 

and communication but for global observers seeking to make sense of China’s expanding 

influence over information flows. 

RQ3:  What is Tencent’s role in Chinese communication and media censorship system? 

The third research question narrows the focus back to Tencent and its function within 

China’s censorship apparatus. As one of the most powerful digital conglomerates in the world, 

Tencent plays a pivotal role in both mediating and policing digital communication. The 

company’s vast ecosystem, from messaging to gaming to news aggregation, positions it at the 

heart of everyday digital life in China and abroad. This research question explores how Tencent 

enforces the government mandates, designs algorithms to filter and suppress content, and 

cultivates a culture of self-censorship among users and developers.  

Significance of Study 

 This dissertation investigates the mechanism and implications of the Chinese 

communication and media censorship, with a particular focus on Tencent. This company has not 

only adapted to the censorship system but it also serves the system by surveilling the 

consumption of internet and other digital platforms under its control, working in tandem with the 
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censorship system. My research examines the political, economic, and technological forces that 

have influenced Tencent’s operational strategies from its founding in 1998 to the present--2025, 

both within China and in the broader global market. 

 Tencent has received plenty of scholarly attention, especially in the fields of business 

studies and innovation management. Scholars have examined Tencent’s rise as a successful 

digital conglomerate, its investment-driven growth model, and its strategies for platform 

expansion and monetization (e.g., Greeven & Wei, 2018; de Kloet et al., 2019; Nieborg & Poell, 

2018). However, much of these research tends to focus on Tencent as a market actor, 

emphasizing its commercial success while paying limited attention to its entanglement with the 

Chinese government and its role within the broader communication and media censorship 

system. What remains underexplored is the dynamic and often opaque relationship between 

Tencent and the Chinese government––how this relationship has evolved, how it functions, and 

what it reveals about the nature of digital governance in China.  

 This study aims to fill this critical gap by connecting Tencent’s development to the 

censorship apparatus of the Chinese government. Unlike traditional state-owned media, Tencent 

is a private tech company that has nonetheless become a powerful force for government-

sanctioned narratives and control. This research interrogates how Tencent enforces or facilitates 

censorship policies, how it balances market logic with political compliance, and how it manages 

its role as both a global corporation and a domestic enforcer of ideological discipline.  

 Understanding the evolution of Tencent in tandem with China’s regulatory 

transformations offers essential insights into how state and capital co-evolve in the digital era. 

Moreover, this study provides a detailed analysis of how media regulations and censorship 

practices have transformed over the past few decades, shifting in response to new technologies, 
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political leadership, and global pressures. Equally significant is the question of how the Chinese 

government engages with private companies like Tencent––not only to retain ideological control, 

but also to enhance its standing in the global tech economy.  

 This dissertation contributes to the political economy of communication and international 

communication by offering a comprehensive case study of Tencent as both a product and an 

enforcer of China’s communication governance. It extends the existing literature by examining 

the company not only as an economic entity but as a key actor within an authoritarian digital 

media system. Through this lens, the study sheds light on the complex interplay between 

corporate innovation, government power, and global influence, offering a framework for 

understanding platform power and authoritarian adaptability in the digital age. I hope the case 

study of Tencent will serve as a critical example for scholars, policymakers, and tech companies 

interested in media regulation, digital sovereignty, and platform governance both within China 

and abroad.   

Overview 

 This dissertation consists of seven chapters, including this introduction.  

Chapter II covers a review of existing literature and deliberates on theories relevant to the 

issues of Chinese communication and media censorship system. This first part of the chapter 

discusses some key issues in the political economy of communication and propaganda theory 

that provide the framework for interpreting the findings of this study. The second half of the 

chapter, a review of previous research related to China, Chinese communication and media 

censorship, and Tencent is presented. Toward the end, I point out the gaps in the literature and 

what I offer to contribute to the literature by this study.   
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Chapter III deals with methodological considerations of this study. The first part of the 

chapter provides a philosophical rationale for employing qualitative approach in this study. This 

is followed by a discussion on the background, processes, sampling, analysis, and other 

important considerations in each of the data collection and analysis methods involved case study, 

document analysis, and discourse analysis.  

Chapters IV through VI present the analysis and major findings of this dissertation study. 

Chapter IV explores the historical trajectory of Tencent’s corporate development and the 

company’s operating strategies since its establishment in 1998 to 2025. This chapter provides a 

broader historical and political context for China and the CCP’s regime, examining how these 

have shaped Tencent’s strategic corporate decisions regarding domestic development and global 

expansion.  

Beginning with the historical timeline of key censorship events and mechanisms, Chapter 

V presents the ideological logic and legal infrastructure behind the Chinese communication and 

media censorship in the digital age. In doing so, this chapter demonstrates how Chinese 

censorship serves as a core governance mechanism, fulfilling both domestic imperatives and 

geopolitical ambitions.  

Chapter VI examines how Tencent exemplifies state capitalism in China and its complex 

relationship dynamics with the government. In other words, this chapter examines Tencent’s role 

as an enforcer in Chinese communication and media censorship, and how the company has 

thrived by blurring the boundaries between corporate autonomy and political obedience over the 

years.  

This dissertation’s concluding chapter, Chapter VII, summarizes the main findings of this 

study and highlights future research directions.  



 20 

 

CHAPTER II 

THEORETICAL FRAMEWORK AND LITERATURE REVIEW 

Political Economy of Communication 

 This dissertation aims to investigate the power relations between the Chinese central 

government and Tencent, utilizing the framework of political economy of communication. This 

approach examines how power manifests not only as a resource to achieve particular goals but as 

a form of control embedded in broader social relations (Mosco, 2009). Through this lens, the 

dissertation explores how state power is materialized within China’s communication and media 

infrastructure, particularly how this power conditions, enables, or constrains the corporate 

behavior of Tencent as both a private entity and a government-aligned platform operator. 

 The political economy of communication provides essential analytical tools for 

unpacking the structural dynamics between state authority and digital platforms. It focuses on 

how social relations––especially power relations––shape the production, distribution, and 

consumption of media resources (Mosco, 2009). In doing so, it helps illuminate how Chinese 

media censorship operates not as a set of isolated interventions, but as part of an integrated 

ideological apparatus supported by legal, technological, and corporate actors. Communication 

and media systems, in this view, are never neutral; they are always embedded in institutional 

frameworks that reflect and reproduce dominant interests. 

 One key concept is Dallas Smythe’s (1977) notion of the audience as a commodity––

suggesting that media content is shaped by its function in delivering audiences to advertisers. 

Eileen Meehan (1986) extends this argument to suggest that rating systems reflect patriarchal 

and capitalist interests, illustrating how media institutions organize information according to 
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power hierarchies. While originally applied to Western broadcasting, these ideas are equally 

relevant to China’s digital ecosystem. In Tencent’s case, users’ data and engagement are 

monetized through advertising and value-added services while simultaneously subject to 

surveillance and ideological control. Thus, Tencent’s services and platforms operate as a dual-

function system, serving both as commercial engines and political instruments. 

 Christian Fuchs (2010) further argues that integrating political economy with critical 

theory reveals digital platforms as part of a broader capitalist infrastructure of exploitation and 

control. In the Chinese context, however, the logic of capitalism is interwoven with the 

authoritarian government’s logic of ideological sovereignty. As such, media censorship becomes 

a mechanism not just for political containment but also for maintaining the economic conditions 

under which companies like Tencent can thrive without threatening the government’s legitimacy. 

Censorship thus functions as a regulatory and disciplinary tool aligned with the government’s 

dual goals of economic modernization and political control. 

 Furthermore, political economy helps analyze how state policy intersects with market 

incentives to foster state-corporate partnerships in communication governance. Unlike in liberal 

democracies, where media regulations may be contested or decentralized, in China, the 

government policy is equated with national interest. As Lee (2018) notes, Chinese media systems 

are structured to prevent pluralism in public discourse and suppress dissenting viewpoints. This 

creates an environment in which only officially sanctioned interpretations can prevail. Tencent, 

as a private tech giant, must operate within this tightly controlled space. Its compliance with 

censorship directives, proactive moderation of content, and technological collaboration with the 

government demonstrate how political economy structures the boundaries of permissible 

expression.  
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 Moreover, my study situates Tencent within Vincent Mosco’s (2009) idea of the “digital 

sublime,” where media corporations are mythologized as agents of progress and innovation, 

obscuring the structural inequalities they reinforce. Tencent’s image as a global innovator, 

through products like WeChat, QQ, and its gaming platforms, masks the company’s integral role 

in enforcing state censorship, supporting surveillance systems, and aligning digital 

infrastructures with party ideology. Understanding this contradiction is crucial for unpacking the 

deeper power dynamics within Chinese media governance. 

 In sum, the political economy of communication provides a robust framework for 

understanding both Tencent’s operations and China, or, more specifically, the CCP’s censorship 

regime. It reveals how corporate entities are incorporated into the state’s broader apparatus of 

ideological control, not just through coercion, but through regulatory structures, financial 

incentives, and strategic partnerships. By applying this framework, I hope the dissertation will 

contribute to critical scholarship on platform governance, media control, and state-capital 

relations in the digital age.  

Propaganda 

 In their influential work, Manufacturing Consent, Edward Herman and Noam Chomsky 

(1988) developed the propaganda model to explain how structural factors in capitalist 

democracies shape the content of mass media to serve the interests of the dominant elite. 

According to this model, media function not as independent watchdogs of power, but as 

powerful institutions that reproduce the ideologies and agendas of those in control. The model 

identifies five news filters through which media content is shaped: (1) ownership and profit 

orientation; (2) advertising as a primary source of income; (3) sourcing from official and elite 

institutions; (4) “flak” or negative responses as discipline mechanisms; and (5) anti-ideologies 
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such as anti-communism as organizing principles. Through development for liberal democracies, 

this framework offers striking parallels to the Chinese context—albeit shaped by state 

authoritarianism rather than market liberalization.  

 In China, the government plays a direct and overt role in shaping media content to align 

with its official ideology. Historically, Chinese media have served as mouthpieces of the 

Communist Party, operating under a Leninist principle that views media as tools for ideological 

dissemination and mass communication (Liu & Bates, 2009). As Pan et al. (2001) state, the 

media are not only state apparatuses but also performative instruments for shaping national 

identity and reinforcing political legitimacy. Even after the launch of market reforms in 1978, 

which introduced commercial logics into media systems, the CCP maintained strict control over 

ideological content, repositioning itself as the regulator of discourse in a hybridized system of 

state-market governance (Zhao, 2008). 

 Such hybrid nature of control becomes particularly salient in the case of Tencent. As a 

privately owned yet politically obligated technology conglomerate, Tencent operates within a 

dual logic: market profitability and ideological compliance. Although Tencent is a profit-

maximizing enterprise, it must also serve as a vehicle for government-sanctioned narratives and 

enforcement of censorship. This dual function aligns with the propaganda model’s insight that 

media institutions, even when nominally independent, can function ideologically when 

constrained by powerful structural pressures. 

 In the digital era, the propaganda system is no longer confined to state-run traditional 

media; it is increasingly embedded within commercial platforms and algorithmic governance. 

New media and tech companies, such as Tencent, have become central to the circulation of 

information, making their alignment with the CCP propaganda even more consequential. 
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Scholars have noted that China’s propaganda strategy has evolved into a more adaptive and 

decentralized system, meaning that private tech companies are diverted to carry out censorship, 

surveillance, and ideological dissemination at scale (Creemers, 2017; King, Pan, & Roberts, 

2017). The state’s ability to embed propaganda within commercialized, networked platforms 

illustrates a new modality of control––adaptive authoritarianism (Brady, 2009). 

 Tencent’s position at the intersection of government control power and market innovation 

offers a compelling case through which to examine how propaganda adapts to the conditions of 

digital capitalism. By leveraging vast user data, algorithmic content filtering, and government-

issued directives, Tencent both shapes and limits public discourse. Its role in pre-emptively 

identifying and removing politically sensitive content is not merely a form of censorship, in fact, 

it is an active reproduction of ideological boundaries, serving the CCP’s broader goals of 

narrative control, political stability, and regime legitimacy.  

 Thus, propaganda theory provides a critical lens for this study to explore how Tencent, 

while being a global tech innovator, acts as a digital propaganda apparatus under China’s 

evolving model of state-private governance. The framework enables a structural understanding 

of how ideology is maintained not only through coercion or top-down orders, but also through 

the mediated, algorithmic, and economic logics of digital platforms embedded within the 

propaganda infrastructure.  

Related Literature 

Media in China  

Media in China, as same as in any other nations around the world, have a tremendous 

influence on public opinion and politics (Street, 2011). Several hundred broadcasters, thousands 

of newspapers and magazines and countless web-media compete fiercely for attention and over a 
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lucrative advertising market in China. Simultaneously, the government is constantly reassessing 

media policies and its control on their media in general, as well as on private media companies. 

In China, black and white television broadcasting began in 1958, and color transmissions 

commenced in 1973. As of 1965, there were 12 television and 93 radio stations. Today, there are 

approximately 700 broadcast television stations, 3,000 cable channels, and 1,000 radio stations. 

Chinese Central Television (CCTV), China’s only national network, is the country’s most 

powerful and prolific television program producer. It also has a monopoly on purchasing 

overseas programs. All local stations are required to carry CCTV’s 7 p.m. main news broadcast, 

making nearly 500 million people nationwide to regularly watch this program every day (Guo, 

2012).  

The number of newspapers in China has increased from only several to more than 2,200 

today. According to the official website of the State Administration of Press, Publication, Radio, 

Film, and Television (SAPPRFT), there are more than 10,000 magazines and journals, and over 

5,000 newspapers in the country. Among those, People’s Daily, with a current daily circulation of 

3 million copies, is the Chinese Communist Party’s official newspaper serving as the mouthpiece 

of the Chinese government for over 70 years. It is considered the most influential and 

authoritative source of information about the Chinese government’s news and policies. It not 

only has been the most influential newspaper in China, but also one of the top 10 newspapers in 

terms of circulation worldwide, according to the United Nations Educational, Scientific and 

Cultural Organization (UNESCO). 

Over the past two decades, the Chinese media environment has undergone significant 

evolution with the rise of the internet and digital technologies. A significant increase in the 

number of digital platforms and service providers has emerged in China’s communication and 
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media industry. Rather than chasing after Western multinational corporations, Chinese 

companies, such as Tencent, have become the most successful conglomerates in internet and 

high-tech industry in the world. Over the past decade, the number of Chinese internet users has 

also grown at a remarkable pace. China now boasts over 1.09 billion internet users, accounting 

for 77.5% of the Chinese population. In addition to the extended access to broadband internet 

connections, mobile internet took up a large share in internet user growth. In fact, approximately 

99.9% of Chinese internet users have been accessing the web via handheld devices (Statista, 

2024). This digital boom has enabled companies like Tencent to become global tech giants while 

simultaneously raising questions about censorship and state control. 

Communication and Media Censorship in China  

The establishment of the People’s Republic of China (PRC), in 1949, brought the mass 

media production and distribution of content under the control of the government because it was 

seen as a great propaganda tool for the new regime. By forming a department of propaganda as a 

unit within the governance structure, the PRC government maintains censorship over all media 

capable of reaching a wide audience. Their control covers any and all mass media, including 

television programs, film, radio, theater, amusement park, print media, text messaging, video 

games, literature, internet, and even pageants and other events. (SARFT, 2007) 

In January 1986, the State Council Ministry of Culture, Film Council and the Department 

of Radio and Television merged to form the Film and Television Bureau, which means the 

Chinese media industry was transferred from the Ministry of Culture to the newly formed 

Ministry of Radio, Film, and Television to bring it under stricter control and management and to 

strengthen supervision over production. In June 1998, the Film and Television Bureau was 

reorganized as the State Administration of Radio, Film, and Television, commonly referred to as 
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SARFT (SARFT, 2007). In March 2013, the State Council announced plans to merge the State 

Administration of Radio, Film, and Television with the General Administration of Press and 

Publication (GAPP) to form a new bureau––State Administration of Press and Publication, 

Radio, Film, and Television (SAPPRFT), which eliminates the duplication of activities across 

government agencies and reduces bureaucracy, buck-passing, and the potential of corruption. 

SAPPRFT is responsible for overseeing all types of communication and media productions, both 

before and after they are produced. It represents the Chinese government’s control over the entire 

communication and media industry, first, through forbidding the topic or content of un-produced 

productions; and, second, through cutting and editing finished productions. In this manner, 

SAPPRFT tends to ensure that all mass media productions released in and/or from China align 

with the government’s ideological criteria (Liu, 2012).  

This control has also extended to private corporations, such as Tencent, which must 

comply with government-imposed content regulations. As an integrated part of China’s broader 

governance model, the Chinese media system operates within a hybrid model of state capitalism 

where the government’s interests are safeguarded even in ostensibly private sectors.  

Chinese Propaganda 

Propaganda, defined by Kenez (1992, p. 4), as “the attempt to transmit social and 

political values in the hope of affecting people’s thinking, emotions, and thereby behavior.” In 

Chinese, the term we use, 宣传, has less pejorative feeling behind it, which means the Chinese 

Communist Party (CCP) sees propaganda as one of the normal (ethical) and effective tools to 

educate and shape society. “Moreover, Chinese propaganda has never been solely about 

brainwashing or didacticism, but has always paid close attention to new technologies and 

theories of communication” (Chang & Ren, 2018, p. 2). 
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Learning from the former Soviet Union, the CCP introduces the dictatorship of the 

proletariat, and actually creates its own dictatorship over the whole of society, and gives absolute 

power to its party leader. Political, individual, and economic freedoms are abolished, and 

citizens’ rights are significantly constrained, while the whole society is fully subjected to the 

strict control and repression of the regime. Political discourse is directed and ideologically 

shaped.  

During the Cultural Revolution, the influential film and television programs were 

required to project a standard portrait of Mao Zedong before every screening, and all visual 

images of Mao must met specific technical requirements—“what researchers call the ‘red, bright, 

shining’ rule that strictly forbade the color gray and would throw in jail any 

‘counterrevolutionary’ who dared to use dark colors (Chang & Ren, 2018, p. 3). Since Xi’s era 

began in 2012, we have seen a “new visual turn” in the CCP’s propaganda strategy, known as 

Communist visual propaganda, which aims to adapt to the world’s digital age of visual 

communication. According to the data, ages of 18 to 39 are main Internet users, to cater to their 

information receiving habit, “the CCP’s new strategies, in a break from its old model, place more 

value on the employment of an array of tactics, especially such new visual media as photos, 

online video streaming, Flash animation as well as traditional tools” (p. 2). According to Chang 

and Ren (2018), the “frivolous,” “lowly” visual means, animation, and Internet videos in 

particular, have now been fully incorporated into the propaganda system, breaking down certain 

taboos and expanding discursive space.  

To ensure their public images are unmistakably led, the photos of President Xi and other 

CCP Central Committee members can only be released by several centrally controlled state 

media, such as People’s Daily and Xinhua News, after being reviewed and approved by the 
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authorities. Other media outlets hoping to publish photos of political leaders have no other 

choice but to reprint from the state media. This is because, according to Chang and Ren (2018), 

photographs are more polysemous than the written word, offering more possibilities for 

interpretation. To minimize the room for heterogeneous readings, propagandists “often have to 

provide anchorage for the photographic meaning” (p. 5). In orthodox Communist political 

culture, personal agency was rooted in class comradeship instead of entanglements in other 

aspects of life; the public image of an “ideal” leader should therefore be puritanical: selfless and 

even sexless. The propaganda agency of the CCP, encouraged by the era of transparency, 

published 23 photos of Xi’s private life with his family. Those photos feature Xi as a loving 

father and family man. The propaganda agency also uses animated cartoons depicting President 

Xi.  This is important because “graphic style allows a message to be conveyed very simply and 

effectively” (Chang and Ren, 2018: p. 9) to grab the attention of young people. This has been 

one of the Chinese propaganda agency’s top priorities in this new era. The CCP’s transition from 

legacy media to online platforms is also a significant propaganda transformation, which includes 

promotional videos for domestic and foreign policy-related events (e.g., “The Communist Party 

of China Is with You along the Way” and “When British Dream Meets Chinese Dream”, both 

originally released on Chinese state media). These digital image-building feeds the expectations 

of young users, and it is essential for the CCP’s ruling.  

Power and Control  

The power of media resides in its influence and impact on society. Media power is a 

product of political decisions, values, and processes. As stated by Street (2011), “Power is seen 

as setting rules and constraints within which actors, with different resources and capacities, act to 

realize their goals. Both individuals and structures are relevant” (p. 181). The CCP is aware of 
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the power of media, thus fearing its impact, has decided to exert strict control over it. The control 

over media has always been, and will always be, through managing the flow of power—the 

systems of regulation and patterns of control that organize the media and the products of 

particular institutional forms that shape the media (p. 15). In fact, the control over media is 

sometimes blatant and sometimes subtle, but all forms of communication are subject to some 

form of regulation in China as well as around the world. In the digital era, the internet may offer 

more freedom, but it is still subject to regulation.  

According to Mark Andrejevic (2019), “control of new productive resources is 

concentrated in the hands of the few, allowing them to appropriate and profit from the activity of 

the many who must surrender their personal information to secure access to the productive and 

informational resources of the digital era” (p. 155). Material deprivation and enclosure occurs 

when users are separated from the infrastructure, and they are excluded from controlling the 

productive resources. In addition, the “free labor” users engage in online platforms, their creative 

and productive activity, is put to uses beyond their control. Things like “terms of use” and end-

user license agreements establish the rights of websites to control users’ information. Separation 

occurs at various levels, until much of our resources for sociality and social interaction are 

beyond our control, and we are alienated from the products of our own online activity. 

“At issue is the claim that the machines, structures, and systems of modern material 

culture can be accurately judged not only for their contributions of efficiency and productivity, 

not merely for their positive and negative environmental side effects, but also for the ways in 

which they can embody specific forms of power and authority” (Winner, 1980, p. 121). 

Potentially, disruptive digital technologies could diversify and democratize the flow of 

communication. Yet their impact also enables the spread of misinformation, polarizes citizens, 
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reduces social capital, and thereby undermines cooperative norms vital to democratic stability. 

Amplifying these concerns, economic gain incentivizes harnessing these technologies to 

maximize profit, rather than promoting democracy. Power laws suggest that elites will continue 

to originate and shape the most widely circulated frames, even those seemingly generated from 

the grassroots (Entman & Usher, 2018, p. 300). In other words, even though communication 

loops exist in the digital era, diffusing interpretive schemas, it is still working as a system of 

hierarchy, where information flows mostly from the minds of the ruling classes to those of the 

passive majorities (Terranova, 2004). In this sense, the hierarchy of control might even be 

steeper, because elites have a more precise ability to target and manipulate the public.  

Via services provided by high-technology companies, such as Tencent, the public can 

readily access ideological media messages unshackled by old norms of detached, quasi-scientific 

reporting and editing. What differentiates this from traditional forms of neoliberal logic, for 

Zuboff (2015), is the knowability of the economic structures at play. While this knowledge is 

only available to a few capitalists, the elite class corporations, with decreasing responsibilities 

and obligations to public services, indulge themselves in controlling information and pursuing 

profit maximization by getting their products and services to the largest number of consumers 

possible domestically and internationally in the name of national interests (McQuail & Deuze, 

2020).  

Why Tencent 

In 2017, surpassing Facebook’s market value on November 20 and entering the top five 

of the world’s biggest companies by market value, Tencent Holdings Limited (Tencent) became 

the first Asian company to cross the US$500 billion valuation mark (Cakebread, 2017). Started 

from an Internet instant messaging software called OICQ in November 1998, Tencent currently 
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develops and controls numerous innovative communication products and social services by 

which creating a broad portfolio of ownerships and investments across a diverse range of 

businesses. As of today, Tencent is known as one of the largest investment, gaming, and 

entertainment conglomerates in the world as it provides users with a range of what the company 

described as online lifestyle services under the Connection Strategy, including communication, 

social network, music, information, gaming and other interactive entertainment, online television 

channels, online payment systems, value-added services, online advertising, and many other 

Internet-related services (Tencent, n.d.). These services, offered both in China and globally, are 

all among the world’s biggest and most successful in their respective categories.  

Founded in 1998, Tencent has its roots in Internet instant messaging software and online 

communication. However, over the years, Tencent has diversified, becoming one of the most 

successful conglomerates in the high-tech industry, running a wide range of life-changing 

Internet-related services in both China and globally. Tencent’s co-founder, Ma Huateng (also 

known as Pony Ma), now the chairman of the board and chief executive officer, started the 

company with his friends, Chenye Xu, Zhidong Zhang, Yidan Chen, and Liqing Zeng (Tencent, 

n.d.), in November 1998, over an Internet instant messaging software called OICQ. The OICQ, 

later formally changed to QQ in 2000, quickly became popular, garnering more than 1 million 

registered users by 1999. Under Ma’s leadership as chief executive officer and his user-oriented 

operating strategy, Tencent has become one of the largest investment, gaming, and entertainment 

conglomerates in the world. (Elliott, 2014) On June 16, 2004, Tencent Holdings Limited (SEHK 

700) went public on the main board of the Hong Kong Stock Exchange. According to Tencent, 

2017 marked a turning point in the company’s history. Its 2017 fourth-quarter revenues were 

RMB 66,392 million (USD $10,161 million), an increase of 51% over the fourth quarter of 2016; 
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for the whole year of 2017, its total revenues were RMB 237,760 million (USD $36,387 

million), an increase of 56% over the prior year. Profit for the year 2017 was RMB 72,471 

million (approximately USD $11,091 million), representing a 75% increase over 2016. Since its 

initial public offering (IPO) in 2004, Tencent Holdings’ market capitalization has increased from 

$894.34 million USD to $764.02 billion USD in October 2025, representing an 85,326 % 

increase (Tencent, 2025). Tencent controls hundreds of subsidiaries and associates in numerous 

industries and areas, creating a broad portfolio of ownerships and investments across a diverse 

range of businesses. Its success has also made Ma one of the wealthiest individuals in China and 

the world. 

Tencent’s influence on public discourse is unparalleled. Its first product––QQ has reached 

over 550 million monthly active users as of Q1 2024, while WeChat exceeded 1.3 billion users 

worldwide. These platforms integrate chat, commerce, payments, gaming, and content 

consumption, and have profoundly influenced the ways hundreds of millions of Internet users 

communicate with one another and their lifestyles. It also brings possibilities of a wider range of 

applications to China’s Internet industry. The company has obtained patents related to 

technologies in various areas, including instant messaging, e-commerce, online payment 

services, search engines, information security, gaming, and many more. It remains committed to 

enhancing the company’s development and innovation capabilities while strengthening its 

worldwide branding.  

Figure 1 Tencent’s Well-known Products/Services (Tencent, 2020) 
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 While significant research has explored Chinese censorship, media control, and 

propaganda, gaps remain in linking the political economy of communication with contemporary 

tech conglomerates, such as Tencent. Existing literature tends to focus either on state 

mechanisms of censorship or the business growth of tech companies, without adequately 

exploring the hybrid state-corporate model that underpins China’s media governance. Moreover, 

while the theoretical framework of political economy of communication and propaganda model 
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has been widely applied to Western media, few studies have revisited them in the Chinese 

context, where private capital, party ideology, and digital infrastructure intersect. Additionally, 

there is an insufficient focus on how platforms like WeChat serve as both tools of consumer 

convenience and political surveillance. 

 This dissertation aims to address these gaps by: applying the political economy of 

communication to analyze Tencent’s dual role as market actor and ideological apparatus, using 

the propaganda model to map out China’s state-corporate censorship strategies, and investigating 

the discursive and technological mechanisms by which Tencent shapes public opinion, reinforces 

ideological narratives, and constrains counter-hegemonic discourse. 

 In short, I hope this study will provide a timely and nuanced framework for 

understanding Tencent’s embeddedness in China’s political and communication power structures.  
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CHAPTER III 

RESEARCH METHODOLOGY 

 

As noted in Chapter I, this dissertation study explores Chinese communication and media 

censorship in the digital age. It focuses on a case study of Tencent, the leading technology 

company that operates various digital media platforms in China and globally. This study aims to 

examine how and why different levels of censorship—ranging from direct intervention to 

secrecy, propaganda, and regulation—impact Tencent. Additionally, it will analyze various types 

of censorship, including content restrictions, legal regulations, control over infrastructure, 

economic pressures, and self-regulation, and how these factors have influenced Tencent over the 

years. This chapter begins with a brief discussion of the reasons for selecting qualitative methods 

for this study. It then describes and discusses the three methods used—case study, document 

analysis, and discourse analysis—that were interwoven during the data selection and analysis 

process. Ultimately, this chapter will highlight key aspects of the data collection and analysis 

processes, as well as some limitations encountered along the way. Additionally, this chapter will 

explain why the chosen methods are best suited to address the research questions being 

investigated.  

Why Do I Choose Qualitative over Quantitative Methods? 

Qualitative and quantitative approaches are both essential to each other because they are 

valid for different realities or different aspects of the same reality (McGrath & Johnson, 2003). 

We, the researchers, design our research methods based on the perceived research imperatives, 

the questions we wish to address, and the resources available to us (Yin, 2018). Therefore, 

researchers must be clear from the outset of a study about what they are setting out to do (Corbin 
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& Strauss, 2008, p. x). For this dissertation research, I will explore Chinese communication and 

media censorship by case-studying Tencent through a culturally situated, interpretive approach. 

Therefore, identifying the historical, ideological, and cultural contexts of Tencent is a crucial part 

of my analysis, which I will further support through the use of document and discourse analysis 

approaches.   

As someone who grew up in China and remains closely connected to the country 

emotionally and culturally, doing qualitative research enables me to gain insight into the inner 

experience, determine how meanings are formed through and within culture, and discover rather 

than test variables. Statistics might be interesting, but in contrast to the more rigid and structured 

format of quantitative methods, it is the endless possibilities for learning more about people that 

qualitative researchers resonate with. It is not distance that qualitative researchers want between 

ourselves and our “participants,” but the opportunity to connect with them at a human level 

(Corbin & Strauss, 2008, p. 13). For me, the desire to step beyond the known and enter the world 

of participants—the creators/producers of the media platforms, as well as the regulators and 

policy makers—to see the world from their perspective through their work is the most important 

reason to choose qualitative over quantitative methods. Bringing the whole self into the process 

by incorporating my own experience can also be a challenge, particularly when working with 

words, making order out of seeming disorder, and thinking in terms of complex relationships. 

But this could also be the reason qualitative research tends to become the dominant methodology 

in the field of communication studies (Lindloff & Taylor, 2011), as “almost inevitably 

researchers trained in qualitative analysis become completely ‘absorbed in the work’” (Corbin & 

Strauss, 2008, p. 14).  
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To sum up, the qualitative research methods I choose would not only help me understand how 

the social world I personally relate to is interpreted, understood, experienced, and constituted, 

but also make my analysis accessible and engaging for relevant non-academic audiences.  

Methods 

 For this study, I adopt a culturally situated, interpretive approach to analyze Tencent and 

its diverse digital media platforms. I explore how particular historical, ideological, and cultural 

contexts influence the government’s control over communication and media industries in China. 

To address the research questions regarding the Chinese communication and media censorship 

system and its function, I employ case studies, document analysis, and discourse analysis. I 

integrate these approaches throughout the data selection, generation, and analysis process. These 

methodologies allow me to examine Tencent’s history, its changes throughout the years, internal 

and external corporate practices, its structural growth, and geographical expansion.  

Case Study 

In “Rethinking case study research,” Bartlett and Vavrus (2019) stress that case studies 

are used to consider how social actors, with diverse motives, intentions, and levels of influence, 

work in tandem with and/or in response to social forces to produce the social and cultural worlds 

we live in routinely. It is especially a vital approach to studying practice and policy, as it helps 

understand how contemporary social life is regulated and governed. Yin (2018), in his “Case 

study research and application,” also suggests that researchers to choose case study when asking 

“how” and/or “why” research questions on a contemporary set of phenomenon that researchers 

have little or no control over, such as how something has developed and how something works or 

is constituted (p. 175). 
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However, Bartlett and Vavrus find Yin and other case study methodologists’ notion of 

“bounding the case” problematic (p. 30). They say “bounding” means to clarify the boundaries of 

your case with regard to the time, geographic area, type, definition, and context, etc., which 

“predefines variables and hypothesizes relationships” of the cases (p. 31). However, according to 

Yin (2018), the bound-the-case approach maintains a reasonable and feasible scope for the study, 

especially when the research questions require an extensive and in-depth description of a social 

phenomenon within its real-world context (Mason, 2002).   

In a case study, the term “case” is often defined as a specific instance, and a good case 

study will present a multitude of data about the phenomenon of interest (Bartlett & Vavrus, 

2019). For this research, I use a case study as an overarching method, as I am concentrating on 

China and a corporation–Tencent. Within this scope, this dissertation aims to do an “embedded 

multiple-case-units design” (Yin, 2018, p. 90). To add significant opportunities for extensive 

analysis, I will study Tencent’s diverse digital services and platforms as subunits, thereby 

enhancing insights into the single case.  

Sampling 

 Tencent is an ideal case study for examining Chinese communication and media 

censorship because it operates at the intersection of government control, technological 

innovation, and global influence. As one of China’s most powerful and diversified tech giants, 

Tencent operates across social media, gaming, digital finance, news, and cloud services, making 

it a valuable case study for analyzing the state-market relationship in China’s digital ecosystem. 

On the other hand, studying Tencent also offers a useful lens for understanding broader patterns 

of media and communication control in China, as it exemplifies how a major corporation 

navigates, and even enforces, the boundaries set by the CCP. It provides critical insights into how 
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other Chinese corporations must align their operations with the CCP’s ideological expectations 

and regulatory mandates. Furthermore, for foreign companies seeking access to China’s market, 

Tencent serves as a cautionary benchmark, demonstrating the extent to which content, data 

practices, and corporate governance must be adapted to fit the country’s political objectives. In 

this way, case studying Tencent sheds light on the systemic pressures facing both domestic and 

international players in China’s communication and media industries.  

Document Analysis 

To support my case study of Tencent and its power relations with the CCP, I will conduct 

document analysis to provide background information and historical, ideological, and cultural 

context, and insights into China’s communication and media censorship system. Bowen (2009) 

defines document analysis as “a systematic procedure for reviewing or evaluating documents––

both printed and electronic (computer-based and Internet-transmitted) material” (p. 27). This 

approach requires that data be examined and interpreted in order to uncover meaning, develop 

understanding, and discover insights relevant to the research topic.  

The design of document analysis addresses what, where, and how: What––here the 

documents Bowen refers to are those that “contain text and images that have been recorded 

without a researcher’s intervention” (p. 27), as for example governmental regulations, 

advertisements, agendas, diaries, event programs, maps, charts, and others. These are primary 

sources of qualitative data. Where––this refers to the places where documents can be found, like 

in libraries, newspaper archives, organizational files, etc. How––is the analytic procedure that 

entails findings, selecting, appraising (making sense of), and synthesizing data contained in the 

documents.  
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Document analysis is often used in combination with other qualitative research methods 

as a means of triangulation. Patton (2020) says, “triangulation helps the researcher guard against 

the accusation that a study’s findings are simply an artifact of a single method, a single source, or 

a single investigator’s bias” (p. 128). For this dissertation, I will triangulate the study by 

incorporating document analysis, discourse analysis, and case studies.  

The term “document” covers a wide range of texts that are produced and consumed by a 

variety of individuals and organizations. Methodologists often categorize these documents into 

different types. One of the most common ways to classify documents is into primary and 

secondary sources. While primary sources are “usually preferred when facts of an event need to 

be established…secondary sources, which are based on indirect (or hearsay) evidence––such as 

media stories about an event or the expressed opinions of social actors who are affected by, but 

not directly involved in, an event––may be exactly the kind of data one needs” (Lindlof & 

Taylor, 2011, p. 234).  

To answer my research questions—RQ1–What are the historical and operational contexts 

of Tencent’s emergence and development, and RQ2–What are the “how” and “why” of Chinese 

communication and media censorship in the digital age? I will select documents that provide 

background information as well as historical insights. These documents will help understand the 

historical roots of the issues and contextualize data collected through other methods, such as case 

study. In addition to providing means of tracking change and development, the documents would 

offer valuable supplementary data, enhancing my knowledge base. In this study, I compare and 

identify the changes from various drafts of the government’s policies and regulations, as well as 

authoritative Chinese-language sources, to form the foundation of the analysis and conclusions. 
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This also serves as verification of findings from other data sources, as my case study on 

Tencent’s operating strategies demonstrates the echoes of these policies.  

Sampling 

The documents examined in this dissertation study are selected with a purposive sample 

of governmental records, corporate reports, and secondary documents. These documents are 

selected and analyzed in line with the theoretical thematic considerations of this study.  

Laws/Regulations/Policies Documents: All laws, regulations, and policies related to 

digital censorship I am studying are available on official websites1, such as those of the State 

Council and the Cyberspace Administration of China (CAC). The CCP is not shy about exerting 

censorship and publicly displays its rulings. This free digital accessibility helps me avoid what 

could have been a costly and unrealistic venture in obtaining records in their print version. 

Moreover, most of these governmental documents are accurately translated by Chinese official or 

non-profit organizations because this aligns with their mission-driven goals of promoting 

transparency, public awareness, and informed policy discourse. I am taking advantage of this 

existing Chinese-English translation while engaging in discourse analysis when I encounter 

ambiguity in the legal terms.  

Secondary Sources: According to Lindlof and Taylor (2011), official documents are a 

site of claims to power, legitimacy, and reality. As a result, it is important to study these texts in 

relation to “the institutional settings in which they are constructed, interpreted, and used” (p. 78). 

Considering the significance of capturing the context in which these documents are issued and 

the importance of mitigating “institutional bias,” I incorporated English-language scholarly 

literature, news reporting, as well as opinion pieces and editorials into the analysis. Most of these 

 
1 See the table in Chapter V that lists the laws, regulations, and policies relating to the analysis on the China’s 
communication and media censorship in digital age. 
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articles provided a reflection on the Chinese communication and media censorship system and its 

regulating functions throughout the years. They critically examined the CCP’s rationale in 

adopting those laws and policies. I found the articles through the University of Oregon Knight 

Library database using keyword searching.   

Document analysis involves skimming, reading, and interpreting the document. Given 

that the documents I am analyzing are originally written in Chinese and translated into English 

either by official or non-profit organizations, carefully examining the accuracy of the 

interpretation is very important as “the researcher is expected to demonstrate objectivity and 

sensitivity in the selection and analysis of data from the documents” (Bowen, 2009, p. 32).  

Discourse Analysis 

Discourse analysis has different meanings. Some people connect it to linguistics, as in 

how certain discourses/words are used in specific contexts to argue a particular case at a specific 

moment in a specific historical period (Rapley, 2007). These individuals view discourse as both 

performative and functional. They say language is never neutral and transparent, “language is 

constructive, it is constitutive of social life. As you speak and write, you produce a world” 

(Rapley, 2007, p. 3). McQuail and Deuze (2020) state that it is hard to give a precise definition of 

discourse analysis, but they believe it is more common to think of it as dealing with the 

relationship with power in social dynamics. They say, “it usually being connected with some 

current significant social issue…what underlies the logic of different type of qualitative content 

analysis is the search for a latent or ‘deeper’ meaning of the message” (p. 393). According to van 

Dijk (1985), because media content should be studied as a “communicative event” on its own 

with a particular social context, discourse analysis approach is important in order to examine the 

influences on media production or the uses and effects of media. 
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Most governments produce a large number of publications, which are now often available 

for free on the web. “They routinely outline directions of future policy and/or strategy and in 

doing so review contemporary debates and research on specific issues” (Rapley, 2007, p. 14). 

These documents are often a wonderful source for discovering and mapping specific discourses, 

especially as they document past and forthcoming changes in legislation and/or the organization 

of society and social institutions (Rapley, 2007). Communist Parties have a long history of 

controlling the whole society, and their party leaders maintain absolute power. In those nations, 

political, individual, and economic freedoms are significantly constrained, and their political 

discourse is directed and ideologically shaped (Svilicic & Maldini, 2013). When applying 

discourse analysis to understand those type of government documents, researchers should also 

focus on the rhetorical work of the text––“how the specific issues it raises are structured and 

organized” and “how it seeks to persuade you about the authority of its understanding of the 

issue” (Rapley, 2007, p. 126), and even what is not said––“the silences, gaps or omission” (p. 

137) along with how a specific argument, idea or concept is developed.  

Discourse analysis aims to identify the key features and behaviors of language in media 

(Cotter, 2001). “The media context produces unique manifestations of language and discourse, 

the study of which enriches both our understanding of the media as well as our understanding of 

discourse behaviors” (p. 804). Discourse such as narrative structure, style and register, historical 

or diachronic, and so on will also be taken into consideration in the case study of Tencent’s 

communication and media platforms and services.  

Data Analysis 

The most significant advantage of doing document analysis is that it is less time-

consuming. This method requires data selection rather than data collection. Many documents are 
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available online for free and in the public domain. Additionally, it is stable and suitable for 

repeated reviews. However, there are also some limitations. Documents are usually created 

independent of a research agenda; for instance, government-issued documents are used to inform 

and regulate media producers rather than supporting research objectives. Nevertheless, for my 

study, the chosen documents have sufficient details as corporates use/study/follow them for their 

platforms and services. There are also some pre-digital documents that are not retrievable, and 

those made available documents are potentially biased selections. Moreover, I cannot assume 

that the official documents accessible to the public are completely value-free, given the well-

known issues with government censorship over the media and communication industries. For my 

research, I aim to examine selected government documents as they currently stand and assess 

their impact on the industry and market.  

In addition, it is essential to establish the meaning of the documents and their 

contributions to the issues explored in my study, rather than taking the selected documents for 

granted. Hence, it is necessary to state the “authenticity, credibility, accuracy, and 

representativeness of the selected documents” (Bowen, 2009, p. 33). Therefore, other 

information about the documents, such as the author, the reason it was produced, the target 

audience, and the original sources, that is helpful for the assessment, will also be taken into 

account.  

Another particular advantage of this research, in studying Tencent through case study and 

employing document and discourse analysis, is my familiarity with the company’s services and 

platforms. Additionally, I have a strong understanding of the context in which most of these 

documents are written, particularly in terms of the political culture in China. This resonates with 

the proposition of Lindlof and Taylor (2011), “the more intimate knowledge you have of the 



 47 

culture or individual being studied, the more adept you will be at assessing the truth value of a 

document, as well as detecting (or otherwise accounting for) and deviations from the truth” (p. 

237).  

 

Conclusion 

This chapter provides a discussion of the methodological approaches employed in this 

dissertation study. It also provides a detailed description of the procedures used in data selection 

and data collection methods employed in the study, specifically the case study, document 

analysis, and discourse analysis. As discussed, using case study as an overarching method, 

document analysis and discourse analysis interweave each other during my analysis following 

the framework of research questions––propositions––cases––logic thinking the data to the 

propositions––criteria for interpreting the findings. Toward the end, I also highlighted key issues 

related to validity, reliability, and limitations of the methods I chose for the study.  

As previously mentioned, all three research methods are employed concurrently to 

effectively address the three questions guiding this study’s objectives. Specifically, by 

investigating the case of Tencent and closely examining the selected documents and corporate 

practices, I focus on and explore the discourse present in these materials within the historical, 

social, and cultural context of China. 

To map out, each of the three research questions will be addressed in the following three 

chapters, as stated in the table below: 

Research Question Analysis 

RQ1: What are the historical and operational 

contexts of Tencent’s emergence and development? 

Chapter IV: Tencent––Corporate 

Development 
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RQ2: What are the “how” and “why” of the Chinese 

communication and media censorship in the digital 

age? 

Chapter V: Chinese Communication 

and Media Censorship in the Digital 

Age 

RQ3: What is Tencent’s role in Chinese 

communication and media censorship system? 

Chapter VI: Tencent––Succeeding 

through Chinese Communication and 

Media Censorship 
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CHAPTER IV 

TENCENT: CORPORATE DEVELOPMENT 

 

This chapter investigates the corporate development of Tencent through the lens of the political 

economy of communications. This analytical framework enables a critical understanding of how 

media and communication companies are embedded within broader power structures, both 

political and economic, that shape and constrain their growth. Tencent’s trajectory is particularly 

instructive in examining how a private technology company could emerge, survive, and thrive in 

a government-led communist political system. Founded in 1998, during a pivotal moment in 

China’s market reform era, Tencent began as a modest startup offering instant messaging 

services, struggling to gain financial stability and legitimacy in an economy still dominated by 

state-owned enterprises.  

This chapter addresses the research question: What are the historical and operational 

contexts of Tencent’s emergence and development? It begins with a discussion of Tencent’s 

corporate structure and ownership history, with attention to how the company navigated 

institutional uncertainty, regulatory fluidity, and shifting ideological boundaries in post-reform 

China. The chapter then explores Tencent’s global expansion strategies, highlighting how the 

company leveraged capital, partnerships, and state-aligned objectives to establish a presence on 

the international stage. In doing so, this chapter illuminates how Tencent’s evolution reflects not 

only the contradictions and accommodations of China’s hybrid political-economic model, but 

also broader tensions between market liberalization and authoritarian control in global digital 

capitalism.  
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Tencent’s Ownership and Corporate Structure 

Historical Context of Tencent’s Establishment 

Following the Tiananmen Square Protests in June 1989, many people around the world 

questioned and even criticized China’s economic path: capitalism or socialism. The Communist 

Party of China then decided to overhaul the Reforms and Opening-up program (State Council, 

1989). China’s economic development, therefore, came to a period of virtual halt. To overturn 

this stagnation, during his 1992 Southern Tour from January 18 to February 21, the paramount 

leader of China, Deng Xiaoping, restated the importance of economic reform and firmly 

advocated for further economic liberalization. Deng’s famous black/white cat statement2 was 

given during this tour. He claimed that the Reforms and Opening-up program is the only way to 

save China, and that people should focus on developing rather than arguing whether it is a 

capitalist or socialist economy (Global Times, 2018). Tencent was established within this 

context, and it set its headquarters in Shenzhen, a city that was pointed to be one of the fastest-

growing economic zones in the 1980s. In 1992, as one of the main stops on Deng’s Southern 

Tour, Shenzhen further benefited from Deng’s reforms and became one of the so-called “Special 

Economic Zones” (Global Times, 1992). 

In October 1992, the Fourteenth National Congress of the Communist Party of China 

officially reformed China’s economic system, transitioning from a planned (or command) 

economy to a so-called Socialist Market-Based Economic System3. This reform marked a far-

reaching historical significance for China’s economic development in the following decades, 

continuing to the present day. The Socialist Market-Based Economy involved a shift towards 

 
2 Deng’s cat theory comes from a Chinese proverb: It doesn’t matter if a cat is black or white, as long as it catches 
mice, it is a good cat.” “不管黑猫还是白猫，能抓到老鼠就是好猫。” 
3 “社会主义市场经济” 
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market-oriented reforms, while still maintaining a socialist framework. The strategy behind it 

includes opening the economy to foreign investment, encouraging private businesses, and 

liberalizing prices and trade. Based on this liberal economy strategy, the first Company Law of 

the People’s Republic of China was passed and became effective in December, 1993. The goal 

was to create a socialist market economy where market mechanisms played a key role alongside 

state planning.  

It is in this context that Tencent was founded in November 1998 as Shenzhen Tencent 

Computer Systems Co. Ltd. The founder, Huateng Ma, now the chairman of the board and chief 

executive officer, started the company with his friends––cofounders Chenye Xu, Zhidong Zhang, 

Yidan Chen, and Liqing Zeng (Tencent, n.d.).  

The 1993 Company Law, Section 1 Establishment––Article 23 states: 

The registered capital is the total amount of investment paid in by all the 
shareholders registered with the registration department.  
For a limited liability company, the amount of registered capital shall not be less 
than the amount specified below: 
(1) for a company mainly engaging in production operations, RMB 500,000; 
(2) for a company mainly engaging in wholesales, RMB 500,000; 
(3) for a company mainly engaging in retail sales, RMB 300,000; 
(4) for a company engaging in technology development, consulting, and services, 
RMB 100,000. 
 
If the minimum amount of registered capital of a limited liability company of a 
given trade should be higher than those provided for in the preceding paragraph, it 
shall be determined separately by law or administrative decrees.  

 

When Tencent was first founded as Shenzhen Tencent Computer Systems Co. Ltd., it was 

not categorized as a company engaging in technology development, consulting, and services as it 

is now. Instead, Tencent labelled itself a production operating company; within their initial 

leadership group, Ma, Chen, Xu, and Zhang primarily focused on developing computer programs 

and products, while Zeng was in charge of sales and marketing strategies.  To fulfill the 
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minimum registration requirements of the 1993 Company Law, Huateng Ma and his cofounders 

drew on their own savings to make up the RMB 500,000 (approximately USD $73,746, based on 

the current exchange rate) registered capital. Each contributed a portion as seed funds to start 

their company.  

Table 1: Registered Investment of Original Shareholders (Lin & Zhang, 2009) 

Shareholder Investment (RMB) Percentage 
Huateng Ma 237,500 47.5 

Zhidong Zhang 100,000 20.0 
Liqing Zeng 62,500 12.5 
Yidan Chen 50,000 10.0 
Chenye Xu 50,000 10.0 

 

This early shareholder structure reflects the typical founder-concentrated capitalization 

model of China’s late-1990s Internet startups––where equity was allocated primarily to core 

technical founders and seed capital was drawn directly from personal savings rather than 

institutional sources. 

 Compared to many other startups in Southern China during the late 1990s, Tencent’s 

initial capital investment was modest and typical of the region’s emerging tech ventures. Many 

private firms in Shenzhen and Guangzhou were founded with the minimum required registration 

capital, relying more on technical know––how and market intuition than on substantial financial 

backing. What distinguished Tencent, however, was its ability to translate this minimal initial 

investment into sustained innovation, scaling, and diversification––transforming a small, 

resource-constrained startup into one of the most influential technology conglomerates in China. 

This evolution highlights how strategic vision and adaptability, rather than early capital, have 

become the defining engines of Tencent’s long-term success.  
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Tencent’s Struggling, 1998–2001 

Tencent did not have a clear direction for its development at the time it was founded in 

November, 1998. In February 1999, Tencent released their first product––a software called 

OICQ, known as the Chinese Internet Pager (中文网络寻呼机). This first product was a copy of 

ICQ, which owned the rights to an online chatting software invented by Israeli college students. 

Huateng Ma did not even disguise his intentions to appropriate the Israeli company’s software, 

naming his startup production OICQ (Business Week, 2011).  

Initially, OICQ was offered as a free service on Tencent’s own website, and the company 

generated profits by selling specially designed or customized OICQ account numbers. However, 

most users chose to use free registered accounts. OICQ’s user number rapidly grew, reaching 1 

million in nine months, which was way beyond what Ma and his cofounders expected. To 

maintain a smooth and stable service for their users, Tencent had to upgrade their servers, which 

was almost unaffordable for this startup company. To cover the costs of a more advanced server 

and its maintenance, Huateng Ma and Liqing Zeng had to work as freelance website designers 

and programming engineers for some local government departments and companies to make the 

extra money (Wu, 2017). Even so, Tencent was still struggling to generate sufficient revenue for 

day-to-day operations, let alone to grow or expand the company (Li, 2005).  

What made the situation at Tencent even worse was a potential international lawsuit 

against it in 1999. The Israeli-created real-time messaging software ICQ gained immense 

popularity in the United States and Europe, boasting a 3-million-user base by the end of 1997. In 

1998, when ICQ’s registered user numbers reached 12 million and it was becoming the largest 

instant messaging service worldwide, America Online (AOL Inc.) acquired ICQ for $287 million 

in cash, acquiring 100% of its assets (CNET, 1998). On February 7, 2000, AOL filed a complaint 



 54 

against Tencent, in Minneapolis, Minnesota, U.S.A., for using the mark “OICQ” in various .net 

or .org domain names in bad faith:  

i. the mark "oicq" in various .net or .org domain names are confusingly 
similar to the "ICQ" trademark or service mark in which AOL has at least 
common law protectable rights; 

ii. any rights or interest which Tencent has in use of any form of "icq" in a 
domain name is not legitimate, e.g., the admitted use of oicq.net and 
oicq.com as a portal to suck surfers into a site sponsored by Tencent seems 
hardly legitimate; 

iii. the domain names oicq.net and oicq.com have been registered in bad faith 
by Tencent in order to attract, for commercial gain, Internet users to its 
websites by creating a likelihood of confusion with AOL’s ICQ mark as to 
the source, sponsorship, affiliation, or endorsement of Tencent’s various 
domains and sites.  
 

Based on the above matters of fact, decided and signed by Judge James A. Carmody, all 

“OICQ”-related registrations by Tencent shall be transferred to the complainant AOL (America 

Online, Inc. Vs Tencent Communications Corporation, 2000). As a result, Tencent was forced to 

change its product name from OICQ to QQ in 2000, but the $287 million acquisition deal made 

by AOL inspired Huateng Ma to realize the promising potential this instant messaging service 

would have in the future.  

Tencent’s Surviving, 2001–2004 

Using ICQ’s messaging service as a foundation, Tencent added more features to QQ, such 

as offline messaging and random stranger connecting, and others to adapt to the needs of its 

Chinese users. In the mid-2000s, Tencent’s Chinese user base had exceeded 40 million (Li, 

2005). Rapidly increasing registered user numbers put Tencent in an ironic dilemma. On one 

hand, QQ’s popularity shows this instant messaging service’s great potential in the rising Internet 

era among the young generation; on the other hand, the company cannot afford the more 

expensive server-running costs to maintain the service for its huge user base. To address this 
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dilemma, Huateng Ma and his cofounders had two options: selling the product (and potentially 

the company) or securing investments. 

At first, Huateng Ma decided to list the company for sale at RMB 3,000,000 

(approximately USD 435,400). However, he was unable to find a buyer anywhere. No potential 

buyers would understand Tencent’s intangible assets and QQ’s profit-making model. In fact, at 

that time, Huateng Ma himself did not figure out how to make money with QQ either. He could 

only try to convince the potential buyers that QQ was extremely popular among young people 

and the value of the product would be in the future (Li, 2005). 

Because of failing to reach any acquisition deals, Ma had to seek for investors. However, 

the Law of the People’s Republic of China on Commercial Banks was adopted during the 13th 

Meeting of the Standing Committee of the Eighth National People’s Congress. It was 

promulgated by Order No. 47 of the President of the People’s Republic of China on May 10, 

1995, and became effective on July 1, 1995. According to this law, Chinese commercial banks 

are prohibited from providing loans to non-banking financial institutions or enterprises within the 

territory of the People’s Republic of China.  

Law of the People’s Republic of China on Commercial Banks (1995) 

Chapter VIII Legal Liability  

Article 74  The People’s Bank of China shall order rectification and, if illegal 
income has been derived, shall confiscate the illegal income and impose a fine of 
between one and five times the amount of the illegal income, or, in no illegal 
income has been derived, shall impose a fine of not less than 100,000 yuan and 
not more than 500,000 yuan; and, if the case is especially serious, or rectification 
is not carried out within the time limit, the People’s Bank of China may order 
suspension of business for consolidation or revocation of the permit for operation; 
and, if a criminal offense is constituted, criminal responsibility shall be pursued 
according to law, in the event that a commercial bank: 
 
(4) invests in non-banking financial or enterprises within the People’s Republic of 
China 
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After unsuccessful attempts to get investments from domestic financial institutions and 

enterprises, Liqing Zeng, the marketing expert in the core founders team, suggested that Ma seek 

investments from foreign venture capitalists. Finally, in April 2000, the Chinese branch of the 

U.S.-based venture investor International Data Group (IDG) and Hong Kong investment 

company PCCW Ltd. signed the agreements to invest in Tencent, each investing USD $1.1 

million. This investment agreement allowed the core founders of Tencent to retain their majority 

positions and shares in the company. By then, based on the company’s value estimated by 

Huateng Ma, Tencent reported a total value of USD $5.5 million. Hence, each of the two 

investors owned 20% of Tencent's shares, and Tencent’s core founders’ team managed to retain 

60% (See Figure 1). 

 

Soon after the first round of investment in 2000, the global Internet bubble burst, and the 

stock prices of many U.S. Internet companies crashed, quickly spreading to the rest of the world 

20%

20%
60%

Figure 1: Tencent ownership structure after first two investments 
in 2000

IDG
PCCW Ltd.
Ma and cofounders
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(Duignan, 2023). In addition to the collapse of the entire Internet industry, as mentioned above, 

Tencent remained unprofitable from 1999 to 2001 due to the high costs of maintaining the QQ 

product’s servers and its inability to monetize it. Very quickly, Tencent was short of money again 

and in need of more investment. As a result, both investors, IDG and PCCW Ltd., began to look 

for buyers to take over their shares, as they were losing confidence in Tencent. 

In the meantime, while QQ’s registered users had quickly reached 100 million, no 

investors would think highly of the company’s future. IDG and PCCW Ltd. were actively 

looking to find a way out. The turning point occurred in early 2001, when a South African media 

corporation called Myriad International Holdings (MIH), a subsidiary company of the South 

African media group Naspers Ltd., showed interest in investing in Tencent (Li, 2005). The MIH 

re-assessed Tencent and called it a USD $60 million worth value. It soon reached a deal to buy 

all of PCCW Ltd.’s Tencent shares (20% total) for USD $12 million, as well as a portion of 

IDG’s––12.8% for USD $7.68 million. By June 2001, MIH became the second-largest holder of 

Tencent with 32.8% shares, IDG was left with 7.2 % shares, and Ma and his cofounders kept 

60% of the company’s ownership (See Figure 2). 
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A year later, Tencent’s ownership structure underwent another change. In June 2002, 

Tencent’s core founders’ team sold a portion of their shares to MIH, which added to its Tencent 

shares to a total of 46.3% control, and Ma and his cofounders kept the majority control with 

46.5%; IDG’s 7.2% holding shares stayed the same. (See Figure 3) 

 

7.2%

32.8%
60%

Figure 2: Tencent ownership structure in June 2001

IDG
MIH
Ma and cofounders

7.2%

46.3%

46.5%

Figure 3: Tencent ownership structure in June 2002

IDG
MIH
Ma and cofounders
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In August 2003, IDG sold all of its Tencent shares, ultimately leaving Ma and his 

cofounders with 50% of the shares. By then, MIH and Ma’s cofounders team became equal 

Tencent shareholders, which made them equal shareholders and company owners (See Figure 4). 

This was Tencent’s corporate structure before its initial public offering (IPO, meaning a 

company’s stock launch) in 2004.  

 

At the time of these transactions, China’s regulatory environment for foreign investment 

was still highly restrictive, particularly in sectors related to telecommunications and the Internet. 

Direct foreign ownership of Chinese Internet companies was prohibited under Chinese law, as 

these sectors were categorized as sensitive industries tied to national information security and 

public communication. Therefore, MIH’s acquisition of a large stake in Tencent was structured 

through an offshore arrangement––a common legal workaround later known as the Variable 

Interest Entity (VIE) model, which I will discuss more in the next sections. This arrangement 

allowed MIH to gain significant economic influence without directly owning Tencent’s domestic 

assets, technically keeping Tencent compliant with Chinese regulations. The success of this type 

50%50%

Figure 4: Tencent ownership structure in 2003 before IPO

MIH
Ma and cofounders
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of deal marked one of the earliest examples of major foreign capital entering China’s Internet 

industry under such a structure, setting a precedent for later giants, such as Alibaba and Baidu. It 

demonstrated both the flexibility and the ambiguity of China’s investment regulations during the 

early Internet boom––encouraging innovation in corporate structuring while foreshadowing later 

regulatory debates over foreign control in strategic technology sectors.  

Tencent’s Global Expansion 

Escaping from the CCP Restrictions 

In November 1999, Tencent registered an offshore parent company in the British Virgin 

Islands (BVI) under the name of Keyword Technology Ltd. Later in 2004, before its initial public 

offering, Tencent changed its registration location again to the British Cayman Islands (BCI) and 

renamed the company to Tencent Holdings Ltd., which is its current name.  

 Registering in the BVI and then the BCI, Tencent’s intention was to avoid the 

operational and financial predicaments that would have arisen if it had registered in mainland 

China. Those operational and financial predicaments are:  

Higher Tax Burden and Limited Tax Optimization 

In 1999, the corporate income tax structure in mainland China was based on two main 

laws. One is Income Tax Law of the People’s Republic of China Concerning Chinese-Foreign 

Equity Joint Ventures (1983 Revision) (《中华人民共和国中外合资经营企业所得税法（1983 

修订）》); the other is Provisional Regulations of the People’s Republic of China on Enterprise 

Income Tax (1993) (《中华人民共和国企业所得税暂行条例（1993）》). 

Income Tax Law of the People’s Republic of China Concerning Chinese-Foreign Equity 

Joint Ventures (1983 Revision) provided a separate income tax regime for foreign-invested 

enterprises and foreign enterprises. It set a standard income tax rate of 30% plus a 10% local 
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income tax, but offered reduced rates of 15% to 30% upon approval for low-profit operations 

and/or in underdeveloped areas to encourage foreign investment. In addition, the law introduced 

a “2+3” policy, which exempted those foreign-invested enterprises from income tax for the first 

two profitable years and provided a 50% reduction from the third to the fifth year. The exact 

Articles are: 

 
Article 3 The income tax rate on joint ventures shall be 30%. In addition, a local income 
tax of 10% of the assessed income tax shall be levied. 
The income tax rates on joint ventures exploiting petroleum, natural gas, and other 
resources shall be stipulated separately. 
 
Article 4 In the case of a foreign joint venture remitting out of China its share of profit 
obtained from the venture, an income tax of 10% shall be levied on the remitted amount. 
 
Article 5 A joint venture scheduled to operate for a period of 10 years or more shall, 
upon approval the tax authorities of an application filed by the venture, be exempted from 
income tax in the first two years after it has begun to make a profit and allowed a 50% 
reduction in the third through the fifth years. 
 
With the approval of the Ministry of Finance of the People's Republic of China, joint 
ventures engaged in low-profit operations such as farming and for estuary or joint 
ventures established in remote, economically under-developed areas may be allowed a 
15-30% reduction in income tax for a period of another ten years following the expiration 
of the term for exemption and reductions prescribed in the preceding paragraph. 
 

At the same time, the broader regulatory and fiscal environment of the late 1990s and 

early 2000s favored foreign enterprises over domestic ones. Under the Provisional Regulations 

of the People’s Republic of China on Enterprise Income Tax (1993), the income tax for domestic 

enterprises was governed by setting a standard tax rate of 33% for Chinese-owned enterprises, 

while foreign-invested enterprises often enjoyed significant tax reductions, exemptions, and 

other preferential policies as part of China’s strategy to attract foreign capital. This imbalance 

meant that companies like Tencent, as domestic private firms, would have faced greater financial 

and operational constraints compared to foreign-backed competitors. Ironically, Tencent’s 
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eventual partnership with the South African firm MIH not only provided crucial financial relief 

but also allowed it to indirectly benefit from the same preferential treatment that China extended 

to foreign investors, illustrating how regulatory asymmetry shaped early patterns of corporate 

survival and growth in China’s internet economy. The exact Articles are: 

Article 1 All enterprises, other than foreign invested enterprises and foreign enterprises, 
within the People's Republic of China, shall pay Enterprises Income Tax ("Income Tax") 
on income derived from production and business operations and other income in 
accordance with the provisions of these regulations. 
Income from production and business operations and other income shall include income 
sources both within and outside the People’s Republic of China. 
 

Article 3 The Income Tax payable by a Taxpayer shall be computed at 33% of its Taxable 
Income. 
 

While these two laws, mentioned above, remained in effect until 2008, the Law of the 

People’s Republic of China on Enterprise Income Tax (《中华人民共和国企业所得税法

（2008）》) reduced the tax rates for domestic enterprises to 25% and foreign enterprises to 

20%.   

Article 4 The rate of enterprise income tax shall be 25 per cent. 
 
On the income earned by non-resident enterprises, as specified in the third paragraph of 
Article 3 of this Law, the applicable tax rate shall be 20 per cent. 
 

Yet, in the British Virgin Islands, based on their International Business Company Act, 1984 and 

Income Tax Act, 1999, international business companies registered in the BVI, such as Tencent 

and over 300,000 other companies, were exempt from paying corporate income tax on their 

offshore income.  

Foreign Investment Restrictions 

In February 2000, Tencent established a wholly owned subsidiary division called Tencent 

Technology (Shenzhen) Co. Ltd., aiming to separate its businesses in software development and 



 63 

value-added services into different subsidiaries. The purpose of this move was to incorporate 

foreign investments while running the value-added telecommunications and Internet services in 

China (Tencent, 2004).  

China’s regulations on foreign investment, issued by the National Development and 

Reform Commission and the Ministry of Commerce, are outlined in the Catalogue for the 

Guidance of Foreign Investment Industries, commonly referred to as the Negative List. This 

document classifies industries into three categories: encouraged, restricted, and prohibited for 

foreign investment. Sensitive sectors, such as telecommunications, media, and internet-related 

technologies, fall into the restricted or prohibited categories. In addition, the Telecommunications 

Regulations of the People’s Republic of China, issued by the State Council in 2000, govern the 

telecommunications industry. These regulations restrict foreign ownership of telecommunication 

value-added services to no more than 50%. This limitation could pose compliance challenges for 

Tencent if its foreign investors seek to obtain majority ownership. 

Article 10 An operator of a basic telecommunications business must fulfill the following 
conditions: 
(1) the operator shall be a sole purpose company that is legally established to engage in 
basic telecommunications businesses, and State-owned equity interest or shares in the 
company shall not constitute less than 51%. 
  

By registering the parent company in the British Cayman Islands, Tencent applies this offshore 

Variable Interest Entity (VIE) structure, which enables offshore parent companies to indirectly 

control onshore businesses in restricted sectors (Li, 2022). This strategy protects Tencent from 

violating Chinese laws and regulations while raising funds from foreign investors. That is, if 

headquartered in China, Tencent would likely lose these benefits of the VIE structure, including 

the flexibility in company structuring, enlightened international capital raising, and unlimited 

access to its equity for foreign investors.  



 64 

Capital Control Restrictions 

 In 1993, China announced a plan to fully liberalize its capital account by 2000; however, 

the 1997 Asian financial crisis disrupted this liberalization (Schipke, 2016). Fearing that similar 

crisis might happen, even China had largely liberalized the economy by opening up markets to 

allow capital influx and outflux by 2000; yet, the majority of capital movements, both inflows 

and outflows, were still heavily regulated and controlled by the government due to concerns 

about potential financial instability (Yang, 2000). This means that, if not registered offshore in 

the BCI, Tencent would have to navigate these Chinese restrictions or obtain regulatory approval 

for every cross-border payment, profit repatriation, foreign investment, and international 

acquisition. In other words, due to the potential limitations on the amount of capital that can be 

transferred in and out of the country, Tencent may face delays or restrictions when it comes to 

investing in overseas assets, acquiring foreign companies, and repatriating profits. China’s 

stringent approval process for capital flows could further hinder Tencent’s ability to respond to 

international expansion opportunities and diminish its competitiveness against global rivals that 

can execute acquisitions more freely. 

 In addition, reporting its earnings in Chinese yuan (CNY) would also expose Tencent to 

currency fluctuation risks. If revenues are generated in stronger currencies, such as USD and 

EUR, converting these back to CNY could erode profit margins, especially in times of CNY 

depreciation. Offshore parent companies, on the other hand, mostly operate in more stable and 

internationally accepted currencies—such as USD or EUR—to reduce volatility.  

Less Corporate Privacy and Higher Operational Costs 

 Unlike the BVI and BCI, which offer high levels of confidentiality for shareholders and 

directors, China has strict disclosure requirements. Due to the business license system, 
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corporations are required, by the Companies Law of the People’s Republic of China (2005) and 

the Law of the People’s Republic of China on Securities (2005), to report extensive information, 

including ownership, financial statements, information on shareholders, directors, and 

management changes, major corporate decisions, changes in company structure, and other major 

updates to the regulatory authority and the public. Those regulatory bodies include, but are not 

limited to, the Ministry of Industry and Information Technology (MIIT), the Cyberspace 

Administration of China (CAC), and the State Administration for Market Regulation.  

The following specific articles illustrate the ways in which these policies govern or 

impact companies like Tencent and others. They show that China’s corporate governance 

environment is not loosely defined or selectively applied, but highly structured, legally codified, 

and procedurally detailed. These provisions, ranging from business registration requirements to 

annual auditing rules and continuous disclosure obligations for listed companies, demonstrate 

that China’s corporate regulatory system is comprehensive in scope and extensive in 

administrative expectations. Rather than offering only broad principles, they impose explicit 

responsibilities on firms, mandate regular reporting cycles, and stipulate specific conditions 

under which material information must be disclosed. By providing the textural content of these 

articles, my dissertation foregrounds the density of the legal architecture that shapes corporate 

conduct in China, emphasizing that companies like Tencent operate within a governance 

framework that is formal, granular, and deeply institutionalized. 

The Companies Law  

Article 7   The company registration authority shall issue a business license to a company 
incorporated according to law. The date on which the business license is issued shall be 
the date on which a company is incorporated.  
 
In the business license of a company shall clearly be stated such items as the name, 
domicile, registered capital, actually received capital, scope of business and name of the 



 66 

legal representative of the company.  
 
Where the items stated in the business license of a company are altered, the company 
shall have the alterations registered according to law, and the company registration 
authority shall renew its business license.  
 
Article 165   At the end of each fiscal year, a company shall prepare its financial reports, 
which shall be audited by an accounting firm according to law.  
 
Financial reports shall be prepared in accordance with the provisions of laws, 
administrative regulations and the rules of the finance department under the State 
Council.  
 
Article 166   A company with limited liability shall send its financial report to each of its 
shareholders within the time limit stipulated in its articles of association.  
 
A company limited by shares shall, 20 days prior to the convening of the annual meeting 
of the shareholders general assembly, make the financial report available at the company 
for examination by its shareholders; and a company limited by shares that publicly issues 
its shares shall publicize its financial report.  
 
The Securities Law 
 
Article 65   A listed company and a company whose corporate bonds are listed for 
trading shall, within two months immediately following the end of the first half of each 
fiscal year, submit to the securities regulatory authority under the State Council and the 
stock exchange its interim report containing the following contents and release the same: 
(1) the financial statements and state of business of the company; 
(2) any major litigation involving the company; 
(3) any changes in the shares or corporate bonds issued by the company; 
(4) any important matters presented for consideration to the shareholders general 
assembly of the company; and 
(5) such other matters as may be so prescribed by the securities regulatory authority 
under the State Council. 
 
Article 66   A listed company and a company whose corporate bonds are listed for 
trading shall, within four months immediately following the end of each fiscal year, 
submit to the securities regulatory authority under the State Council and the stock 
exchange its annual report containing the following contents and release the same: 
(1) the general situation of the company; 
(2) the financial statements and state of business of the company; 
(3) a brief introduction to the directors, supervisors and senior managers of the company 
and their respective shareholdings in the company; 
(4) the shares or corporate bonds already issued by the company, including the name list 
of the top 10 shareholders of the company and their respective shareholdings; 
(5) the persons in practical control of the company; and 
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(6) such other matters as may be so prescribed by the securities regulatory authority 
under the State Council. 
 
Article 67   If a major event occurs that may have a considerable effect on the share 
trading price of a listed company and such event has not become known to investors, the 
listed company shall immediately submit a provisional report about the situation of such 
event to the securities regulatory authority under the State Council and the stock 
exchange and release the same, explaining the causes, current status and possible legal 
consequences of such event. 
One of the following circumstances shall constitute a major event referred to in the 
preceding paragraph: 
(1) a major change in the company’s business policy or scope of business; 
(2) a decision made by the company concerning a major investment or asset purchase; 
(3) an important contract concluded by the company which may have a significant effect 
on the assets, liabilities, rights and interests, or business results of the company; 
(4) the incurrence of significant debts by the company, or its default on significant debts 
at maturity through its breach of contract; 
(5) the incurrence by the company of a major deficit or a major loss; 
(6) a major change in the external conditions relating to the production or business 
operation of the company; 
(7) replacement of the directors, one-third or more of the supervisors or managers of the 
company; 
(8) a considerable change relating to the respective shareholdings of the persons who 
hold 5% or more of the shares of the company, or to the control of the company by the 
persons in practical control; 
(9) a decision made by the company to reduce its share capital, to merge, to divide, to 
dissolve or to apply for bankruptcy; 
(10) a major litigation in which the company is involved, or a resolution made by the 
shareholders general assembly or the board of directors of the company is rescinded or 
nullified pursuant to law; 
(11) the initiation of an investigation by a judiciary organ on grounds of a suspected 
crime involving the company, or the imposition of a compulsory measure by a judiciary 
organ on grounds of a suspected crime involving a director, supervisor or senior manager 
of the company; and 
(12) such other events as may be so prescribed by the securities regulatory authority 
under the State Council. 
 

In addition to this direct intervention and scrutiny on its corporate decision-making, Tencent 

would have to adapt its products and services according to government mandates, limiting its 

freedom to innovate and execute business strategies freely. (Detailed discussion on Tencent’s 

most popular product—WeChat’s adaption to Chinese and global markets will be deliberated in 

Chapter VI.)   
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Furthermore, in addition to the extensive exposure of their internal operations 

information, Chinese companies also face requirements to cooperate with the government on 

data sharing for national security reasons. At the time Tencent was established, the Chinese 

government may have requested that the company share its user data. This would raise concerns 

among international users and partners regarding data privacy, erode user trust, and potentially 

harm partnerships abroad. It is worth noting that a specific policy regarding data sharing 

obligations for both domestic and international companies operating within China was 

introduced with the adoption of the Personal Information Protection Law of the People’s 

Republic of China on August 20, 2021, and it came into force on November 1, 2021. Further 

discussion on this will be in the next Chapter of this dissertation.  

 On the other hand, as mentioned above, China’s regulatory environment is generally 

more restrictive and bureaucratic. That means compliance with the CCP’s complex and 

continuous regulations would require significant financial and administrative resources. 

Answering to different types and jurisdictions’ regulatory authorities, each would have unique 

compliance demands. Tencent would have to deal with more frequent audits, regulatory filings, 

and potential interference from a range of government agencies, which would significantly 

increase its compliance and operational costs. 

Reduced International Appeal and Valuation 

 China officially joined the World Trade Organization (WTO) on December 11, 2001. 

According to the WTO website (www.wto.org), China was required to implement significant 

economic and policy changes to comply with WTO rules and commitments. These changes 

included trade liberalization, improved market access for foreign companies, and legal and 
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regulatory reforms. Before these adjustments, China was well-known for having an unfriendly 

environment for foreign investment.   

As discussed in the previous sections, many global investors prefer companies with 

offshore structures, such as Tencent’s Variable Interest Entity (VIE) structures, due to the ease of 

investment, tax efficiency, and familiarity with governance, as well as reduced government 

interference. Registering in China could limit Tencent’s valuation potential in international 

markets. Foreign investors might demand a higher risk premium due to the high risk and 

inflexibility associated with registering in the Chinese mainland. Any regulatory action against 

Tencent could have a direct impact on its stock price and shareholder value. In contrast, the BVI 

or BCI follow international corporate governance standards that align with investor expectations 

in major global exchange markets, such as Hong Kong (HKEX), the U.S. (NYSE/NASDAQ), 

and London (LSE), making it easier for companies to list on them. Registering with these 

governance frameworks ensures transparency, legal compliance, and investor protection while 

maintaining flexibility and tax efficiency. This makes companies like Tencent more attractive and 

valuable to foreign individual and institutional investors (Clifford Chance, 2011). 

In summary, a mainland China registration would have limited Tencent’s ability to 

operate as a globally competitive and innovative tech giant. Conversely, registering in the BVI 

has allowed Tencent to grow with financial flexibility, easy access to global capital, and fewer 

regulatory constraints, contributing to its international success and expansion. By doing this, 

Tencent joins many global companies that shape the media, internet, and entertainment 

industries. The notion of public service or national strategic asset is evaded in order to maximize 

profits and face fewer regulations.   

Core Products Expansion and Innovation, 1999–2015 
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Throughout the years, Tencent’s transformation into an international corporation has been 

a testament to its strategic vision and investments, innovative technology development, and a 

broad portfolio of digital services that cater to a global audience.  

Everything Starts from QQ (1999–2004) 

As stated earlier, Tencent initially gained massive popularity in China through its instant 

messaging service, QQ, which was launched in 1999. It quickly became the dominant instant 

messaging platform in China due to its free-to-use model, intuitive user interface, and early 

adoption of social features that distinguished it from traditional messaging systems. QQ’s ability 

to facilitate real-time chat, file transfers, and group messaging made it particularly appealing to 

both young users and professionals. 

By the mid-2000s, Tencent strategically expanded QQ beyond just messaging, 

incorporating features such as QQ Groups, QQ Mail, and QQ Zone (Qzone)—a social 

networking component similar to Facebook, which allowed users to share updates, photos, and 

blogs. Additionally, Tencent capitalized on the rise of online gaming by integrating multiplayer 

gaming services into QQ, allowing users to play games seamlessly while staying connected with 

friends. This integration proved highly successful, further boosting user engagement and 

retention.  

As a result of these innovations, QQ’s monthly active users peaked at an astonishing 899 

million in 2016 (Smith, 2024), making it one of the most widely used instant messaging 

platforms in the world at the time. More importantly, QQ played a crucial role in shaping China’s 

internet culture, influencing the way people interacted online and setting a precedent for digital 

entertainment, social networking, and e-commerce in China. QQ became an integral part of daily 
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communication for its users, particularly among teenagers and young adults, who used it for 

everything from casual conversations to business communications.  

In addition, QQ’s dominance laid the foundation for Tencent’s expansion into other areas 

of digital entertainment and online services. Seeing the immense potential of digital ecosystems, 

Tencent leveraged QQ’s vast user base to enter new industries, including cloud computing, 

digital payments, and music streaming. The platform’s success also provided Tencent with the 

confidence and resources to develop WeChat (Weixin) in 2011, which would later surpass QQ in 

popularity and become China’s leading all-in-one super application. 

Ultimately, QQ’s pioneering role in China’s digital landscape not only established 

Tencent as a dominant force in China’s tech industry but also provided a blueprint for integrating 

social media, gaming, and digital finance into a single, cohesive platform. Its legacy continues 

today, even as WeChat has overtaken it in dominance, with QQ remaining a key part of Tencent’s 

broader digital ecosystem, particularly among younger demographics and gaming communities.  

Dominating China’s Gaming Industry (2004–2010) 

 Tencent emerged to become China’s dominant force in the online gaming industry 

between 2004 and 2010. During this period, the company transitioned from its QQ instant 

messaging service provider to a gaming powerhouse, leveraging its vast user base, strategic 

acquisitions, and innovative monetization models. By 2010, Tencent has solidified its position as 

China’s largest gaming company, laying the foundation for its eventual global expansion into the 

gaming sector.  

 Beginning in the early 2000s, China’s online gaming industry experienced rapid 

expansion, driven by rising internet penetration, increasing disposable income, and the growing 

appeal of massively multiplayer online games (MMOs) (Newzoo, 2020). At that time, the market 
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was dominated by international gaming publishers, such as Blizzard—known for its game 

“World of Warcraft’, Nexon—known for “Dungeon & Fighter”, and Shanda Games (Wang & 

Chen, 2018). Tencent, recognizing the synergy between online gaming and its QQ platform, 

identified gaming as a lucrative opportunity for monetization and user engagement. In 2004, as 

their first step, Tencent officially entered the gaming industry by establishing Tencent Games as a 

division dedicated to online gaming development and distribution (Tencent Holding Ltd., 2021). 

The company’s first major launch, “QQ Tang” (QQ堂), was a casual multiplayer game that 

directly integrated with Tencent’s QQ messaging system. This integration allowed millions of 

QQ users to seamlessly transition into gaming, creating an instant user base (Smith, 2016). 

Following QQ Tang’s moderate success, Tencent launched “QQ Fantasy” (QQ幻想) in 2005, a 

massively multiplayer online role-playing game (MMORPG) that marked Tencent’s first serious 

attempt at competing in the industry. While it did not achieve massive success, it provided 

Tencent with valuable experience in online game development and publishing (Chen, 2019). 

 After establishing a stronger presence in the gaming industry, Tencent moved beyond 

solely developing its own games. The company started expanding its game portfolio by acquiring 

publishing rights for successful international titles, investing in key gaming genres, and adapting 

these games for the Chinese market. Some of Tencent’s important actions include: 

• 2006:  Tencent introduced “CrossFire”, a first-person shooter (FPS) developed by South 

Korea’s Smilegate Entertainment. The game quickly became a money-maker for Tencent 

— one of the highest-grossing FPS games in China (Bloomberg Intelligence, 2019). 

• 2007: Tencent acquired the license to operate the game “Dungeon & Fighter” (DNF) in 

China from another South Korean gaming company—Nexon, which soon became 

Tencent’s most profitable game (Zhang, 2020). 
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• 2008: Tencent launched “QQ Speed” (QQ飞车) in addition to QQ Tang and QQ Dancer 

(QQ舞者). It is a car-racing game designed for casual gamers, who play video games for 

short periods daily for enjoyment and relaxation. This later proved to be a smart 

development in terms of diversifying Tencent’s game portfolio and adapting to the 

gaming habits of the Chinese people.  

By 2008, in the first quarter, driven by its ability to offer games across multiple genres 

mentioned above, Tencent surpassed all other competitors and became the largest gaming 

company in China, holding a 51.1% share of the gaming market in the country (Statista, 2018).  

Yet, Tencent did not stop. In the next two years, Tencent doubled down on its 

acquisitions, enhanced monetization strategies, and made key investments that ensured the 

company’s long-term gaming success. In 2009, Tencent, yearning for the success of the game 

“League of Legends” (LoL), made an investment by acquiring a majority stake in the game’s 

developer, Riot Games (Forbes, 2021), and began working closely with them to optimize LoL 

for China and prepare for its eventual launch in the country. This significant investment 

demonstrated Tencent’s keen business sense in esports and competitive gaming, securing a 

position for the company in this gaming genre, and later paid off with massive profits. 

Furthermore, perfecting its free-to-play (F2P) model ensured Tencent’s long-term revenue 

generation. Instead of charging upfront fees from its gamers, Tencent monetized through in-game 

purchases for characters’ outfits, weapons, other decorations, and VIP memberships (Wang, 

2020).  

The optional microtransactions quickly became the primary source of revenue for the 

company. Reports indicated that one of the most popular character outfits in Tencent’s most 

famous game could generate a profit of RMB 150 million (USD $23 million) daily. This early 
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success paved the way for Tencent to become the world’s largest gaming company, a title it 

continues to hold today.  

From PC to Mobile (From QQ to WeChat to WeChat/Weixin) (2010–2015) 

 By 2010, as smartphones surged in China, the country’s internet landscape was 

undergoing a fundamental shift from desktop to mobile usage. The emergence of affordable 

Android smartphones and faster 3G networks changed how users interacted online (Chan, 2015). 

Tencent, accordingly, recognized the need to adapt its services for mobile users. The shift 

towards mobile internet usage presented both a challenge and an opportunity for the company. 

Although QQ had a mobile version, it was not optimized for smartphones, making it less 

competitive against emerging mobile-first messaging platforms, such as WhatsApp and Weibo 

(Chung, 2017). In response to the evolving landscape, Tencent’s founding team once again 

demonstrated remarkable vision and courage by initiating a project to develop a new mobile 

messaging app that operates independently from QQ’s infrastructure (Chao, 2019). 

It was under such circumstances, in 2011, Tencent launched WeChat (originally known as 

Weixin 微信 in China) as a free messaging app (Tencent Holdings Ltd., 2021). Initially 

conceived as a messaging application, WeChat, unlike QQ, was designed with smartphone users 

in mind. Not only did it allow users to sign up with their mobile phone numbers, but it also 

offered a more sophisticated and versatile messaging system. The voice messaging (push-to-talk) 

feature, adopted in 2011 from TalkBox4 (Hariharan, n.d.), was soon proven to be highly effective 

and popular in China, since typing Chinese characters on a mobile keyboard is considered 

cumbersome (Wang, 2018). By the end of 2011––the year it was launched––WeChat hit 50 

 
4 TalkBox is a chatting application used on smartphones. It is the world’s first voice messenger app released in 
January, 2011 by the company Talkbox Ltd. in Hong Kong (Talkbox, 2025). 
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million registered users, and then 100 million within its first 15 months (Statista, 2022). In 2012, 

Tencent recognized the platform’s potential for international expansion beyond China’s borders 

and began pursuing it (Tencent, 2022).  

However, the Chinese digital ecosystem is fundamentally different from global markets. 

In China, all tech companies must comply with stringent state censorship, including real-name 

registration and data localization mandates, which will be examined in Chapter V of this 

dissertation. In democratic Western countries, digital platform users expect privacy, platform 

neutrality, and free expression. These expectations posed a fundamental challenge for Tencent––

the company could not apply the same rules it complies with in China to international users 

without risking backlash, nor could it exempt domestic users from the CCP control. Very soon, in 

2013, Tencent formalized a strategic division, making WeChat two legally and technically 

distinct systems: Weixin 微信 for users in mainland China and WeChat for international users. 

While they appear almost identical on the surface, Weixin 微信 and WeChat operate on separate 

servers, with distinct data policies, censorship protocols, and legal jurisdictions (Knockel et al., 

2020).  

Moreover, WeChat’s success far exceeded its original purpose––messaging. Tencent 

quickly transformed it into an all-in-one digital ecosystem. Between 2013 and 2015, WeChat 

integrated social media, financial services, e-commerce, content platforms, business tools, and 

more (CNBC, 2021). This transformation capitalized on the growing demand for smartphone 

services and the application’s ability to offer a seamless, integrated experience. Introduced 

features like Moments, WeChat Pay, official accounts for businesses and celebrities, and mini 

programs (lightweight apps that run inside WeChat without requiring downloads, which enabled 

businesses to create apps inside WeChat, further reducing dependence on traditional app stores 
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and boosting WeChat’s engagement time (Wang, 2019). WeChat enabled users to complete daily 

tasks within the app, significantly expanding its functionality and user base both in and outside 

of China (Tencent, 2021). As of January 2024, there were over 1.4 billion WeChat/Weixin users 

worldwide (Oberlo, 2024), and its Chinese users spent an average of 79 minutes and 42 seconds 

per day on it (Singh, 2024). This super-app model, pioneered by WeChat, was later adopted by 

other companies, such as Grab and Paytm (Chung, 2017). Elon Musk has been trying to emulate 

the model when he acquired Twitter, later renamed X5.  

The success of WeChat has enabled Tencent to establish an extensive ecosystem around 

the application, thereby enhancing user engagement and generating new revenue streams through 

advertising, gaming, and financial services. By 2015, WeChat Pay had become China’s second-

largest mobile payment system, directly competing with Alipay (Statista, 2022). The shift from 

QQ to WeChat and the later division of WeChat and Weixin 微信 illustrate Tencent’s adaptability 

and innovative approach to product development, and more importantly, set an example of how a 

Chinese tech company navigates the tension between global ambition and domestic control. By 

foreseeing the impact of mobile internet and creating a platform that addressed emerging user 

needs, Tencent not only retained its relevance but also solidified its market leadership in the 

Chinese and global digital landscape.  

Strategic Investments and Partnerships (2015–2025) 

As discussed above, over the years, Tencent has diversified its business into multiple 

sectors, including social media, gaming, financial services, and cloud computing. This strategic 

 
5 A short video spread on social media, such as Facebook and TikTok, exposed an initial internal meeting Elon Musk 
had with Twitter employees after the acquisition. Musk stated, in the meeting, his desire to emulate WeChat’s 
success and create a “super app” or “everything app” for the Western world. In the video, Musk explicitly mentioned 
that WeChat allows users to essentially “live on” the app in China and expressed a goal to achieve a similar level of 
integration and usability with Twitter. 
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diversification reduced its reliance on the Chinese market, improved its global appeal and 

stability, and, most importantly, contributed significantly to its strong financial performance. In 

2015, Tencent earned over $4.5 billion USD in net profit. As of 2015, Tencent was valued at 

approximately $200 billion USD (Tencent Holdings Ltd., 2015), giving it ample liquidity to fund 

large-scale investments worldwide.  

In addition, during this period between 2015 and 2025, the CCP’s “Go Out Policy”6 

further enabled Tencent’s global rise. First introduced in the late 1990s, the “Go Out Policy” was 

a state strategy originally aimed at encouraging Chinese state-owned enterprises to acquire 

resources and infrastructure abroad. By the 2010s, the policy had evolved to support private tech 

firms like Tencent in gaining access to global markets, intellectual property, and advanced 

technologies (Naughton, 2007; Ye, 2019). Later, the policy was further reinforced under Xi’s 

administration as part of broader ambitions to elevate China’s global economic influence and 

digital competitiveness. Moreover, as mentioned in the earlier section about Tencent’s dominance 

in the gaming industry, its gaming profits played a pivotal role in its investment strategy. Tencent 

strategically acquired Riot Games, the developer of League of Legends (LoL), by first taking a 

minority stake in 2008 before gradually and fully acquiring the company in 2015 (IGN, 2020). 

The success of LoL as an esports phenomenon has made Riot Games one of Tencent’s most 

profitable gaming subsidiaries. In addition, Tencent has invested in Epic Games––the creator of 

Fortnite, by purchasing a 40% stake in 2012 (Business Insider, 2021). This investment gave 

Tencent access to Epic’s Unreal Engine––one of the most widely used game development tools, 

allowing Tencent to incorporate cutting-edge gaming technologies into its own gaming 

 
6 “走出去战略”. 
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ecosystem. Tencent reported that it used massive cash flows from these blockbuster games to 

fund its later acquisitions and investments (Tencent Holdings Ltd., 2015).  

Benefiting from the “Go Out Policy”, Tencent began its journey towards becoming one of 

the world’s most influential technology investors. Since 2015, Tencent has been targeting 

investees that would expand its technological reach, market presence, and strategic capabilities 

on a global scale to continue its growing economic trend that is providing the company with 

plenty of cash flow. 

Minor Equity Stakes Investments 

One of the most notable aspects of Tencent’s investment strategy is its preference for 

making strategic minor investments, which grants it long-term insights into innovative markets 

while reducing regulatory scrutiny. These investments allow Tencent to influence company 

strategies, form collaborative partnerships, and integrate technological advancements into its 

own ecosystem (Financial Times, 2023). Through this model, Tencent has established an 

extensive global network, positioning itself as a key stakeholder in major technology firms.  

A prime example of this strategy is Tencent’s investment in Snap Inc., the parent 

company of Snapchat. In 2017, Tencent acquired a 12% stake in Snap for an estimated USD $2 

billion, making it one of Snap’s largest shareholders (Reuters, 2017). This investment 

exemplified Tencent’s approach to global tech partnerships as a form of indirect research and 

development. It allowed Tencent to closely observe the evolution of Western social media 

platforms and extract valuable insights into user behavior, platform design, and emerging content 

trends. In particular, Snap’s pioneering features, such as ephemeral messaging, augmented reality 

filters, and vertical video “Stories”, offered Tencent a preview of what resonated with younger, 

mobile-first users in competitive digital environments. Tencent subsequently incorporated a 
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comparable feature into its domestic platforms, including WeChat/Weixin, and helped shape 

newer apps like Weishi (微视)and other short-video services (Bloomberg, 2018). These 

adaptations were not simple imitations; rather, they were modified to fit China’s regulatory 

environment and content norms, ensuring compatibility with censorship mechanisms and CCP 

directives. This investment thus served as more than a financial holding––it functioned as a 

window into global innovation pipelines, helping Tencent maintain competitive parity with the 

West without exposing itself to the scrutiny or resistance often faced by more direct market 

entrants (TechCrunch, 2019). This strategic investment approach reflects Tencent’s broader 

strategy of leveraging international stakes to enhance domestic product development and align 

with both commercial and political priorities. 

Similar substantial investments have been made by Tencent in other global media 

industries. In 2017, it acquired a 9.1% stake in Spotify, the world’s largest music streaming 

platform (Statista, 2021). In return, Spotify took an equivalent stake in Tencent Music 

Entertainment––Tencent’s own music streaming subsidiary (Forbes, 2020). This cross-

investment enabled technology and content-sharing opportunities between the two companies, 

strengthening Tencent’s presence in the global digital music industry. Tencent leveraged insights 

from Spotify to enhance user engagement, algorithm-driven music recommendations, and 

premium subscription models for its own music platforms, including QQ Music (QQ音乐), 

Kugou (酷狗), and Kuwo (酷我) (Billboard, 2022).  

In addition, Tencent has expanded into financial technology (fintech) through investments 

in companies such as Nubank––a Brazilian digital bank, and Monzo––a UK-based neobank 

(CNBC, 2023). These investments reflect Tencent’s ambition to grow its digital financial services 
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beyond China, leveraging its experience with WeChat Pay and Tencent Cloud’s AI-powered 

financial solutions.  

In summary, Tencent’s minor equity stake investment strategy is not merely about 

generating profits, but also about gaining technological and strategic advantages. By 

collaborating with and investing in startups and established successful firms, Tencent has gained 

access to pioneering AI, fintech, social media, and gaming technologies, among others, which 

have been successfully integrated into Tencent’s existing platforms or used as inspiration for 

new offerings (Wang, 2022). This low-profile investment model––investing in innovative 

gaming, media, and tech companies by taking minority stakes while allowing them operational 

independence––helped Tencent build a global influence network without triggering major 

political resistance in China (Financial Times, 2021).  

Major Acquisitions 

 Tencent’s transformation from a dominantly China-focused social media and gaming 

company into a global leader in digital innovation reached a turning point with its acquisition of 

an 84% majority stake in Supercell––a Finnish game developer running the most famous mobile 

games such as Clash of Clans and Clash Royale. The acquisition, which happened in 2015, cost 

Tencent USD $8.6 billion, making it the largest gaming acquisition in history (Forbes, 2016). By 

doing this, Tencent successfully entered the Western gaming markets and facilitated its 

adaptation of Supercell’s monetization strategies into Tencent’s mobile games (Chen, 2019). By 

2019, Supercell’s contributions accounted for a significant portion of Tencent’s gaming revenues, 

cementing its long-term dominance in the global gaming industry (Statista, 2020).  

 In 2017, Tencent diversified its portfolio with another pivotal investment. It acquired a 

5% stake in Tesla for USD $1.78 billion, signaling Tencent’s entry into the electric vehicle (EV) 
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and smart technology sectors. This was a strategic move because Tesla’s forefront role of 

autonomous driving and AI-driven mobility aligned with Tencent’s own research in artificial 

intelligence (Li, 2020). By investing in Tesla, Tencent secured inside access to EV technology, 

AI-driven automation, and next-generation mobility solutions, all of which complemented its 

ongoing AI research initiatives (Wu, 2019). This Tesla investment once again showed the 

Tencent leadership team’s extraordinary vision as the investment paid off quickly and 

significantly. In the subsequent years, Tesla’s stock surged tremendously––+264% appreciation 

from acquisition to the January 2021 peak (from $1.78 billion to $6.48 billion); this further 

increased the value of Tencent’s holdings and provided the company with an influential stake in 

one of the most disruptive industries of the decade (Statista, 2021).  

 The above two major equity investments together made Tencent a global digital 

powerhouse by diversifying its revenue streams and ensuring long-term relevance beyond social 

media and gaming (Liao, 2021).  

Expanding into AI and Cloud Computing 

 Parallel to its investments in social media and online gaming, Tencent made major 

commitments to AI and cloud computing in recent years. In fact, Tencent’s largest technological 

investment to date was in this emerging area. In 2020, Tencent announced to invest USD $79 

billion (RMB 500 billion) over the following five years, aimed at accelerating cloud computing 

infrastructure, AI research, and blockchain development (AI Business, 2020), which reflects 

Tencent’s ambition to dominate China’s AI and cloud services market.    

Other AI-related investments include, but are not limited to, funding Moonshot AI––a 

Beijing-based AI company––in 2024, and integrating AI-powered search functionalities into 

WeChat (and Weixin) (Bloomberg, 2024). These efforts aligned Tencent with the broader global 
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race in generative AI, where competitors like OpenAI and Google DeepMind had already made 

significant advances. Additionally, in terms of AI facility construction, Tencent significantly 

expanded its cloud computing infrastructure by building data centers in Indonesia, Saudi Arabia, 

and other international locations to support enterprise AI applications and smart city initiatives 

(Data Center Dynamics, 2024).  

It is important to note Tencent’s relationship with the countries mentioned above because 

its cloud infrastructure global expansion, particularly in markets such as Indonesia and Saudi 

Arabia, goes beyond mere commercial decisions. It was enabled through formal partnerships and 

agreements with local governments and government-connected entities. This approach 

demonstrates a well-coordinated strategy of geopolitical collaboration and digital diplomacy. 

Tencent has announced that it will invest USD $500 million in cloud infrastructure in Indonesia 

by 2030, including the construction of a third hyperscale data center as a complement to its 

existing two facilities in Jakarta (Tencent Holdings Ltd., 2024). This initiative is part of a long-

term collaboration with the GoTo Group, which is Indonesia’s largest digital ecosystem. The 

initiative required close alignment with government priorities, including data localization, talent 

development, and national cloud strategies. These partnerships involve five-year cloud service 

agreements and Memorandums of Understanding (MoUs)7 that outline commitments around data 

onshoring, regulatory compliance, and infrastructure deployment (Data Center Dynamics, 2024a; 

Developing Telecoms, 2024). The government of Indonesia supports these investments as part of 

 
7 A Memorandum of Understanding (MoU) is a formal but non-legally binding agreement between two or more 
parties. It outlines each party’s intentions, responsibilities, and expectations in a collaboration or partnership. While 
it is not a legally enforceable contract, MoUs serve as preliminary frameworks that establish mutual understanding 
and trust, particularly useful in international or inter-organizational contexts (World Bank, 2023). MoUs are 
particularly valuable in emerging markets where government oversight, political sensitivity, or legal ambiguity 
necessitate flexible but formalized agreements (OECD, 2021).  
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its Golden Indonesia 2045 digital agenda, securing foreign capital to accelerate domestic 

innovation and cloud adoption (GoTo Group, 2024).  

In Saudi Arabia, Tencent invested $150 million USD to launch its first Middle East 

regional cloud in 2025. This project was publicly endorsed by the Saudi Ministry of 

Communications and Information Technology, signaling Tencent’s integration into the 

Kingdom’s national strategy–Vision 2040, which emphasizes digital transformation, AI, and 

smart city development (Data Center Dynamics, 2024b). Projecting a data center in Saudi Arabia 

required not only commercial investment but also compliance with local data laws and alignment 

with their public sector priorities. Here, Tencent showed and practiced their “globalization is 

localization” approach by forming joint ventures, MoUs, and supply chain partnerships with 

local technology firms and system integrators (Equal Ocean, 2024).  

Tencent’s investments in overseas AI and cloud computing were not just isolated 

financial decisions, but they were part of a broader strategic vision aimed at achieving global 

dominance in the digital economy. The mutually beneficial aspects of these investments 

contributed to the success of this strategic expansion. By collaborating with local governments, 

Tencent ensures access to vital resources like real estate, renewable energy, and cloud computing 

licenses. These partnerships also offer protection against potential political pushback, which is 

particularly important for a foreign entity operating in sensitive sectors of digital infrastructure. 

For the host governments, Tencent’s entry brings investment capital, job opportunities, 

technological capabilities, and global expertise in AI applications and enterprise cloud services, 

which, in return, supports their national development goals (Data Center Dynamics, 2024; Equal 

Ocean, 2024).  
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Importantly, Tencent’s global AI investment portfolio serves as more than a profit-driven 

corporate strategy—it is a mechanism that enables China’s broader digital modernization project. 

These investments position Tencent within global AI research ecosystems, enabling it to access 

frontier knowledge, talent pools, and experimental architectures that China is still developing 

domestically. Through equity stakes, joint labs, and strategic partnerships, Tencent transforms 

capital into a conduit for technical intelligence: new model types, GPU stacks, algorithmic 

toolchains, and application paradigms are circulated back into China’s own upgrading process. In 

this sense, Tencent acts as a capability-producer, converting external innovation into 

domestically usable capacity. At the same time, these partnerships normalize China’s presence 

inside the global AI system. Tencent helps shift China from being a passive recipient of 

technology toward becoming a co-author of emerging global norms. These are not symbolic 

gains––they shape who gets to define what the future of AI infrastructure, platform governance, 

and data functionality will look like. Tencent’s external linkages, therefore, have a strategic 

dimension: they expand China’s voice inside the arenas where AI is being structured. The fact 

that Tencent can go where the Chinese government cannot always go directly––politically, 

diplomatically, or reputationally––makes the company’s global AI investment matter. Venture 

capital stakes and research collaborations allow China to establish a strategic presence without 

the optics of state intervention or geopolitical signaling, making Tencent’s global AI investment 

an indirect instrument of national upgrading. The payoff is not just financial profit, but also the 

accumulation of technical advantage, agenda-setting influence, and structural positioning within 

the global knowledge economy.  

Its subsequent expansion into AI and cloud computing further reinforced Tencent’s 

strategic adaptability and ability to stay ahead of emerging technological trends. Through these 
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diverse investments and the integration of different technologies, Tencent has future-proofed its 

business model and established itself as a dominant player in China, as well as one of the most 

influential technology conglomerates of the modern digital age.  

Film––Entertainment and Media Diversification 

 Tencent has strategically expanded into the global film industry as part of its broader 

diversification strategy in the entertainment and media sectors. Tencent has strategically targeted 

the global film industry through a series of investments and partnerships. These investments are 

not only designed to diversify its revenue streams beyond gaming and fintech but also to enhance 

China’s cultural footprint in global cinema. By acquiring stakes in major Hollywood studios, co-

producing blockbuster films, and developing a robust streaming infrastructure, Tencent has 

positioned itself as a significant player in the international entertainment ecosystem. 

 Tencent’s investments in Hollywood represent a deliberate effort to gain access to 

premium intellectual property (IP) and influence the global cinema content pipeline. One 

example is its investment in Skydance Media, which produced iconic movies such as Mission: 

Impossible and Top Gun: Maverick (2022). This investment enabled Tencent to participate in co-

financing and also the distribution rights in China (Financial Times, 2023). Another example is 

Tencent’s investment in Paramount Pictures, which granted the company access to blockbuster 

movies like Transformers and Sonic the Hedgehog, along with co-production rights and Chinese 

market exclusivity (Variety, 2020). These strategic equity stakes are not mere financial ventures; 

they reflect Tencent’s ambition to become an embedded partner within Hollywood’s value chain, 

influencing both upstream production and downstream distribution processes.  

 Beyond the equity investments, Tencent has also actively engaged in film co-productions, 

embedding Chinese capital and creative influence into high-profile Hollywood releases. For 
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instance, Tencent Pictures8 co-financed the movie Wonder Woman (2017), facilitating its 

distribution in China and securing a share of international box office revenues (Deadline, 2017). 

Similarly, its co-producer role in Venom (2018) significantly boosted the film’s promotional 

reach in China, contributing to over $250 million USD in box office returns in China (Forbes, 

2018). Tencent’s involvement in Terminator: Dark Fate (2019), developed through its 

partnership with Skydance Media, further solidified its position as a transnational content 

collaborator (Hollywood Reporter, 2019). These partnerships are not merely financial; they also 

serve to integrate Chinese cultural and regulatory considerations into Hollywood productions. 

Through co-financing deals, Tencent ensures smoother regulatory pathways for foreign films 

entering China while also exporting Chinese influence overseas. In this manner, Tencent is 

operating as a soft-power arm for Chinese interests. 

 Through Tencent Pictures, Tencent has expanded its domestic film production 

simultaneously. A key milestone in production was the movie The Wandering Earth (2019), 

which was co-produced with other companies. The movie achieved record-breaking success, 

earning a total of $701 million USD, including over $690 million USD from its domestic 

Chinese market and the remainder from international distribution (Box Office Mojo, 2019). As 

China’s first science fiction (sci-fi) film, Tencent also made The Wandering Earth (2019) 

available on the international platform––Netflix (TechCrunch, 2019). This strategy shows 

Tencent’s ambition to expand its film business. They emphasize both the import of foreign 

blockbusters and the export of Chinese narratives. In addition, through Tencent Video9 and 

WeTV10, Tencent’s other two subsidiary platforms, Tencent secured exclusive streaming rights to 

 
8 Tencent Pictures (腾讯影业), a subsidiary of Tencent, founded in September 17, 2015, is a Chinese film production 
and distribution company (Tencent Holdings Ltd., 2015).  
9 Tencent Video (腾讯视频), a subsidiary of Tencent, China’s largest video-on-demand (VOD) platform. 
10 WeTV is the international version of Tencent Video aiming at Southeast and other emerging digital markets. 
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numerous Hollywood and Asian titles in China and other emerging digital markets, enabling it to 

compete directly with global video platform giants, such as Netflix, HBO Max, and Disney+ 

(Reuters, 2022). By leveraging its Hollywood partnerships, Tencent ensures access to high-value 

streaming content and cross-promotes domestic productions through its global VOD 

infrastructure, strengthening its digital media empire and enhancing brand visibility across 

continents.  

Regulatory and Strategic Challenges 

 As stated before, Tencent’s global expansion through its strategic investments and 

partnerships illustrates the company’s role not only as a commercial actor but also as a 

transnational agent navigating complex regulatory and geopolitical environments. Tencent faces 

numerous external and internal pressures, making it necessary to analyze how the company has 

adapted its investment logic, content governance, and production strategies in response to 

evolving conditions.  

 In Western countries, particularly the United States, Tencent’s active acquisitions and 

investments in content-producing firms such as Riot Games, Epic Games, Skydance Media, and 

others have come under increased scrutiny. The U.S. lawmakers and regulatory bodies, such as 

the Committee on Foreign Investment in the United States (CFIUS), have raised national security 

concerns regarding Chinese influence over media narratives, intellectual property, and user data. 

These regulatory reviews are not isolated; they are part of a broader trend where Chinese capital 

in sectors with cultural or strategic significance is treated with suspicion (Freeman, 2021; Wall 

Street Journal, 2023). Such a policy shift, noting that the U.S. increasingly conceptualizes 

foreign investment in digital and cultural domains through a geopolitical lens, happens 

particularly when such investments originate from companies with demonstrated alignment with 
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the CCP (Freeman, 2021). Consequently, Tencent’s global expansion strategy has had to account 

for and respond to potential constraints on its foreign capital mobility, its ability to influence 

distribution markets, and its credibility in non-Chinese jurisdictions.  

 In terms of the global film industry, the COVID-19 pandemic has fundamentally altered 

its distribution models and the economics of film financing. Because of the shift from theatrical 

to streaming-first, traditional co-financing models that relied on box office revenue have been 

disrupted, as consumers increasingly migrate to Over-the-Top11 (OTT) platforms. This trend has 

necessitated a strategic pivot for Tencent, which has invested in and expanded its proprietary 

platforms, such as Tencent Video and WeTV, to retain its distribution autonomy and safeguard 

returns on content investments (Forbes, 2022). In addition, Tencent embraced hybrid 

monetization strategies, combining subscription-based, advertising-supported, and exclusive 

licensing models to remain competitive in the global market (Lobota & Meese, 2021). These 

changes have reoriented Tencent’s entertainment investments towards intellectual property 

acquisition and original content production, particularly in Asia-Pacific markets where Western 

platforms face cultural and political limitations.  

 Over the years, Tencent has been operating within an increasingly bifurcated regulatory 

ecosystem. In China, the company must comply with a robust and adaptive system of 

governance, which Zhang (2022) summarizes as the HAPPY model––hierarchical, adaptive, 

preemptive, proactive, and yield-oriented mechanisms. Under this framework, companies are not 

only required to meet regulatory compliance but also to anticipate political expectations and 

align proactively with the CCP’s ideological goals. Tencent’s vertical integration, from content 

 
11 Over-the-Top (OTT) refers to those platforms provide digital media services that deliver video, audio, or other 
content directly to consumers via the internet, bypassing traditional distribution methods (Lotz, 2017). The OTT 
platforms have reshaped traditional media distribution by decoupling content from legacy infrastructure, enabling 
globalized and algorithm-driven content delivery.  
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creation to distribution, facilitates this compliance, enabling it to modulate content visibility, 

algorithmic prioritization, and censorship in real time (Zhang, 2022). On the other hand, in 

Western markets, Tencent must confront liberal media regimes that emphasize freedom of 

expression, transparency, and political independence. These opposing normative regimes 

generate tension, especially in co-productions or transnational content partnerships. While 

Tencent has often leveraged its minority stakeholder status to avoid triggering foreign control 

thresholds (Chen, 2020), its growing influence is nonetheless perceived as a form of normative 

soft power, as it induces self-censorship in Western companies seeking market access to China 

(Su, 2021).  

 As previously discussed, to address these multifaceted challenges, Tencent’s corporate 

development and expansion have been both adaptive and strategic. In summary, Tencent has 

been mitigating its exposure to regulatory risk by acquiring non-controlling minority stakes in 

foreign sectors, thereby ensuring access to their intellectual property and global markets without 

becoming a legal target of protectionist policies (Chen, 2020). Secondly, Tencent has engaged in 

dual-market production planning, ensuring that content is palatable to both Chinese regulations 

and international audiences through thematic localization, culturally neutral narratives, and 

modular editing techniques. Thirdly, Tencent has invested heavily in regional diversification, 

partnering with companies in South Korea, Thailand, and other Southeast Asian nations to avoid 

pushbacks from the West, especially the U.S. Finally, Tencent continues to reinforce its 

technological autonomy through vertical integration of its production-distribution chain, 

employing AI-driven content moderation and metadata tagging to comply with both Chinese and 

foreign regulatory requirements in real time.  
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Conclusion 

 This chapter explores the historical trajectory of Tencent’s corporate development, tracing 

its evolution from its establishment in 1998 to its current status as a global technology and media 

conglomerate. It particularly provides the broader historical and political contexts of China and 

the CCP’s regime, which have significantly shaped Tencent’s strategic corporate decisions over 

the years. From its early challenges in sustaining a single product––QQ to dominating diverse 

media and digital communication industries both in China and globally, Tencent has 

demonstrated remarkable adaptability and diversification. This chapter also discusses the 

regulatory and strategic challenges that Tencent has faced, particularly in navigating complex 

state directives and shifting global markets. Ultimately, Tencent’s ability to sustain its presence in 

the global entertainment economy is contingent upon its institutional flexibility and governance 

sophistication. The company’s dual responsiveness––to China’s government-led mandates and to 

the demands of liberal international markets––makes it a compelling case study for corporations 

seeking to align national strategic imperatives with global capitalist ambitions.  
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CHAPTER V 

CHINESE COMMUNICATION AND MEDIA CENSORSHIP IN THE DIGITAL AGE 

 

As discussed in the previous chapter, Tencent’s development and investment strategies have been 

central to its rise as a dominant force in China’s digital economy and a competitive global player. 

Over the years, Tencent has had to navigate not only shifting consumer and market preferences 

but also growing regulatory scrutiny, both in China and abroad. Despite its commercial success, 

Tencent operates within a governance model where private enterprise functions in a symbiotic 

relationship with state interests. This model requires not only market adaptability but also 

compliance with China’s evolving regulatory regime, particularly in the realm of communication 

and media control. In this sense, Tencent’s corporate trajectory exemplifies how digital firms in 

China must adapt and integrate themselves into the broader framework of political governance in 

order to thrive. 

Building on Tencent’s case, this chapter turns to the broader systemic and institutional 

mechanisms that underpin digital governance in China. It addresses the research question: What 

are the “how” and “why” of Chinese communication and media censorship in the digital age? 

Through document analysis and discourse analysis, this chapter systematically traces the 

historical timeline of key censorship events and examines the technical, political, and ideological 

mechanisms underpinning China’s digital governance model. Through an exploration of tools 

like the Great Firewall, keyword filtering, content moderation, and data localization, as well as 

institutions such as the Cyberspace Administration of China (CAC) and the Ministry of Public 

Security (MPS), this chapter reveals the logic and infrastructure behind the Chinese 
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government’s unparalleled capacity to regulate, surveil, and shape public discourse. It further 

investigates the ideological and legal foundations of this regime, highlighting how concepts like 

“cyber sovereignty” and overlapping bureaucratic authority sustain censorship practices, while 

the broader context of China’s state capitalism supports digital control both in China and abroad. 

In doing so, this chapter not only unpacks the architecture of censorship but also situates it 

within China’s national development strategy and global information politics.  

The Timeline 

As we move into the digital age, emerging technologies like the internet initially 

promised to democratize communication and enhance the freedom of expression. However, the 

reality has proven to be far more complex. Many believe that the internet would be inherently 

resistant to censorship due to its decentralized nature. Nonetheless, in China, the ongoing 

influence and strength of governmental and institutional controls over the flow, access, and 

reception of digital information cannot be underestimated. The Chinese Communist Party (CCP), 

an authoritarian regime, has successfully leveraged the internet to reinforce existing power 

structures, extending its capabilities for surveillance, manipulation, and ideological enforcement 

(MacKinnon, 2012; Morozov, 2011). Transforming the internet from a tool of free expression 

into an instrument of digital authoritarianism, China provides the most comprehensive 

censorship system. The state’s grip on digital communication spaces reveals that the internet, far 

from being uncontrollable, is fully harnessed in the service of authoritarian governance when 

combined with political will and technological capacity (Creemers, 2017). 

To understand how digital authoritarianism has evolved in practice, it is essential to 

examine the pivotal moments and regulatory developments that have shaped China’s censorship 

architecture over time. The following timeline outlines key censorship events in the digital age––
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each marking a significant shift in how the Chinese government consolidated control over online 

information, technologies, platforms, and public discourse.  

List of Key Events 

Year Milestone 
1994 China connects to the global internet for the first time. 
1997 The first national news propaganda website by People’s Daily starts running. 
1997 The first official internet regulations are issued to maintain “public order.” 
1997 The State Council establishes China Internet Network Information Center (CNNIC). 
1998 The Ministry of Public Security begins monitoring and policing online content. 
1999 The first concept stock12 of a Chinese network company China.com listed on 

NASDAQ. 
2000 The Golden Shield Project begins — later known as the Great Firewall. 
2000 The first comprehensive regulation for official cyber surveillance is issued.  
2000 Major domestic platforms like Tencent (messaging) and Baidu (search) rise. 
2005 China partially blocks foreign platforms such as Wikipedia and YouTube. 
2009 Facebook, Twitter, and YouTube are fully blocked after Xinjiang riots13. 
2011 The Cyberspace Administration of China (CAC) is established. 
2013 Xi Jinping becomes the president and tightens censorship rapidly afterward. 
2017 Real-name registration becomes mandatory across all major platforms. 
2020 Full enforcement of the Cybersecurity Law begins during Covid-19 pandemic. 
2022–

present 
Algorithms, livestreaming, and AI moderation are tightly regulated. 

  

Descriptions of Milestones 

 This section contextualizes the milestones or key events listed above and illuminates how 

China’s engagement with the internet, beginning with its official connection in 1994, evolved in 

 
12 The term “concept stock” (概念股) refers to a company whose value is primarily based on its potential for future 
growth in a promising sector rather an on strong current earnings or profitability. In the late 1990s, Chinese concept 
stocks generally referred to Chinese Internet and technology firms listing overseas, especially on NASDAQ, as 
symbolic representatives of China’s emerging digital economy. 
13 Note that Facebook has never been officially and legally available in mainland China (King et al., 2017); Twitter 
was briefly accessible in mainland China from 2006 to June 2009, but it was never officially launched in the 
Chinese market with a localized platform or business presence (Repnikova, 2022);  or localized for the Chinese 
market; similarly, YouTube was accessible in mainland China via its global domain from 2006 to March 2009 
(Repnikova, 2022). 
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tandem with the development of government-led regulatory frameworks. These milestones 

reflect the Chinese government’s growing capacity to shape the production, dissemination, and 

consumption of digital information and media content. Each event represents a critical juncture 

in the co-evolution of technological advancement and state control, illustrating how policy and 

infrastructure were jointly mobilized to extend governance both domestically and globally.  

• In April 1994, the Chinese Academy of Sciences connected to the global internet for 

the first time through a 64K international special line operated by an American 

company, Sprint. This established China as a country with access to the worldwide 

internet (CNNIC, 2012). This moment marked the beginning of a state-controlled 

approach to digital connectivity. Initially, internet access in China, like in many parts 

of the world, was limited to academic and government institutions. However, the 

government quickly recognized both the transformative potential and the political 

risks associated with open internet access (Qiu, 2000). 

• On January 1, 1997, people.com.cn, sponsored by People’s Daily––China’s No.1 

official newspaper, joined the Internet. It was the first national news propaganda 

website established by the Chinese central government in China (CNNIC, 2012).  

• On May 20th, 1997, the Chinese government issued and published the first official 

internet regulations––the “Interim Regulations on the Management of International 

Networking of Computer Information (1997)” (《中华人民共和国计算机信息网络

国际联网管理暂行规定（1997）》). These regulations established the legal 

framework for controlling online content in China. Presented as a measure for 

“protecting public order,” these rules formalized state authority to monitor and restrict 

the distribution of information online (Creemers, 2017). 
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• On June 3, 1997, the Chinese State Council declared the establishment of the China 

Internet Network Information Center (CNNIC) and authorized its duty of domain 

name registration, IP address distribution, and Internet development research. In 

November 1997, CNNIC issued its first Statistical Report on Internet Development in 

China, which reported that by October 31, 1997, there were a total of 299,000 

computers with Internet access in the country. There were 620,000 Internet 

subscribers, 4,066 domain names registered under the .cn domain name of China, and 

approximately 1,500 www. websites. The international bandwidth at the time was 

25.408 Mbps (CNNIC, 2012).  

• In March 1998, the Ministry of Industry and Information Technology was established 

(Yi-Cai, 2014). In August of the same year, the Ministry of Public Security 

announced the establishment of the Department of Public Information Network and 

Internet Security, officially starting the cyber surveillance. Claiming to maintain 

computer network security, crack down online crimes, and supervise and manage 

security protection for the public information system, the surveillance actually 

allowed state actors to actively monitor bulletin boards, online chatrooms, and 

websites, signaling the start of state-controlled digital repression (MacKinnon, 2012).  

• On July 12, 1999, China.com launched its initial public offering (IPO) on NASDAQ, 

becoming the first concept stock of a Chinese network company listed on NASDAQ 

in New York (CNNIC, 2012). At the time, China.com was part of the “dot-com” boom 

and was viewed as a pioneering internet company from China. Its IPO thus 

represented both market optimism in internet-based companies and a broader 

symbolic moment in China’s integration into global digital capitalism. 
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• The Golden Shield Project, later known internationally as the Great Firewall of 

China, was launched by the Chinese Ministry of Public Security in 2000. It represents 

the core technical infrastructure of China’s digital censorship model, aiming to 

establish a nationwide surveillance network. The Great Firewall uses IP blocking, 

DNS hijacking, URL filtering, and deep packet inspection to restrict access to foreign 

websites and information considered politically sensitive (Deibert et al., 2008). 

• On September 25, 2000, China’s State Council issued the Regulation on 

Telecommunications of the People’s Republic of China (《中华人民共和国电信条

例》). This was the first comprehensive regulation in China that covers licensing, fee 

collection, interconnectivity, operation, and regulation of telecoms services in 

mainland China, indicating that the development of the telecommunication industry 

in China began to follow a legal track (RegistrationChina, 2020).  

• In the early 2000s, a series of policy actions, political signals, and institutional 

decisions created a regulatory environment that foreign platforms could not navigate. 

These policies created a shift from fair market access to digital nationalism, fostering 

an environment that allowed domestic firms like Tencent and Baidu to grow without 

external competition. In return, these companies operate under heavy government 

oversight, with built-in censorship capabilities, making them the tools for both 

economic development and ideological control (Jiang, 2014).  

• In 2005, the Chinese government partially blocked Wikipedia and other Western 

platforms to filter out sensitive political content. This reflected China’s efforts to 

insulate its population from global discourses. The government justified these actions 

as necessary for “cultural sovereignty” and “cyber hygiene” (Morozov, 2011). 
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• Following the Xinjiang Riots that happened in July 2009, the Chinese government 

intensified digital control by completely banning major Western social media 

platforms, including Facebook, Twitter, and YouTube. The CCP further strengthened 

the censorship because these events revealed the potential for social media to amplify 

dissent and mobilization (King, Pan, & Roberts, 2013).  

• As a subordinate office under the State Council Information Office (SCIO), the 

Cyberspace Administration of China (CAC) (国家互联网信息办公室) was 

established in May 2011. The CAC is the enforcement agency for the internet content 

provision sector, responsible for maintaining cyberspace security and regulating 

internet content. More specifically, it works to direct, coordinate, and supervise online 

content management, as well as handle administrative approval for businesses related 

to online news reporting (Practical Law, n.d.). 

• On March 14, 2013, Xi Jinping was elected President of the People’s Republic of 

China, replacing Hu Jintao, who retired after serving two terms. Xi’s presidency 

marked a significant escalation in censorship. Under his tenure, China transformed 

from reactive censorship to proactive narrative control. The Cyberspace 

Administration of China (CAC) was given more power, and online discourse was 

reframed as part of “ideological security” (Feng, 2021).  

• In 2017, the Cyberspace Administration of China enforced real-name registration 

across major social media platforms in the country, including WeChat and Weibo. The 

enforcement removed anonymity on those platforms and claimed to enable better free 

expression. This allowed the state to link digital identities to offline consequences, 

further discouraging dissent (Knockel et al., 2020).  
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• The Chinese Cybersecurity Law began its full enforcement in 2020 during the 

COVID-19 pandemic. It has granted broader powers to regulate data localization, 

platform security, and content management. The surveillance technology, including 

facial recognition and voice tracking, was deployed more widely, often under the 

justification of pandemic control (Creemers, 2020).  

• Since 2022, Chinese digital censorship has entered a new level, incorporating the 

most cutting-edge technologies. China is the world’s leader in regulating algorithmic 

content moderation. The CAC has introduced new rules targeting recommendation 

engines14, short video platforms, and livestreams, mandating corporations to align 

their content suggestions with the Communist Party’s ideologies, specifically “core 

socialist values” (The Cybersecurity Law, 2020). The corporations also have to review 

and file algorithmic operations with the government (Freedom House, 2023).   

The above timeline illustrates not just an evolving censorship framework but a deliberate 

state strategy to shape the digital space in alignment with political stability and ideological 

conformity. Chinese censorship is dynamic, deeply integrated, and increasingly global, as 

evidenced by key events over the years that highlight changes from network access to AI 

moderation. 

The Mechanisms 

The Chinese Communist Party (CCP) established the dictatorship of the proletariat. 

Drawing lessons from the Soviet Union and fearing potential subversion of its authority, the CCP 

imposed a totalitarian regime on society, with the party leader at the helm. As a result, political, 

individual, and economic freedoms were either abolished or significantly constrained. Political 

 
14 A recommendation engine (also called a recommender system) is a type of algorithm or software system designed 
to suggest items to users based on their interests, behavior, or similarity to other users. 
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discourse became heavily directed and shaped ideologically by the party. The CCP has taken all 

measures to prevent information outbreaks at different levels––central, provincial, local, and 

online and offline dimensions. It has done so throughout the years, despite some regime-

threatening events, such as the Tiananmen Square protests of June 4, 1989, the Xinjiang Riots of 

July 5, 2009, the Hong Kong Occupy Central protests of September 24, 2014, and the COVID-

19 pandemic of November 2019. The government claims that the limitations on horizontal 

communications are a legitimate and effective action designed to protect Chinese society from 

chaos and disorder (Perry, 2010). Media power is considered a product of political decisions, 

values, and processes, and is linked to media effects. In China, the control over media and 

communication has always been and will continue to exist through the management of power 

dynamics. This involves systems of regulation and patterns of control that organize the media, as 

well as specific institutional forms that shape the media (Street, 2011).  

In fact, the Chinese government’s control over media is sometimes blatant and sometimes 

subtle, but all forms of communication are subject to regulation. Through their sophisticated 

systems, the CCP tightly controls what content citizens can access and share. Advanced 

technologies, including AI-based moderation, biometric surveillance, and algorithmic content 

curation, further enable Chinese authorities not only to censor dissent but also to actively shape 

online narratives to align with communist party ideology (King, Pan, & Roberts, 2013; Knockel 

et al., 2020). In this section, I will discuss the mechanisms that the CCP employs in the digital 

era, illustrating the Chinese government’s preferences based on its censorship behavior. 

The Great Firewall 

 To address the rapid growth of the Internet and the dissemination of information that 

began in 1998, the Chinese government’s Ministry of Public Security launched a project known 
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as the “Golden Shield,” which later became widely recognized as the “Great Firewall of China” 

(GFW). This initiative aims to block access to certain foreign websites, slow down cross-border 

internet traffic, and protect China’s internal internet economy (Clayton, Murdoch, & Watson, 

2006).  

 More than just a simple network firewall, the GFW represents a multi-layered system of 

technological, legal, and ideological controls employed by the Chinese government to regulate 

the domestic internet. As a key tool for digital censorship in China, the GFW has transformed the 

country’s digital landscape, encouraged the growth of a vibrant domestic tech ecosystem, and 

sparked international debates about human rights and cyber sovereignty.  

Underlying Technologies 

The Great Firewall of China operates at various layers of the internet architecture. It 

combines Domain Name System (DNS) poisoning, IP blocking, URL filtering, and Deep Packet 

Inspection (DPI) to monitor and disrupt access to information considered undesirable by the 

CCP. When users attempt to visit restricted websites, such as Google, YouTube, or Twitter, DNS 

requests would return incorrect IP addresses, effectively “poisoning” the connection (Crandall et 

al., 2010). The GFW can also terminate connections when “flagged content” is detected in data 

packets. Furthermore, when the firewall cannot decrypt, the GFW system will perform a Man-in-

the-Middle (MITM) attack where a third party secretly intercepts and possibly alters 

communication between two parties without either party knowing, compromising secure HTTPS 

(as in the https://) connections to intercept or block content (Park & Crandall, 2010).  

These technical architectures allow the CCP to exert real-time control over online 

communications, rendering the GFW one of the most sophisticated and powerful systems of 

internet censorship in the world.  
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Political and Ideological Objectives 

Technology serves political purposes. The Chinese government frames the GFW as an 

exercise in “cyber sovereignty”, asserting that every country in the world has the right to control 

its own internet space (Creemers, 2017). They use this perspective to justify censorship as a form 

of national self-determination, rather than repression. To control public discourse, the GFW 

ensures that content undermining the legitimacy of the CCP, questioning historical narratives, 

and/or promoting dissent is strictly prohibited. Additionally, websites and social media platforms 

containing politically sensitive terms are inaccessible. By doing this, the government curates a 

digital environment saturated with only “positive energy”––a concept promoted by the CCP that 

emphasizes unity, economic progress, and national pride (Repnikova, 2017).  

In the CCP’s framing, “positive energy” (正能量) is not merely an emotive description of 

optimism; rather, it serves as a discursive technology that regulates which emotions, narratives, 

and ideological affects are allowed to circulate. It operates as an evaluative label: content that 

aligns with state priorities is classified as positive energy, while criticism, skepticism, or 

complexity becomes negative, rumor, or harmful. In other words, positive energy is not a neutral 

category, it is a meaning-making mechanism that moralizes legitimacy and delegitimizes dissent. 

Through this discourse, the state constructs a normative horizon in which patriotic affect––unity, 

productivity, loyalty, and national rejuvenation––becomes the only reasonable emotional 

orientation for Chinese citizens online. This differentiates not just what can be said, but what it is 

permissible to feel. In this sense, positive energy functions as a semiotic filter, recoding political 

messaging into ostensibly apolitical emotional language. By reframing ideological alignment as 

emotional health, the CCP can promote political obedience under the guise of psychological 

well-being and social harmony.  
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Creating A Parallel Internet with Domestic Tech Ecosystem 

Since 1998, thousands of websites and digital platforms have been blocked by the GFW, 

including search engines and social media platforms such as Google, Meta, X (formerly Twitter), 

Yahoo, and their subsidiaries. In the absence of foreign competition, interestingly, Chinese 

domestic companies have flourished within the Great Firewall. Corporations such as Tencent, 

Baidu, Sina, iQiyi, and others have grown to become the tech giants that dominate the Chinese 

market. Of course, these companies must implement and operate under strict censorship policies 

and cooperate with the government to monitor their users’ online activities and behavior (King et 

al., 2013). 

In the meantime, this parallel internet in China has helped cultivate a digitally insulated 

society where the average user is less likely to encounter foreign news, global narratives, or 

criticisms of the state, making the state propaganda and domestic companies much more 

influential in this digital nationalism ecosystem. 

Consequences and Resistance 

The Chinese government shapes public perception and memory through blocking 

websites and platforms and controlling the flow of information with the GFW. As a consequence, 

many of the younger generations are unaware or know very little about events like the 

Tiananmen Square crackdown or social movements like the Arab Spring. However, Chinese 

resistance does exist. Users, who are the so-called tech-savvy, employ Virtual Private Networks 

(VPNs), Tor, and other proxy services to bypass the GFW and get access to blocked platforms. In 

response, the Chinese government continues to improve its censorship techniques while also 

implementing stricter rules. However, the resistance tools continue to serve as a lifeline for 

journalists, academics, and activists (Xie, Foxman, & Xu, 2021). 
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Global and Ethical Implications 

The influence of the Great Firewall of China extends beyond China’s borders. The CCP 

has been actively exporting elements of its digital governance model, including its censorship 

techniques, surveillance infrastructure, and data-governance standards, to other authoritarian or 

hybrid regimes in Asia, Africa, and the Middle East. This diffusion is not accidental; it is part of 

China’s broader strategy to normalize its model of cyber-sovereignty as a legitimate alternative 

to the liberal, open-internet paradigm. This process contributes to fears of an emerging 

“splinternet”––a global internet fragmented not just by technical firewalls, but by incompatible 

legal frameworks, geopolitical blocks, and competing ideologies of information order 

(Polyakova & Meserole, 2019). Through training programs, bilateral digital cooperation 

agreements, and commercial sales of Chinese telecommunication equipment, elements of the 

GFW become transferable political technology. In short, censorship becomes modular––

installable elsewhere. 

At the same time, many Western corporations face serious ethical dilemmas when 

seeking access to the Chinese market, yet they consistently prioritize capital accumulation over 

their normative commitments to free expression and global human rights norms. Apple, 

Microsoft, and other companies have voluntarily removed their VPN applications, filtered search 

results, or agreed to localize data storage on Chinese servers in order to preserve market access. 

They are not forced into these concessions blindly; instead, they strategically adapt, much like 

Tencent does domestically, to maximize profits by recalibrating their values to match the 

regulatory environment. These firms demonstrate that platform ethics are flexible when trillions 

of dollars in market capitalization are at stake. Principled commitments to open information 

flows are re-interpreted as optional and negotiable. In this way, Western tech giants and Tencent 
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are not opposite; they are structurally similar actors operating under different sovereignty 

regimes. Both demonstrate that platform power is ultimately responsive to regulatory incentives 

rather than democratic ideals––highlighting how capital, not principles, increasingly determines 

the conditions of global information governance. 

Keyword Filtering 

 Another core mechanism of Chinese communication and media censorship is keyword 

filtering. Unlike the GFW’s strategy of blocking entire websites or digital platforms’ services, 

keyword filtering operates at the micro-level by targeting specific terms and phrases that the CCP 

defines as politically dangerous, destabilizing, or memory-threatening (MacKinnon, 2012). 

Those words are not random; they map directly onto historically sensitive events, ideological 

dissent, collective trauma, and the political boundaries of permissible memory. Anything anti-

China, anti-CCP, anti-Communism, or referencing events/topics that the CCP would prefer their 

people to forget about, for example, “Tiananmen Square,” “June 4th,” “Falun Gong,” and others, 

is algorithmically intercepted. Here, censorship becomes granular and anticipatory: text, images, 

and audio are scanned in real time across state-approved platforms, generating a system that does 

not simply react to dissent but prevents dissent from materializing as communicable language.  

The stated goal of this technique is to preserve a “clear and harmonious” online 

environment. This phrase is itself ideological. In the CCP discourse, “harmony” functions as a 

euphemism for depoliticized consensus, emotional positivity, and the absence of visible social 

antagonism (Repnikova, 2017). “Clear and harmonious” is not a neutral civic virtue; it is the 

hegemonic conditions that ensure informational stability aligned with the CCP priorities. A 

harmonious environment is one in which conflict is removed, contradiction is privatized, and 

antagonism is rendered invisible––not because antagonism does not exist, but because it can’t be 
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spoken (Qiang, 2011). The structural constraint of the model is that only speech that reproduces 

the legitimacy of the political order is allowed to circulate; critical knowledge becomes pollution, 

and counter-narratives become risks.  

Thus, keyword filtering is not simply a technical measure; it is a discursive technology 

that produces a managed public sphere. By eliminating friction, dissent, and ambiguity, it 

manufactures an illusion of stability and consensus, achieving not through persuasion, but 

through preemptive linguistic deletion. 

Underlying Technologies 

Keyword filtering in China involves multiple levels of technological intervention, 

ranging from simple string matching to advanced machine learning algorithms (Weinberg, 

Barradas, & Christin, 2021). The filtering methods involved monitoring unencrypted web traffic 

for banned words and triggering the immediate termination of connections using Transmission 

Control Protocol (TCP) reset packets (Citizen Lab, 2014). TCP reset packets are used to silently 

drop messages containing banned words without notifying either the sender or recipient (Ruan et 

al., 2020). It is like hanging up the phone in the middle of a conversation, which does not alter 

the content itself, just kills the connection. Keywords filters are updated constantly and trained to 

recognize variants of blacklisted terms (Weinberg, Barradas, & Christin, 2021). This technique 

also applies optical character recognition to text within images and blocks files that match 

hashed versions of known sensitive content (Kenyon, 2020).  

Political and Ideological Objectives 

Functioning within the censorship system, the overarching goal of keyword filtering is to 

ensure political stability and maintain the CCP’s ideological dominance. The government 

enforces a legal framework that bans those disallowed words that are “subverting state power” or 
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are “harming national unity” (Cook, 2020). Since Xi Jinping’s presidency, the CCP has 

repeatedly emphasized “cyber sovereignty” on various occasions, asserting that China has the 

right to control its information environment in accordance with its socialist principles (The PRC 

Government Work Report, 2015). 

Keyword filtering is especially important during politically sensitive periods, such as 

national congresses and anniversaries of significant events. To guide public opinion, platforms 

employ keyword filtering, directing users to amplify positive content about the government 

while suppressing dissenting voices, thereby helping to maintain a curated, harmonious digital 

space aligned with the CCP’s party goals.  

Notable Examples 

Tiananmen Square (June 4, 1989). Around the massacre’s anniversary, terms like “June 

4,” “Tiananmen,” or other related words are blocked. All China-approved platforms block 

images linked to the event, such as the famous “Tank Man” photo (Kaiman, 2013). This long-

term annual censorship results in a generational knowledge gap, leaving many young Chinese 

people unaware of the events that occurred (Lim, 2019), including myself.   

Hong Kong Occupy Central Protest (2014). Filtering the keywords like “Hong Kong 

protest” or “Extradition bill” was enforced aggressively. All platforms scrubbed hashtags and 

blocked search results. Even patriotic users expressing disappointment with the Hong Kong 

protesters creating chaos had their posts removed. 

COVID-19 Outbreak (2020). In the case of COVID-19, keyword filtering censorship 

likely delayed both public awareness and international responses by suppressing early warnings. 

Doctors in Wuhan who attempted to raise alarms were censored, and key terms related to the 

virus outbreak were blacklisted on all platforms (Xie, Foxman, & Xu, 2021).  
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Consequences and Resistance 

The cumulative impact of keyword filtering fosters self-censorship on an individual’s life. 

Chinese people have grown accustomed to avoiding politically sensitive terms/topics, even in 

private conversations, out of fear of social media account suspension or real-life surveillance 

(Lau, 2022). Nowadays, losing access to social media platforms like WeChat can be devastating 

for Chinese people, as these platforms are deeply integrated into people’s everyday lives. 

Therefore, most citizens may choose to lead a self-censored life, uncritical of the repressive 

system, and remain blind to the impact of the lack of transparency and accurate information. This 

is one of the pitfalls of digital capitalism in a socialist authoritarian country where citizens have 

become capitalist consumers yet continue to behave as repressed citizens abiding by the 

authoritarian rules.  

In addition, the keyword filtering censorship shapes collective memories. Filtering out 

the keywords erases the entire events from the public discourse, manufacturing a false historical 

reality. The result of this is that younger generations grow up unaware of certain historical 

realities, such as the Tiananmen Square incident on June 4, 1989, simply because the keywords 

and search results related to the event have been filtered out of their digital environment, as if the 

event never occurred (Lim, 2019).  

At the same time, internet users engage in a kind of “linguistic cat-and-mouse” chasing 

game with the censors, developing creative euphemisms or memes to discuss disallowed terms or 

topics (Xie, Foxman, & Xu, 2021). However, these coded expressions are frequently deciphered, 

detected, and blocked once they become viral.   

Global and Ethical Implications 
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Because the keyword filtering most of the time eliminates not just isolated words but the 

entire topic or event, it raises major concerns about freedom of expression––a right enshrined in 

international human rights law. The problem is not that information is merely hidden, but that the 

range of thinkable political realities is structurally narrowed. When the technical design of 

platforms encodes state ideology in advance, censorship becomes a productive force, producing 

the boundaries of legitimate discourse. This is particularly dangerous during a public health crisis 

like COVID-19, which may put the public at risk while also hindering global cooperation (Ruan 

et al., 2020). The capacity for social knowledge formation is injured because information does 

not simply disappear.  

The mechanism also generates cross-border consequences. Western technology firms 

operating in China are continually faced with the choice between adhering to their publicly stated 

principles or protecting market access. In practice, most have chosen the latter. For example, 

firms such as Google and LinkedIn have faced backlash for complying with Chinese censorship 

laws or filtering content globally (Cook, 2020) in order to maintain access to China’s lucrative 

consumer base. This demonstrates that platform governance is not ideologically neutral but 

subordinate to capital accumulation. Meaning that global firms are willing to internalize 

authoritarian norms in exchange for revenue streams, thereby extending the logic of Chinese 

censorship outward into the transnational commercial sphere.  At the same time, China-based 

international companies, such as Tencent, must extend their censorship to foreign users. In this 

way, China’s domestic information controls do not remain confined to its territorial borders. 

They scale through markets. The result is a political economy in which authoritarian information 

norms circulate as a by-product of global capital flows, reshaping speech not through force, but 

through infrastructure.  
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Content Moderation 

If the mechanisms of the Great Firewall of China and keyword filtering are used to 

prevent further or foreseeable damage to the regime on existing controversial topics or events, 

then content moderation becomes the method to regulate those new and ongoing occurrences. 

Once the initial two broad-scale censorship barriers are crossed, text and controversial photos 

can be posted online. Subsequently, the censors manually review and remove content they find 

objectionable. The moderation process combines automated algorithms, human oversight, and 

corporate self-regulation (Cook, 2020). It involves identifying, reviewing, and managing online 

content that could provoke social unrest and other collective actions, such as violent enforcement 

of policies, government corruption, ethnic conflict, environmental pollution, and public health 

issues. In addition to moderating “dangerous” content, censors often intentionally distract the 

public and control opinion by emphasizing unrelated topics or those friendly to the CCP regime. 

For example, when the Chinese government was attempting to conceal the emergence of a 

SARS-like virus in late 2019 and early 2020, the Chinese media heavily reported and 

disseminated information about the Australian bushfires and Kobe Bryant’s death. 

Underlying Technologies 

Content moderation in China operates through a dual system, comprising automated 

filtering and manual review. This system flags or immediately removes problematic content 

based on pre-programmed criteria (Bamman et al., 2012). 

The automated moderation relies on natural language processing (NLP) and image 

recognition technologies. NLP is used to parse text and detect the presence of politically 

sensitive or banned keywords, even when users try to obfuscate them using homophones, slang, 

or phonetic substitutes. The image recognition employs matching algorithms to detect and block 
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images previously flagged by moderators (Kenyon, 2020). In recent years, Chinese censors have 

been experimenting with AI-driven sentiment analysis––a method that assesses the tone and 

emotional content of posts. It detects not just keywords, but also attitudes that are critical of the 

state. If a post expresses discontent, sarcasm, or mockery, even in coded language, the algorithm 

may flag it for removal or human review. Context-aware AI models are also being developed to 

identify patterns and infer the intent behind ambiguous messages. This level of sophistication 

enables proactive content moderation at unprecedented scale (Mozur & Kessel, 2016). 

As sophisticated as automated moderation can be, the government considers it 

insufficient for detecting context-specific or nuanced violations, especially for politically 

sensitive content and during politically sensitive periods, such as when the National People’s 

Congress (NPC) convenes. The NPC is one of the most important annual political events in 

China. It is the moment when key national policies are announced, leadership priorities are 

signaled, and large-scale institutional reforms may be introduced. Because the CCP uses the 

NPC to publicly stage national unity, political competence, and consensus, any visible online 

dissent, skepticism, or alternative interpretations could symbolically contaminate the 

performative image of stability. As a result, the government and media companies employ 

thousands of human moderators who work around the clock to review and manage flagged 

content (CPJ, 2016).  

Political and Ideological Objectives 

In China, it is not just a technical task but a political imperative, rooted in the 

government’s goal of maintaining social harmony, political stability, and ideological conformity 

(Creemers, 2017). Unlike countries that allow companies to define their own moderation rules 

based on platform policies, in China, moderation is governed by the state and codified in law. 
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The Cybersecurity Law of 2017 and the Provisions on the Governance of the Online Information 

Content Ecosystem (2020) require platforms to maintain strict oversight of user content. They 

must proactively remove content that harms “national security, public order, or socialist values” 

(Cyberspace Administration of China, 2020). 

The Cyberspace Administration of China (CAC) acts as the primary internet regulator, 

issuing directives and maintaining close relationships with tech firms. Companies must establish 

internal compliance teams and submit periodic reports on their progress. Failure to moderate 

content adequately can result in fines, takedowns, or platform bans (Creemers, 2017). 

Corporate and Citizen Compliance 

Major Chinese social media platforms, including Weibo, WeChat, Douyin, and Baidu, 

have established comprehensive moderation infrastructures in compliance with Chinese 

regulations. These include AI-based censorship systems, keyword blacklists, and rapid-response 

teams. Platforms also restrict features like comments, reposts, or livestreaming during politically 

sensitive times (Mozur & Kessel, 2016). WeChat, for instance, filters messages in both group 

and private chats, especially for accounts registered with Chinese phone numbers. Messages 

containing politically sensitive materials may never be delivered, and neither the sender nor the 

recipient is notified (Ruan et al., 2020). On Weibo, posts can be rendered invisible through 

shadow banning—visible to the author but hidden from others (Bamman et al., 2012). 

On an individual level, the widespread use of content moderation shapes users’ behavior 

and discourse. They often engage in self-censorship, avoiding mention of politically sensitive 

topics or using euphemisms to evade detection of their online activities (Lau, 2022).  

Global and Ethical Implications 
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China’s model of state-directed content moderation largely challenges prevailing global 

norms around the openness of digital communication and freedom of expression. While the 

Chinese government frames its approach as a matter of “cyber sovereignty”––the right of each 

nation to govern its own informational territory, critics argue that this framework acts as a 

legitimizing discourse to normalize repression and violates international human rights standards 

(Cook, 2020). The term “sovereignty” becomes a rhetorical shield that obscures the asymmetry 

of power in the digital sphere. This model is not only domestic; it is increasingly transnational. In 

other words, as Chinese technology firms assist other authoritarian governments in implementing 

similar moderation regimes (Freedom House, 2020), China’s model does not merely confine 

speech; it actively circulates a template of how to control it.  

Foreign companies must also navigate these dynamics, and their concessions to gain 

access to the Chinese market produce regulatory spillover effects globally.  For example, TikTok 

has faced sustained criticism for its opaque content moderation practices and its perceived 

proximity to Chinese political interests. U.S. lawmakers have repeatedly asserted that TikTok 

could be leveraged as a national security threat through data access, content influence, and 

algorithmic manipulation. The platform has been pressured to divest its Chinese ownership or 

face bans and forced suspension from the U.S. market. These conflicts reveal that censorship is 

not confined to China’s territorial borders; it is intertwined with global supply chains, capital 

markets, and geopolitical anxieties. In this context, foreign firms become actors that adapt to 

authoritarian informational norms not because they necessarily support them ideologically, but 

because global capital flows reward compliance more than they reward democratic principles.   

Self-censorship and Real-name Registration 
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Information transmission is extremely fast, massive, and fickle in the Internet age. The 

task of regulating online discourse is therefore a profound challenge for the Chinese government, 

both politically and technologically. Although the Chinese government employs an expansive 

censorship infrastructure, sophisticated technological tools, and multiple administrative 

government bodies to review and enforce policies and regulations related to information flow 

within, into, and from China, officials have limited capacity to fully carry out the censorship. As 

a result, the CCP has strategically devolved the responsibility for day-to-day censorship to 

private actors––individuals, media companies, and digital platform providers, effectively 

outsourcing censorship to the commercial sphere (Creemers, 2017). In this context, censorship 

becomes a distributed governance model rather than a purely state-centric one.  

Importantly, this structure not only restricts what can be said, but it also shapes what 

citizens believe is possible to say. Users voluntarily suppress their own speech to avoid political 

and legal repercussions, because the consequences of miscalculating the boundary of what is 

permissible may lead to account suspension, employment penalties, and, in some cases, criminal 

prosecution. Under conditions where the limits of permissible speech are intentionally 

ambiguous, the rational survival strategy is to err on the side of silence. This is why many 

Chinese citizens actively prefer to “stay safe” and censor themselves. It is not necessarily 

because they agree with the government positions, but because the costs of dissent are 

individualized and immediate, while the benefits of speaking out are uncertain and collective.  

Thus, censorship becomes normalized not simply as something the government does to 

people, but as something people do to themselves. The alternative––openly critiquing the 

government, mobilizing collective identities, or publicly contesting official narratives is risky in 

a system where political dissent is reframed as deviance. In this sense, self-censorship is not just 
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compliance; it is an internalized risk management strategy under an authoritarian political 

economy.  

Structural Foundations 

In China, self-censorship is not merely a social phenomenon but a structured and 

incentivized proactive embedded in the legal and technological architecture of the state. In May 

2010, the government issued an official regulation document, emphasizing the concept of “Cyber 

Sovereignty,” which means that China has the right to govern, control, and regulate the internet 

within its borders without interference from other countries. It established a clear legal basis for 

government control over all online content accessed or shared within China, requiring all internet 

users in China, including domestic and foreign organizations and individuals, to comply with 

Chinese laws and values (Xu & Albert, 2017). Internet companies that want to do their business 

in China have been required, since 2010, to sign the “Public Pledge on Self-Regulation and 

Professional Ethics for China Internet Industry,” pledging to uphold the political status quo and 

actively prevent the spread of harmful or politically sensitive content that may damage the image 

of the government or its leaders. This mandatory rule directly contributed to the exit of 

international tech companies, such as Google and Facebook, which refused to comply with 

sweeping censorship and data localization demands (Xu & Albert, 2017).  

To avoid fines or potential shutdowns, Chinese digital media companies have 

implemented strict self-censorship measures. They do this by establishing internal censorship 

systems and real-time monitoring teams to help enforce existing censorship policies and comply 

with government guidelines. Moreover, platforms sometimes over-censor by blocking not just 

banned content but also marginal or potentially sensitive speech (Creemers, 2017). Their 

algorithmic distribution system prioritizes positive, entertainment-driven, or patriotic content 
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while suppressing content that is controversial or politically nuanced. This passive shaping of 

information visibility ensures that even without overt bans, sensitive discourse rarely gains 

traction or virality. This results in a digital environment where users not only censor themselves 

but are rarely exposed to dissenting views at all.  

Technological and Legal Enablers 

The technological and legal ecosystem in China is designed to support and amplify self-

censorship. In late 2012, the Chinese government introduced new rules that required internet 

users to provide their real names to service providers by registering with their personal phone 

number and, optionally, a government-issued Resident ID number, thereby linking their digital 

presence to their real-world identity (Ruan et al., 2020). This real-name registration eliminates 

the anonymity that once shielded dissent and imposes a psychological constraint––knowing that 

any post can be traced back to them, users are deterred from sharing or engaging with sensitive 

content. Moreover, platforms continue to develop their surveillance infrastructure, employing 

techniques such as shadow banning, disabling commenting, or automatically deleting suspicious 

posts. These actions occur without notifying users, creating a state of ambient uncertainty where 

users are unsure whether their content was seen, censored, or simply ignored. The opacity of 

these actions incentivizes even more conservative speech practices. 

Government policies supplement these technical measures with legal deterrents. The 

Cybersecurity Law of 2017 and other content governance laws impose penalties on users who 

post content that “disrupts public order,” “spreads rumors,” or “endangers national security.” 

Individuals, including journalists, academics, and ordinary internet users, risk account bans, job 

loss, criminal charges, or imprisonment if they breach these boundaries (Cook, 2020). As a 
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result, the fear of repercussions fosters a climate in which most users preemptively moderate 

their speech. 

Social and Cultural Impact 

Self-censorship is not only enforced by policy and technology, but it is also socially and 

culturally internalized in Chinese society. Over time, Chinese people adopt cautious online 

behaviors, known as “anticipatory obedience,” in which users align their speech with what they 

assume is permitted, even in the absence of explicit rules (MacKinnon, 2011). Many real-world 

examples and consequences further amplify the impact of this self-censorship. For example, at 

the beginning of the COVID-19 outbreak, several citizen journalists and medical doctors 

reported on the situation in Wuhan on their social media. They were instantly muted and detained 

under charges of spreading false information or inciting unrest (Lau, 2022). This sent a clear 

message to the public at the time about the risks of online activism, reinforcing a sense of danger 

surrounding free speech that could potentially influence public opinion. 

Moreover, self-censorship is often reinforced through social conformity (Green et al., 

2024). Social media users in group chats or online forums may discourage one another from 

sharing sensitive content out of fear of punishment, such as account bans or chat closures. This 

collective pressure encourages uniformity and suppresses dissent, leading to an echo chamber 

effect where only government-approved content and/or narratives can thrive.  

Global and Ethical Implications 

China’s self-censorship model challenges global norms surrounding digital rights and 

freedom of speech. Unlike direct state censorship, self-censorship, especially citizen self-

censorship, is more difficult to measure, contest, and resist because it is behavioral and 

internalized. It moves censorship from an external apparatus into a psychological habit. Over 
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time, this internalized constraint does not merely shape linguistic expression; it reshapes belief 

itself. The result is a political environment in which civic engagement becomes risky, dissent 

becomes irrational, and conformity becomes the optimal survival strategy––the costs of 

expressing are individualized, unpredictable, and potentially punitive (MacKinnon, 2011). The 

effect is structural: public discourse is narrowed not through explicit prohibition, but through the 

anticipatory fear of it.  

At the platform level, a similar dynamic exists. Chinese platform companies also engage 

in forms of self-censorship to maintain regulatory compliance and commercial viability inside 

China. However, contrary to popular media narratives, global consumers of platforms such as 

TikTok or WeChat are, for the most part, not deeply concerned with whether the Chinese 

government’s content governance model is embedded in the apps they use. Their priorities are 

convenience, entertainment, algorithmic personalization, and social connectivity. The anxiety 

about these platforms largely comes from the governments. In the U.S. and other Western 

countries, Chinese platforms are perceived as potential national security threats, as they are seen 

as tools through which the CCP could access data, influence public opinion, or intervene in 

electoral discourse (Mozur & Kessel, 2016). This dynamic raises a different kind of question 

about the global spread of China’s governance model. It is not simply whether Chinese content 

rules extend outward, but how global markets, national security politics, and platform capitalism 

intersect to determine which moderation logics prevail, and who gets to define the acceptable 

boundaries of speech.  

Data Localization 

  In the era of the internet, information travels not only at unprecedented speed and scale, 

but also at volatility. As one of the world’s most data-rich societies, China has taken sweeping 
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steps to localize the storage and processing of data generated within its borders. While the Great 

Firewall and other censorship mechanisms often dominate discussions of China’s digital 

governance, data localization is equally crucial in the CCP’s cyber sovereignty doctrine. By 

mandating that data be stored and processed on Chinese servers within its borders and under the 

jurisdiction of Chinese law, the CCP ensures that information flows are tightly regulated, 

economically advantageous, and politically safe (Xu & Albert, 2022).  

Regulatory Framework 

China’s data localization is built on a trio of laws that collectively formalize the country’s 

control over data. These laws imposed legal and logistical burdens on both Chinese and foreign 

companies operating in China, effectively placing them under Chinese regulatory oversight that 

requires considerable investment in localized infrastructure. These laws are the Cybersecurity 

Law (2017), the Data Security Law (2021), and the Personal Information Protection Law (2021).  

Enacted on June 1, 2017, the Cybersecurity Law introduced data localization 

requirements stating that data collected or generated in China by “critical information 

infrastructure operators” (CIIOs) must be stored on domestic servers. If there is a necessity to 

transfer such data abroad, a security assessment must be conducted by the CIIOs in accordance 

with regulations established by the relevant departments of the State Council. 

To illustrate the degree of regulatory precision embedded in this law, the following 

articles are included to show how these requirements are articulated in formal legal language. 

Presenting the original legal text here is important because it demonstrates the sophistication and 

specificity of China’s cybersecurity governance framework. These provisions are not broad 

aspirational statements; they are technically detailed rules that define compliance 

responsibilities, reporting obligations, and enforcement expectations in explicit terms. By 
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including the original text, this study highlights that China’s digital governance architecture is 

not informal, but rather highly codified, multilayered, and legally enforceable, reflecting a policy 

environment in which data handling, storage, and transfer are regulated with precision and legal 

force. Readers should therefore recognize that the scope of China’s cybersecurity law is both 

extensive and comprehensive, governing not just abstract principles but the concrete, operational 

realities of how information must be managed within the country.  

Article 37   Critical information infrastructure operators that gather or produce personal 
information or important data during operations within the mainland territory of the 
People’s Republic of China, shall store it within mainland China. Where due to business 
requirements it is truly necessary to provide it outside the mainland, they shall follow the 
measures jointly formulated by the State cybersecurity and informatization departments 
and the relevant departments of the State Council to conduct a security assessment; where 
laws and administrative regulations provide otherwise, follow those provisions. 

Article 38   At least once a year, critical information infrastructure operators shall 
conduct an inspection and assessment of their networks’ security and risks that might 
exist, either on their own or through retaining a cybersecurity services organization; CII 
operators should submit a cybersecurity report on the circumstances of the inspection and 
assessment as well as improvement measures, to be sent to the relevant department 
responsible for critical information infrastructure security protection efforts. 

Article 39   State cybersecurity and informatization departments shall coordinate relevant 
departments in employing the following measures for critical information infrastructure 
security protection: 

    (1) Conduct spot testing of critical information infrastructure security risks, put 
forward improvement measures, and when necessary they can retain a cybersecurity 
services organization to conduct testing and assessment of cybersecurity risks; 

    (2) Periodically organize critical information infrastructure operators to conduct 
emergency cybersecurity response drills, increasing the level, coordination, and capacity 
of responses to cybersecurity incidents. 

    (3) Promote cybersecurity information sharing among relevant departments, critical 
information infrastructure operators, and also relevant research institutions and 
cybersecurity services organizations. 
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(4) Provide technical support and assistance for cybersecurity emergency management 
and recovery, etc. 

Taken together, these illustrate that China’s cybersecurity regime is not merely 

declarative, but operational, enforceable, and embedded in routine institutional practice. The lase 

mandates ongoing audits, reporting cycles, cross-agency coordination, and state-directed 

intervention power, demonstrating that cybersecurity is governed as a continuous administrative 

process, not a symbolic policy statement.  

The Data Security Law, effective on September 2021, further expanded the scope to 

include classification and graded protection of data based on its relevance to national security, 

economic development, and public interests. Although it does not spell out exact categories in 

exhaustive detail, the law establishes a framework with three major levels of data:  

• Core data––data that concerns national security, economic lifelines, or significant 

public interests; 

• Important data––data that may harm national security, public interests, or business 

continuity if tampered with, leaked, or illegally transferred abroad; 

• General data––routine business or user data that does not affect national interests. 

The law requires companies to assess the importance of the data they handle and apply 

protection measures accordingly, as the following chart states: 
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For example, core data may include national defense information, strategic industrial 

data, or large-scale population genomic databases––categories where disclosure is framed as a 

threat to national security or regime stability. Important data may include supply-chain datasets, 

large-scale consumer behavior logs, or mobility data from major platforms––information that is 

commercially valuable but still politically sensitive when aggregated. By contrast, general data, 

such as basic e-commerce transactional records or anonymized platform usage statistics, is 

treated as lower risk and therefore not subject to strict localization requirements.  

What this classification system ultimately reveals is that China’s approach to data 

governance is hierarchical, risk-differentiated, and politically driven: data is not treated as a 

neutral commodity, but as a strategic resource tied to government power. The Data Security Law 

therefore operationalizes the state’s capacity to assign political value to information, determining 

what must remain onshore, what may circulate globally, and under what conditions. In this sense, 
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China’s data regime is not only regulatory; it is a mechanism of geopolitical control in the digital 

era.  

The Personal Information Protection Law (2021) (PIPL), approved in August 2021 and 

implemented in November, 2021, is China’s first comprehensive legislation dedicated to 

safeguarding personal information. This law is partially modeled after the European Union’s 

General Data Protection Regulation, which took effect on May 25, 2018. This law seeks to 

enhance individuals’ control over their personal data and to unify data privacy laws across the 

European Union. In China, the PIPL establishes a robust framework for the collection, 

processing, and protection of personal data within the country, while still requiring that personal 

data collected and generated in China must be localized unless explicit approval is granted. 

Moreover, the law also allows Chinese authorities broad discretion in investigating or halting 

cross-border personal information processing that may endanger the national security or public 

interest of the PRC. 

Article 42   Where overseas organizations or individuals engage in personal information 
processing activities, which infringe upon the rights and interests of citizens of the 
People's Republic of China on personal information or endanger the national security or 
public interests of the People's Republic of China, the national cyberspace 
department may include them in a list of restricted or prohibited recipients of personal 
information, publicize the list, and take measures such as restricting or prohibiting the 
provision of personal information for such organizations and individuals.  

More detailed analysis on these three laws will be provided in the Legal and Ideological 

Foundations section of this dissertation. 

Political and Ideological Objectives 

Data localization demonstrates the CCP’s determination on “cyber sovereignty,” 

emphasizing the government’s right to control the internet within its territory, including the 

control of data flow and access (The PRC Government Work Report, 2015). From the data 
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localization mechanism, we see that the CCP views data as a strategic national asset, akin to 

natural resources or physical infrastructure. According to the CCP’s Fourteenth Five-Year Plan 

(2021–2025), which spends an entire chapter, Chapter Five––Accelerate digitalization-based 

development and construct a digital China, highlighting the strategic value of digital data, data is 

identified as the fifth factor of production, alongside labor, land, capital, and knowledge and 

technology. By enforcing the data localization, the CCP ensures that all critical digital assets 

remain within reach of its jurisdiction, facilitating domestic surveillance, and data-driven 

censorship, which is crucial for political stability and ideological uniformity (Creemers, 2020). 

This strategic reframing of data as a core economic input creates the ideological foundation for 

more granular, sector-specific regulation. The following policy article of the Chapter Five 

demonstrates how this high-level political logic is operationalized into concrete institutional 

mechanisms for governing data circulation, data markets, and the legal architecture of China’s 

emerging digital ecosystem. 

Article XVIII Create a beneficial digital ecosystem  
 
We will insist on giving equal attention to delegation and management (放管并重), 
promote the unification of development and standardized management, build a digital 
regulation system, and create an open, healthy, and safe digital ecosystem.  
 
Section 1. Establish and strengthen market rules for data factors of production  
 
We will coordinate data development and utilization as well as privacy protection and 
public safety (公共安全) and accelerate the establishment of basic systems and standards 
for data resource property rights, transaction circulation, cross-border transmission, and 
security protection. We will establish and improve data property rights transaction and 
industry self-discipline mechanisms, cultivate standardized data trading platforms and 
market entities, and develop market operation systems such as for data asset evaluation, 
registration and settlement, transaction matching, and dispute arbitration. We will 
strengthen the protection of data involving national interests, trade secrets, and personal 
privacy, accelerate the advancement of basic legislation in areas such as data security and 
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personal information protection, and strengthen the security protection of data resources 
throughout their lifecycles. We will improve differentiated and hierarchical data 
protection systems applicable to the big data environment. We will strengthen data 
security assessment and promote the secure and orderly flow of data across borders. 

 Taken together, these provisions demonstrate that China’s data governance regime is not 

only about technical regulation, but about consolidating political power through control over 

information flows. It turns data into a state-managed resource whose circulation, monetization, 

and median remain structurally subordinated to the CCP priorities and regime stability. 

Technical and Legal Enablers 

Enforcing the CCP’s data localization involves a combination of regulatory audits, data 

residency enforcement, and evaluations of cross-border data transfers. Those identified as 

Critical Information Infrastructure Operators (CIIOs), including finance, telecommunications, 

transportation, healthcare, education, and energy companies, are subject to the strictest rules. 

These entities are required to host their cloud servers, data storage centers, and backup systems 

within China’s territory, and often in partnership with China’s leading trusted domestic cloud 

providers––Alibaba Cloud, Tencent Cloud, or Huawei Cloud. All three of these cloud providers 

has acquired Multi-Level Protection Scheme (MLPS) certification, which is a key compliance 

standard under China’s cybersecurity regime (China Academy of Information and 

Communications Technology, 2022). See the chart below. 

Provider Government Trust Level Usage in National Strategy 
Alibaba 
Cloud High Smart city projects, government clouds, major 

CIIOs 
Tencent 
Cloud High Digital government platforms and state-owned 

enterprise services 

Huawei 
Cloud High (Strategic) 

Strong presence in infrastructure, 
telecommunications, and edge computing, 
especially favored in sensitive sectors 
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Huawei Cloud’s government trust level, labeled as high and strategic, means it is trusted not just 

as a secure service provider but also positioned by the government as a key actor in national 

digital infrastructure, technological self-sufficiency, and political-economic resilience (Kshetri, 

2021). Foreign cloud companies, such as AWS, Google Cloud, and Microsoft Azure, operate in 

China; however, they face significant restrictions in this market and are subject to Chinese law, 

which prohibits them from operating independently (Kshetri, 2021). 

 In addition to the three main laws related to data localization, the Cybersecurity Review 

Measures, revised in 2022, require digital platforms that manage personal data for more than one 

million users to undergo security reviews before they can publicly list abroad or transfer user 

data internationally. The government added this measure following the notable case of the 

Chinese ride-hailing giant Didi Chuxing (滴滴出⾏, Chinese version of Uber/Lyft). The 

government removed the Didi Chuxing application from Chinese app stores in 2021, and 

penalized 8.026 billion RMB (approximately $1.2 billion USD) to Didi Global and 1 million 

RMB ($150,000 USD) to the company’s CEO and president, each for failing to complete a 

cybersecurity review before its IPO went public in the United States (BBC News, 2022). 

 The Cybersecurity Review Office, managed under the Cyberspace Administration of 

China (CAC), conducts reviews of data exports and foreign-involving mergers. Their review 

processes lack transparency, can be time-consuming, and create regulatory uncertainty, making 

compliance difficult for foreign businesses (Cook, 2020). Actually, the difficulties are not simply 

due to administrative inefficiency, but rather the fact that opacity itself becomes a mechanism of 

control. By refusing to clearly define what constitutes “national security risk,” the CCP preserves 

the discretionary authority to determine which data may cross borders and which must remain 

territorially confined inside China. In this environment, companies must assume that any cross-
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border data transfer could be interpreted as politically sensitive, which incentivizes preemptive 

self-restriction, internal data hoarding, and the localization of infrastructure and workflows even 

when not legally required. In doing so, the data localization becomes normalized not just as a 

rule, but as a default business rationality. In other words, the uncertainty is not an accident; in 

fact, it pushes firms toward the outcome the state desires, keeping data inside China, where it 

remains within the reach, jurisdiction, and extractive capacity of the Party-state.  

Corporate Compliance 

For domestic Chinese companies, compliance with the data localization policy creates 

both opportunities and challenges, while giant tech companies like Alibaba and Tencent benefit 

from government support, reduced competition, and increased demand for cloud infrastructure, 

small and medium-sized firms, on the other hand, struggle with the costs and complexity of 

maintaining localized servers and conducting compliance audits. 

For multinational corporations, China’s data localization has forced them to make a 

localized operating mode. Apple, for example, launched a partnership with Guizhou-Cloud Big 

Data (GCBD) in July 2017––a month after the data localization requirements enacted in China––

to store Chinese users data on servers located in Guizhou province, so that the GCBD can 

manage the servers and store all data within China while Apple retains control of encryption keys 

globally (Mozur & Kessel, 2016). Similarly, Microsoft and Amazon have adopted their 

localization strategies, creating joint ventures with local partners to comply with the data 

localization rules.  

Social and Ethical Impact 

China’s data localization facilitates even more governmental surveillance and enables 

authorities to access user data and privacy without foreign legal barriers. While the PIPL 
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introduces data protection obligations for companies, it grants numerous exceptions for the 

government. In PIPL, Chapter II––Rules for Handling Personal Information, Section 1––General 

Rules, Article 13 allows processing without user consent when required for national security or 

public interest.  

Article 13   Only under any of the following circumstances may a personal information 
processor process personal information: 

(I) where the consent of the individual concerned is obtained; 

(II) where it is necessary for the conclusion or performance of a contract to which the 
individual concerned is a party, or to implement human resources management in 
accordance with labor rules and regulations formulated according to law and collective 
contracts concluded according to law; 

(III) where it is necessary for the performance of statutory duties or statutory obligations; 

(IV) where it is necessary for coping with public health emergencies or for the protection 
of the life, health, and property safety of a natural person; 

(V) where such acts as news reporting and supervision by public opinions are carried out 
for the public interest, and the processing of personal information is within a reasonable 
scope; 

(VI) where the personal information disclosed by individuals themselves or other legally 
disclosed personal information is processed within a reasonable scope in accordance with 
the provisions of this Law; and 

(VII) other circumstances provided by laws and administrative regulations. 

Individual consent shall be obtained for the processing of personal information 
stipulated in the other clauses of this Law, but in the circumstances specified in the 
preceding paragraph from (II) to (VII), the individual’s consent is not required. 

To give an example, the Chinese official has reportedly used localized data to track the 

movements and communications of Uyghur Muslims in Xinjiang province, employing biometric 

surveillance and predictive analytics to identify “risky individuals” after Xinjiang riots (Kostka, 

2019). As such, we observe that China’s data localization law purports to protect personal 
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information and data, yet it actually prioritizes state control over individual rights, particularly in 

politically sensitive contexts, such as protests and activism, or ethnic minority regions. 

Global Implications 

As mentioned earlier, China’s data localization borrows structural elements from the 

European Union’s General Data Protection Regulation, particularly its emphasis on territorial 

data governance and the idea that data should be subject to domestic jurisdiction rather than free 

global circulation. However, while the EU deploys this architecture primarily to enhance 

individual privacy protections and data portability rights, China repurposes similar structural 

features toward state-centric objectives, which prioritize government access, economic control, 

and political stability. In this translation of the model, the logic of digital sovereignty shifts from 

defending citizens’ rights to consolidating the power of the CCP at the expense of personal 

privacy and freedom of expression.   

To push back, the U.S., EU, and Japan (WTO, 2020) have jointly raised objections to 

China’s data policies, arguing that China creates unfair barriers to trade and violates its 

commitments under the General Agreement on Trade in Services. In defense, China has justified 

its data localization as a matter of national security and sovereign right (Aaronson, 2018).  

Moreover, China’s data localization has been making a global influence through its 

export of surveillance and data governance infrastructure. In the CCP’s Fourteenth Five-Year 

Plan (2021–2025), the state addresses its plan about providing data clouds and other Chinese-

modeled digital assistance to developing countries. This raises even more concerns that China’s 

digital governance may become the blueprint for other authoritarian or semi-authoritarian 

regimes (Kostka, 2019).  

Section 4. Promote the construction of a community of common destiny in cyberspace 
(网络空间命运共同体)  
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We will promote international exchanges and cooperation in cyberspace and promote the 
formulation of international rules for digital spaces and cyberspace with the United 
Nations as the main channel and the UN Charter as the basic principles. We will promote 
the establishment of a multilateral, democratic, and transparent global internet 
governance system and establish a fairer and more reasonable network infrastructure and 
resource governance mechanisms. We will actively participate in the formulation of 
international rules and digital technology standards in areas such as data security, digital 
currency, and digital taxes. We will promote the construction of global cybersecurity 
assurance cooperation mechanisms and establish international coordination and 
cooperation mechanisms for protecting data factors of production, handling cybersecurity 
incidents, and combating cybercrimes. We will provide technology, equipment, services, 
and other digital assistance to underdeveloped 45 countries and allow all countries to 
share the dividends of the digital age. We will actively promote online cultural exchanges 
and mutual learning. 

While data localization enhances cybersecurity and regulatory oversight, it also facilitates 

authoritarian control, limits privacy, and contributes to the global splintering of internet 

governance. As China’s influence grows, its approach to data localization will continue to shape 

not only domestic digital life but also international debates about the future of internet 

governance. 

Other Mechanisms 

 Together, the Great Firewall, keyword filtering, content moderation, self-censorship, and 

data localization are central pillars of China’s digital censorship architecture; however, the entire 

Chinese censorship ecosystem is far more diverse and adaptive. In reality, the Chinese 

government utilizes an array of additional mechanisms that work in tandem to suppress dissent, 

control narratives, and shape public discourse all for the sake of “national security and public 

interest.” These other mechanisms, along with the principal ones, form a comprehensive and 

multilayered model of digital authoritarianism in China.   

Mass Surveillance and Social Credit Integration 
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One of the most extensive and powerful mechanisms for censorship in China is the state 

surveillance apparatus, which tracks digital footprints across various platforms, devices, and 

networks. The integration of tools such as facial recognition, biometric databases, and location 

tracking enables authorities to link people’s online behavior with their real-world identities 

(Creemers, 2017). Further reinforced by the real-name registration system, mass surveillance 

system integrates with China’s social credit system. Those negative online behaviors, such as 

spreading false rumors and engaging in unlawful online activism, can impact a citizen’s social 

credit score, potentially resulting in travel restrictions, job denial, or reduced access to public 

services, including the Chinese high-speed railway.  

Information Flooding and Distraction Tactics 

A less obvious but highly effective censorship strategy is information flooding, where the 

state or affiliated enforcers drown out sensitive discourse by amplifying unrelated, state-

approved, or entertaining content. This technique, compared to the content moderation, often 

referred to as “reverse censorship”, does not completely remove dissenting voices but makes 

them less visible in a flood of distracting information (Roberts, 2018). Like the use of Kobe 

Bryant’s death news examples in the content moderation section to divert people away from the 

Covid-19 outbreak, this method is widely employed during public health outbreaks, sensitive 

events, anniversaries, or political meetings.  

Proactive Propaganda and Agenda Setting 

Rather than relying solely on suppressing, the Chinese government actively shapes online 

discourse through proactive propaganda. The government hires a group of commentators, the so-

called 50 Cent Army, who post pro-government comments to deflect criticism. They work to 

engage in the “cheerleading” campaigns that celebrate national achievements, glorify leaders, or 
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redirect attention to foreign adversaries (King et al., 2017). The CCP also invests significantly in 

ideological education through online platforms, promoting the mobile application Xue Xi Qiang 

Guo (Study Xi, Strengthen the Nation) and youth campaigns. These brainwash efforts attempt to 

mold public opinion in advance, reducing the need for punitive censorship.  

Platform Control Abroad 

In recent years, China has shown an increasing trend to exert its control over digital 

content regulation beyond its borders. The Chinese government pressures multinational 

companies to comply with its censorship demands by threatening to restrict access to the Chinese 

market or invoking local laws. Corporations like Apple, LinkedIn, and Microsoft have faced 

backlash for removing content or restricting access to their users who are critical of the Chinese 

government (Mozur & Kessel, 2016). On the other hand, those Chinese companies with global 

reach, such as TikTok (by ByteDance) and WeChat (by Tencent), have been accused of extending 

Chinese content moderation standards abroad, raising concerns about the extraterritorial reach of 

Chinese censorship, particularly in diaspora communities, academic institutions, and global 

political discourse. TikTok is perceived by the U.S. government as a threat to national security, 

and to continue its operation on U.S. soil, it will need to be sold to a U.S.-based company or be 

banned. 

Algorithmic Manipulation and Shadow Banning 

Beyond explicit acts like website blocking and keyword filtering, the Chinese 

government has been deploying subtle algorithmic manipulation as a soft form of censorship that 

shapes online discourse without drawing overt attention. These techniques, including 

downranking politically sensitive or controversial content, suppressing it in search results, and 

removing it from trending topic algorithms, ensure that such undesirable content remains largely 
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invisible to the broader public (Roberts, 2020; King, Pan, & Roberts, 2017). This approach 

enables authorities to manage narratives by controlling visibility rather than content, thereby 

maintaining the illusion of an open digital space while tightly directing people’s attention.  

Another “soft control” model (MacKinnon, 2012) of censorship is shadow banning, a 

process that makes one’s content invisible to everyone except the poster themselves. This silent 

form of suppression is effective because it lacks the clear feedback loop of overt censorship. The 

posters are not notified that their posts have been throttled or hidden, which generates a 

persistent sense of uncertainty and self-doubt (Ng, 2013). As a result, the digital platform users 

may preemptively self-censor by avoiding sensitive topics to increase their visibility.  

Chinese digital censorship integrates technological surveillance, legal coercion, platform 

governance, algorithmic control, and psychological conditioning. These lesser-known 

mechanisms function together to silence dissent, distort public discourse, and maintain 

authoritarian control in the digital age. One can never fully understand these layers or grasp the 

full scope and sophistication of China’s information control regime because the government 

continually improves its censorship system, employing newer and more advanced techniques.  

The Legal and Ideological Foundations 

To sustain China’s economic development, the Chinese Communist Party (CCP) 

recognizes the importance of embracing global trends in informatization. However, the internet’s 

inherently decentralized structure posed a unique governance challenge that traditional 

information control strategies cannot effectively address. Unlike traditional media, such as 

newspapers, radio, and film, where communication flows in a top-down manner, online 

discourse originates from the bottom up, from users themselves, introducing countless avenues 

for dissent. This rendered conventional top-down media censorship techniques, such as 
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controlling information gatekeepers, inadequate. In response, the CCP started to develop a novel 

model of internet censorship. Based on my research, this strategy relied on two core pillars. The 

first one is discussed earlier in this chapter, which is tightening state control over the technical 

mechanisms on the internet, particularly through centralized oversight of information exchange 

points (IXPs). I will discuss the second core pillar in this section, which involves the CCP 

enacting legal measures that criminalize the use of digital platforms to threaten national security 

or social stability. Together, these initiatives by the CCP enabled a robust and adaptive 

framework for state surveillance and censorship in the digital sphere. 

Ideological Underpinning––“Cyber Sovereignty” 

 The term “Cyber Sovereignty” (网络主权) or internet sovereignty has been mentioned 

many times in this dissertation research. This concept extends the Westphalian notion of state 

sovereignty into the digital realm, asserting that governments have the right and responsibility to 

govern cyberspace within their own territory. In practice, cyber sovereignty means that the state 

claims legal jurisdiction over digital infrastructure, platforms, data flows, and discursive spaces 

operating within its borders, even when those infrastructures are privately owned or globally 

networked. It reframes the internet not as a universal common but as a constellation of 

territorially bounded information systems, each subject to its own legal, cultural, and ideological 

governance. Under this logic, the regulation of data, platforms, and online speech becomes an 

extension of national security, developmental strategy, and ideological management, rather than 

simply a matter of technical administration or privacy protection.  

This idea was first formally introduced by the CCP in 2010. In an official document 

released by the Information Office of the State Council of PRC––2010 State Council White 

Paper on the Internet in China, the government officially declared Chinese national sovereignty 
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in cyberspace within the country’s territory and called for international cooperation on 

cybercrime. This early articulation laid the normative foundation for arguing that the state could 

and should decide the content, administration, and use of the internet within its borders, and that 

all countries should respect other nations’ rights to regulate their own internet-related affairs. In 

other words, just as a country governs within its geographical territory, it should equally wield 

authority over its digital space. This includes controlling what information circulates, how data 

flows, and which norms apply on the internet. From the outset, this principle is a direct rebuttal 

to Western liberal ideals of a borderless and open internet. It reframes calls for free information 

flow as challenges to national sovereignty and cultural security, a narrative that is very much in 

line with the CCP’s emphasis on non-interference in its internal affairs.  

 The doctrine of cyber sovereignty gained momentum under Xi Jinping’s tenure. Soon 

after Xi became the president of the PRC in 2013, the CCP established the Central Leading 

Group for Cybersecurity and Information (中央网络与信息安全领导小组), which was later 

upgraded to the Central Cyberspace Affairs Commission (中央网络相关事务委员会). This 

evolution signaled that cyberspace governance had become a strategic priority for the CCP at the 

highest level. President Xi has consistently promoted the concept of cyber sovereignty, 

emphasizing a nation’s right to choose its own path of cyber development and regulate its own 

internet. In his address at the first meeting of the Central Leading Group for Cybersecurity and 

Information on February 27, 2014, President Xi emphasized the critical link between 

cybersecurity and national security by stating, “Without cybersecurity, there is no national 

security; without informatization, there is no modernization” (Xinhua News Agency, 2014). This 

statement, which underscores the CCP’s perspective that control over online content is integral to 

maintaining regime security, has become a cornerstone of China’s digital governance policy. It is 
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repeatedly referenced in official documents and in Chinese state media. Over the years, Chinese 

officials have frequently emphasized this ideological narrative on various occasions. For 

example, in a letter to the 2019 China’s World Internet Conference, Xi stated that all countries 

have the responsibility to “develop, use, and govern the Internet” and should work toward a 

cyberspace that is secure and orderly (Sherman, 2019). This language, while mild on the surface, 

implicitly advances the cyber sovereignty principle by emphasizing national governance and 

reflects the party’s view on controlling the internet and the legitimacy of China’s expansive 

digital control framework.  

 Domestically, cyber sovereignty provides a convenient ideological justification for the 

CCP’s extensive censorship apparatus. By this logic, all the mechanisms the CCP uses, including 

blocking foreign websites, banning Western social media platforms, and filtering politically 

sensitive content, are all within the state’s sovereign prerogative to maintain social order and 

security online. The CCP officials and state media frequently invoke cyber sovereignty to 

counter international criticism of China’s internet censorship. They see those external criticisms 

as an infringement on China’s internal affairs.  

 Globally, China has also been promoting its cyber sovereignty to gradually shift 

international norms. According to the United Nations General Assembly (2015), the Chinese 

government submitted a proposal of International Code of Conduct for Information Security 

seeking to establish international norms and rules governing state behavior in cyberspace. This 

proposal was co-sponsored by Russia, Tajikistan, Uzbekistan, Kazakhstan, and Kyrgyzstan. This 

joint proposal submission reflects a collective effort by these nations to promote their vision of 

information security on the international stage. In addition to the diplomatic efforts and setting 

domestic example, China also provides technological surveillance systems and legal frameworks 
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to governments in Asia, the Middle East, and Africa, effectively exporting the CCP’s digital 

governance approach globally (Sherman, 2019). In this sense, cyber sovereignty is not only a 

CCP’s ideological narrative for its internet censorship, but also a concept with growing 

international traction, which provides the legitimizing vision that unifies legal and technological 

measures under a common banner of defending the nation’s digital frontiers. One thing to note is 

that such traction is more prevalent among countries led by authoritarian regimes. 

Law Enforcement Department and Structure 

China’s digital censorship system represents a complex integration of ideological control, 

legal authority, technological infrastructure, and bureaucratic enforcement. Cyber Sovereignty 

has legitimized not only the technological mechanisms discussed in the previous sections, but 

also a chain of institutions, ranging from the CCP’s propaganda department to local public 

security branches, collectively form the machinery of China’s digital governance network 

(Brady, 2008). 

Central Propaganda Department (CPD) 

 The ideological core of China’s censorship apparatus is the Central Propaganda 

Department (CPD) (中央委员会宣传部), founded in 1924 and still operating. It is China’s oldest 

and most venerable instrument used for controlling and shaping China’s information 

environment (Green et al., 2024). However, nowadays, the CCP prefers to refer to it as the CCP 

Publicity Department (also CPD) to avoid the negative connotation associated with the word 

“propaganda.” The CPD is the key node in China’s censorship apparatus, and although it does 

not directly police online content, it determines the ideological boundaries within which all state 

and non-state actors must obey. It serves as the “mouthpiece” for the CCP and is the chief 

custodian for news, political, and cultural content produced in China. This institution issues 
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internal ideological directives, defining sensitive issues, crisis narratives, and setting the public 

agenda (Bandurski, 2021).  

 The CPD operates several specialized internal offices responsible for content regulation, 

including the Media Oversight Bureau (传媒监管局), the Illegal Activity Prevention Bureau (反

违法反违禁局), and the Public Opinion and Information Bureau (舆情信息局). In addition, the 

CPD exercises direct control over state-run media through its supervisory authority over the 

National Radio and Television Administration (国家广播电视总局). Non-state-run media 

entities are also subject to tight regulation through the licensing system. To obtain the 

broadcasting and publication licenses, all media outlets must comply with the CPD’s ideological 

and structural conditions (Green, Ho, & Mark, 2023). As a result, all forms of media content 

disseminated within China are subject to pre-distribution guidance and review by the CPD 

officials to ensure conformity with Party-approved narratives. This centralized control extends 

throughout China’s administrative hierarchy, with local propaganda departments of each 

province, prefecture-level city, and county tasked with enforcing CPD directives and supervising 

content generated by local news outlets, radio stations, and television broadcasters.  

In addition to their surveillance responsibilities, the CPD and its various propaganda sub-

departments are responsible for strengthening the CCP’s online presence and disseminating 

positive energy on the internet (Creemers, 2017). In recent years, the CPD has transferred its 

propaganda work from traditional media to digital platforms. For example, the CPD mandates 

that all work units that are under the relevant Party committee’s jurisdiction create and maintain 

their official microblogs and WeChat accounts to carry out propaganda work (Green et al., 2024).  

Cyberspace Administration of China (CAC) 



 138 

The Cyberspace Administration of China (CAC) (国家互联网信息办公室) was 

established in May 2011 initially as the State Internet Information Office. Its formation marked a 

pivotal shift in China’s internet governance strategy, consolidating online content control under a 

centralized agency rather than a fragmented set of ministries (Creemers, 2017). However, the 

CAC’s real prominence came in 2014, when President Xi Jinping created the Central Leading 

Group for Cybersecurity and Information, which was later elevated to the Central Cyberspace 

Affairs Commission (CCAC). By then, the CAC became the executive office of the CCAC, 

where Xi Jinping himself chairs the Commission. This symbolizes the highest political 

importance of cyber governance under Xi’s leadership (Wei, 2019). Also, the transformation of 

the CAC from a regulatory bureau to a centralized instrument of the CCP’s control over the 

digital sphere represents China’s evolving understanding of cyberspace as not just a space for 

communication, but a battlefield for ideological security, social stability, and international 

influence. It reflects the CCP’s concerns over information disorder, foreign digital interference, 

and the potential for online discourse to challenge regime legitimacy (Creemers, 2017).  

Playing a central and multifaceted role in China’s digital governance system, the CAC’s 

core responsibilities and tasks include content control, cybersecurity regulation, data sovereignty 

enforcement, and supervision of the digital industry. More specifically, the CAC publishes and 

enforces rules for acceptable online content, including the prohibition of “rumors,” “vulgarity,” 

“historical nihilism,” and content that they think undermines “socialist core values” or challenges 

the CCP’s authority. It frequently launches nationwide “Clear and Bright Campaigns” (清朗行

动) targeting online inappropriate speech, misinformation, or politically sensitive content 

(Bandurski, 2021). 
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As the executive arm of the CCAC, the CAC is structured with various departments 

dedicated to specialized functions. Just to name a few of these departments: 

• Policy and Regulations Bureau (法规局), which drafts legal and regulatory 

frameworks for cyberspace; 

• Internet News and Information Bureau (网络新闻与信息传播局), which monitors 

and manages news dissemination on the internet; 

• Cybersecurity Coordination Bureau (网络安全协调局), which coordinates national 

cyber defense and infrastructure security; 

• Data Governance Bureau (数据管理局), which oversees data security, cross-border 

data transfers, and platform algorithm regulation; 

• Network Commentary Bureau (网络评论管理局), which is in charge of directing 

website and platform owners to issue warnings for and delete harmful posts; 

• Comprehensive Management and Law Enforcement Supervision (综合协调管理和执

法监督局), which is tasked with coordinating other law enforcement departments to 

punish internet crimes. 

Moreover, the CAC also supervises China’s provincial, prefectural city and county-level internet 

information offices, which carry out censorship and regulatory enforcement at local and regional 

levels (Creemers, 2020; Feng, 2021; Green et al., 2024). 

 It is worth noting that the central and top internet regulator overseeing China’s digital 

ecosystem, the CAC, functions as a hybrid party-state institution. On one hand, the CAC answers 

to the party’s top-level agency––the CCAC as its executive force ensuring that online activity 

aligns with the preferences of the CCP; on the other hand, the CAC functions concurrently as the 

regulating power, coordinating with other key institution, exercising regulatory and 
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administrative authority over online content, platforms, cybersecurity, and data governance. The 

hybrid structure ensures that the CCP’s directives have immediate administrative enforceability 

across multiple sectors and different levels of governmental departments.  

 In sum, with its comprehensive mandate, broad power, and tight alignment with the 

CCP’s ideology, the CAC operates as the backbone of China’s modern information control 

regime. It is China’s central censor in shaping the norms, technologies, and legal frameworks of 

cyberspace in China. 

Ministry of Public Security (MPS) 

 The CAC is the lead policymaker for digital governance in China. It works in 

collaboration through joint working groups, joint task forces, and coordinates the “Clear and 

Bright” campaigns. The Ministry of Public Security (MPS) is the executive law enforcement 

agency. It functions to ensure that China’s digital censorship is not merely regulatory but also 

penal and preemptive.  

 The CCP established the MPS in 1949, when it founded the People’s Republic of China. 

The MPS became China’s national law enforcement and domestic security agency. Modeled after 

the Soviet NKVD15, the MPS is responsible for a broad array of tasks, including criminal 

policing, counterterrorism, social order maintenance, and surveillance of political dissent. From 

its inception, the MPS has also functioned as a party-state coercive apparatus, acting to police 

not only physical spaces but also the ideological integrity of the regime. 

With the rise of digital communication and online mobilization, particularly after events 

such as the 1999 Falun Gong online mobilization, the 2009 Urumqi riots, and the 2010s Arab 

 
15 The Soviet NKVD was the People’s Commissariat for Internal Affairs, translated from Narodnyy, Komissariat, 
Vnutrennikh, Del. It was the Union of Soviet Socialist Republics’ (USSR) primary internal security, secret police, 
and law-enforcement agency before the KGB (Komitet Gosudarstvennoy Bezopasnosti––Committee for State 
Security). 
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Spring, the CCP recognized the internet as a new frontier of political risk. Under Xi Jinping’s 

doctrine of “comprehensive national security,” cyberspace is viewed as inseparable from regime 

stability. The State Council issued the Cyberspace Security Strategy in 2016, explicitly labeling 

cyberspace as a domain of ideological infiltration, terrorism, and social destabilization. Thus, the 

MPS works to integrate cybersecurity and cybercrime enforcement into its public order portfolio. 

In terms of cybercrime enforcement, the MPS leads the “Clean Internet” (净网) campaigns 

aiming to crack down on digital black markets, dark web activity, and unlicensed VPN use. They 

target online fraud, phishing and ransomware, child pornography and human trafficking via 

digital platforms, and financial crimes and money laundering through cryptocurrency, and more 

(Ministry of Public Security, 2021). 

 In addition, the MPS is tasked with securing cyberspace not only from crime but from 

threats to the party’s rule. While ideological content control is led by the CPD and CAC, the 

MPS plays a preventive and punitive role. When such content violates political boundaries, 

through criticism of the CCP, exposure of corruption, or mobilization of protests, the MPS 

investigates and detains those involved. It charges them for “picking quarrels and provoking 

trouble,” or “spreading rumors,” or “endangering state security (Creemers, 2017). In charge of 

China’s broader surveillance infrastructure, the MPS directs those systems that interface with 

China’s online data flow, including: 

• Smart City initiatives 

• Skynet and Sharp Eyes surveillance camera systems 

• Artificial intelligence policing platforms 

• Facial and gait recognition systems (State Council, 2015; Central Committee of the 

CCP & State Council, 2017) 
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These systems facilitate traceability, allowing the MPS to link digital and physical identities 

through the real-name registration system. These reflect the CCP’s determination to form a 

comprehensive surveillance net in China (State Council, 2015).  

 Within the organization, the MPS is structured into multiple departments and specialized 

bureaus. Those units that are directly involved in cyberspace governance include: 

• Cybersecurity Bureau (网络安全保卫局). Known as the Cyber Police Bureau, this 

department is responsible for protecting online infrastructure, monitoring illegal 

activities, and enforcing cybercrime laws. 

• Public Information Network Security Supervision Department (公共信息网络安全监

管司). This is an agency monitors internet content in real time and coordinates with 

internet service providers and platforms to identify prohibited content or suspicious 

activities. 

• Criminal Investigation Department (犯罪调查司). This department investigated 

cybercrimes, including online fraud, blackmail, hacking, and identity theft.  

• Exit-Entry Administration Bureau (出入境管理局). This bureau oversees foreign 

digital influence through monitoring of cross-border digital activities and regulating 

foreign IP traffic. 

• Special Task Forces (特别行动组). Similar to the “Clear Internet” campaign, the 

MPS unit runs temporary, so-called “strike hard” campaigns (严打行动) targeting 

online rumors, pornography, gambling, and politically sensitive speech, often in 

coordination with the CAC (Tang, 2016). 

The MPS works vertically across national, provincial, and municipal city, and county levels, with 

local public security bureaus (PSBs) reporting to the next higher-level authorities. These PSBs 
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deploy local cyber police teams (often labeled as “Internet Police”) that patrol forums, 

livestreams, and chat groups, directly engaging with platform users via verified accounts 

(Greens, et al., 2024).  

 The MPS (Ministry of Public Security) plays a critical role in China’s digital control 

system by integrating policing, surveillance, and enforcement into a unified function that 

operates in both online and offline environments. This approach reflects the Chinese Communist 

Party’s broader strategy of merging digital infrastructure with authoritarian governance. As 

digital spaces become increasingly complex and globalized, the MPS’s ability to shape, monitor, 

and suppress online behavior will remain crucial for maintaining China’s model of digitally 

mediated authoritarianism. 

Ministry of State Security (MSS) 

 The CAC sets policy, the MPS enforces laws, and the Ministry of State Security (MSS) 

acts as an invisible hand, investigating long-term ideological threats, foreign plots, and elite 

infiltration (Creemers, 2020). The MSS serves as China’s premier civilian intelligence and 

counterintelligence agency, reporting directly to the State Council. It was formed in 1983 

through a merger of the CCP’s internal intelligence units and the MPS’s investigative wing. 

Unlike the MPS, which focuses on domestic law enforcement, the MSS is tasked with defending 

the “political security” of the CCP, conducting espionage, and neutralizing foreign influence 

(Mattis, 2019). The MSS operates in the shadows––rarely publicizing its activities, but it plays a 

central role in China’s digital governance system, where intelligence, ideological control, and 

technological sovereignty converge (Creemers, 2020). 

 Although the MSS’s organizational details are classified, we can still get some 

information regarding its responsibilities and efforts. For example, in the National Intelligence 
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Law (2017), the MSS is authorized to compel all organizations and citizens to “support, assist, 

and cooperate with national intelligence efforts”. This authorization provides a legal tool for the 

MSS to embed operatives in or extract data from all individuals, companies, and institutions. 

Article 7 below indicates a call to actively participate in supporting the government and the MSS 

with national intelligence. 

 PRC National Intelligence Law (2017), Chapter I: 

 Article 7: All organizations and citizens shall support, assist, and cooperate with 
national intelligence efforts in accordance with law, and shall protect national 
intelligence work secrets they are aware of. 

The State is to protect individuals and organizations that support, assist, and 
cooperate with national intelligence efforts. 

This provision is especially significant because it blurs the line between state actors and non-

state actors, turning private firms, platforms, and even ordinary citizens into potential extensions 

of the intelligence apparatus. In effect, national intelligence becomes a whole-of-society 

responsibility, not a specialized government function. This means that Chinese technology 

companies, such as Tencent, Alibaba, ByteDance, and others, are not simply market actors 

reacting to the government regulation; in fact, they are structurally embedded within the Party-

state’s security logic. Participation is not optional––it is legally mandated. Therefore, compliance 

is not merely passive regulatory obedience, but an affirmative contribution to state intelligence 

goals, further blurring the distinction between commercial data and political surveillance, and 

reinforcing a governance system in which data flows and technological infrastructures ultimately 

serve state power and national security priorities, rather than user autonomy or private 

commercial interests.  
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Protected by the law, the MSS is responsible for monitoring “hostile foreign forces” and 

domestic dissidents who use cyberspace to challenge the CCP’s authority, including: 

• Tracking VPN users circumventing the Great Firewall 

• Investigating online activism 

• Monitoring encrypted messaging applications 

• Policing “historical nihilism” and “Western constitutionalism”  

• Leading China’s cyberespionage campaigns  

As mentioned many times in this study, in China, cyberspace is viewed not only as a medium for 

communication but also as a battlefield for influence and subversion. And for the MSS, the heart 

of its cyber-related activities is the CCP’s concept of political security––the belief that 

ideological, cultural, and technological threats can erode regime stability. Hence, the MSS treats 

the internet as a domain of preemptive defense, where the spread of foreign values, rumors, or 

mobilization calls must be neutralized before they coalesce into collective dissent (Shih, 2020). 

Notably, its role is not only defensive but increasingly offensive. For example, the MSS has been 

implicated in cyberattacks against health agencies, climate negotiators, and opposition media 

across Asia and the West (Segal, 2021).  

In a word, serving as a central yet concealed architect of China’s cyber governance, the 

MSS operates across domestic and international boundaries to shape digital ecosystems that 

favor the CCP’s control.  

Ministry of Industry and Information Technology (MIIT) 

 Another key and central regulator in China’s digital censorship system that we cannot 

ignore is the Ministry of Industry and Information Technology (MIIT). This entity plays a 
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foundational role in shaping the physical and regulatory architecture of China’s digital 

ecosystem.  

 The MIIT was established in 2008, following the consolidation of several predecessor 

agencies, including the former Ministry of Information Industry. It has become the primary 

regulator of telecommunications, internet infrastructure, industrial policy, and emerging 

technologies operating under the State Council (Creemers et al., 2022). Unlike more overtly 

political organs like the CAC and the MSS, MIIT exerts influence through technical 

standardization, administrative licensing, infrastructure managing, and industrial planning, 

enabling the CCP’s overarching goal of technological self-reliance and network sovereignty.  

 More specifically, the MIIT sets the technical standardization through drafting and 

implementing those national policies regarding: 

• Information and communications technology 

• The digital economy 

• Telecommunications 

• Internet services 

• Industrial development and manufacturing 

• Cybersecurity for critical infrastructure  

• Spectrum management and domain name regulation (Xie & Zhu, 2020) 

In terms of network infrastructure, the MIIT holds ultimate authority over China’s 

telecommunications infrastructure, including: 

• Mobile networks and their base stations (e.g., 5G) 

• Satellite communications 

• Optical fiber backbones 
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• Data centers 

While the CAC oversees content, the MIIT governs the infrastructure layer of internet 

administration, including: 

• IP address allocation 

• Domain name registration (e.g., .cn domains) 

• Cross-border data exchange licensing 

• Implementation of China’s Real-name Registration policy (MIIT, 2000) 

The MIIT is also responsible for issuing licenses, through its subordinate body, CNNIC, to 

telecommunication operators and internet firms, such as China Mobile, China Unicom, China 

Telecom, Alibaba, Tencent, and others. It also sets technical standards for equipment 

interoperability and network security (Creemers et al., 2022). Moreover, the MIIT spearheads 

industrial plans, such as Made in China 2025, which prioritizes the indigenous development of 

semiconductors, robotics, AI, quantum computing, and next-generation networks, as well as the 

cataloging of strategic technologies. These initiatives highlight the MIIT’s role in enhancing 

China’s technological sovereignty, particularly as global supply chains fracture under current 

geopolitical tensions. 

 From all of the above, we can see that the MIIT works to embed the CCP’s political goals 

into industrial standards. It enforces “informatization with Chinese characteristics” (中国特色信

息化) and supports party-building within private tech enterprises, such as Huawei and Tencent 

(Tang, 2016). By aligning the industry’s technical work with the CCP’s ideology, the MIIT 

ensures that the whole Chinese information and technology industry serves “the Party’s absolute 

leadership over cyberspace” (Zeng, 2021). 
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 Besides its regulatory role, the MIIT also serves as a driver of modernization, tasked with 

nurturing unicorn startups, promoting global competitiveness, and facilitating digital trade. It 

accomplishes those tasks by shaping the technological foundation upon which the CCP’s 

governance model rests. The MIIT plays a technocratic yet deeply political role, helping to 

realize a version of networked authoritarianism grounded in both efficiency and control. 

National Radio and Television Administration (NRTA) 

 The National Radio and Television Administration (NRTA) serves as a central censor 

within the CCP’s extensive media governance system. The administration department was 

originally established to regulate China’s traditional media, including radio, television, and film. 

In recent years, the NRTA has undergone several institutional transformations to address the 

increasingly digitalized nature of content dissemination. While historically focused on linear 

broadcast media, the NRTA’s current regulatory scope includes streaming platforms, online short 

video services, web series, and AI-generated content. The expansion illustrates the department’s 

adaptive censorship mechanisms in an era when traditional information control tools are no 

longer sufficient. Although technically working under the State Council, the NRTA, in fact, 

reports to the CPD, which oversees ideological conformity across all media domains (China 

State Council, 2018). Hence, the NRTA is both a regulatory body and an executive arm of the 

CCP’s censorship system. The following chart illustrates the timeline of the NRTA’s formation 

and institutional evolution. 

Year Name Key Facts 
1949 Ministry of 

Culture 
• The PRC establishes and sets up the state-run broadcast 

system initiating centralized control over radio broadcasting. 
1986 Ministry of 

Radio, Film, 
and Television 

(MRFT) 

• The MRFT is created to consolidate authority over all 
traditional audiovisual content: radio, television, and cinema. 

• It begins to issue broadcast license, programing guidance, and 
foreign content import quotas. 
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1998 State 
Administration 

of Radio, 
Film, and 
Television 
(SARFT) 

• The SARFT replaces the MRFT becoming the primary agency 
for content censorship, licensing, and media supervision. 

• It begins implementing the promotion of the CCP ideology 
through entertainment. 

• In 2001, SARFT issues tis first directives targeting emerging 
internet content, foreshadowing future involvement in web 
video and streaming (SARFT, 2001). 

2013 State 
Administration 

of Press, 
Publication, 
Radio, Film, 

and Television 
(SAPPRFT) 

• SARFT mergers with the General Administration of Press and 
Publication to create the SAPPRFT. 

• SAPPRFT becomes a centralized media regulator powering 
over books, magazines, news websites, and digital publishing. 

• In 2015, it announces that web dramas and films must undergo 
the same review process as TV shows, which means the online 
video platforms, like iQiyi and Tencent Video, are required to 
censor content before release (Xie & Zhu, 2015). 

2018 National 
Radio and 
Television 

Administration 
(NRTA) 

• The State Council disbands SAPPRFT. 
• The NRTA focuses exclusively on online media regulation. 
• In 2021, NRTA issues new morality guidelines to crackdown 

“toxic celebrity culture” (NRTA, 2021). 
• In 2022, NRTA releases Detailed Rules for Reviewing Short 

Video Content (NRTA, 2022). 
• In 2023, NRTA joins the CAC in overseeing synthetic media, 

requiring platforms using generative AI for content production 
must implement review systems and real-name registration 
(Teng, 2023).  

 

 The NRTA exemplifies the adaptive nature of China’s censorship regime, transitioning 

from legacy broadcast oversight to a sophisticated governance system that regulates digital 

platforms, streamers, and virtual content. As China’s media landscape fragments into diverse 

platforms, formats, and delivery systems, the NRTA works to ensure that the CCP’s narratives 

remain relevant and dominant. Regulating online media platforms enables the NRTA to sustain 

cultural hegemony even as consumption habits shift away from traditional media. Through 

scripted “main melody”16 (主旋律) productions, revolutionary history programming, high-

 
16 The term merged prominently in the late 1980s and early 1990s during a period of political reform and ideological 
uncertainty. “Main melody” works are explicitly produced or approved by the CCP to reflect core socialist values, 
historical achievements of the CCP, and themes of national rejuvenation and unity (Guo, 2020). 
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budget all-star patriotic films, “red-themed” livestream17 events, and censoring dissident 

influencers on digital space, the NRTA helps cultivate nationalistic sentiment and maintain 

political legitimacy (Brady, 2008). In addition to that, the NRTA also serves as a moral arbiter, 

policing celebrity behavior, fandom, and portrayals of gender, family, and sexuality, which 

reflects a Confucian-authoritarian model of cultural governance, where the state regulates not 

just what is politically acceptable but what is socially and culturally desirable. 

Judicial and Prosecutorial System 

 As discussed above, in China, the digital censorship system is predominantly governed 

by administrative and party organs such as the CPD, the CAC, and the MIIT. At the same time, 

the Chinese judicial and prosecutorial branches have developed to increasingly enforce legal 

boundaries, prosecute digital offenses, and legitimize censorship practices. In other words, the 

Chinese judicial and prosecutorial system operates within the same ideological and institutional 

framework that prioritizes state control over speech and cyberspace. While technically rule-

bound, their authority is constrained by the overarching principle of the CCP leadership, and 

their activities help formalize, extend, and enforce digital censorship policies. 

 In China, the People’s Courts (人民法院) do not serve as independent adjudicators of 

constitutional rights, but rather as instruments for policy implementation and social control 

aligned with CCP objectives (Fu, 2017). In the digital domain, by rolling out laws, such as the 

Cybersecurity Law (2017), Procuratorate Law (2020), and Civil Code (2020), Chinese courts 

have supported internet-related rulings involving: 

 
17 It is an online broadcast designed to promote CCP’s ideology, revolutionary history, and patriotic narratives, using 
the popular and interactive format of livestreaming. These events are part of China’s evolving “main melody’ 
strategy, adapted for the digital ago to appeal to younger, tech-savvy audiences (Liu, 2021). 
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• Deletion of online content18 

• User data disclosure to public security organs19 

• Penalties for platform operators that fail to remove illegal content in time20 

These judicial decisions lend administrative censorship legal weight, particularly when 

politically sensitive topics are reinterpreted as legal violations.  

 The People’s Procuratorates (人民检察院), as stipulated in the Organic Law of the 

Procuratorates (2020), are responsible for initiating public interest litigation, including cases 

involving cyber and data offenses, as shown in the following article. 

Article 15 

Procuratorates may initiate public interest litigation in cases involving ecological 
environment, food and drug safety, and the protection of the lawful rights and 
interests of large groups of people, including in cyberspace. 

In recent years, the procuratorates has been increasingly active in digital governance 

enforcement. Under the Criminal Law (Revised, 2020), procuratorates are empowered to: 

• Prosecute violations of network security management rules21 

• Pursue criminal cases against platforms or users that disseminate harmful 

information22 (e.g., rumors about COVID-19) 

 
18 Cybersecurity Law (Article 47) requires online platforms to establish content monitoring systems and promptly 
remove “illegal and harmful information,” linking legal liability to content management. 
Cybersecurity Law of the PRC, Art. 47 (2017). 
19 Cybersecurity Law (Article 28) mandates that all network operators “provide technical support and assistance” 
to public and national security agencies, effectively institutionalizing state surveillance. 
Cybersecurity Law of the PRC, Art. 28 (2017). 
20 Public Interest Litigation (Article 15, Procuratorate Law) allows procuratorates to file lawsuits against internet 
platforms that fail to curb illegal content that affects “national interests or public welfare.” 
Procuratorate Law of the PRC, Art. 15 (2020). 
21 “Inciting Subversion of State Power” (Article 105(2), Criminal Law) 
Individuals who publish speech, slogans, or images online that challenge the political leadership or system of China 
may be prosecuted under this national security offense. 
Criminal Law of the People’s Republic of China, Art. 105(2). 
22 “Illegally Using Information Networks” (Article 287(1), Criminal Law) 
This law punishes the use of online platforms for “creating or transmitting harmful information,” even if not 
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From above, we see that in China, the judicial and prosecutorial systems operate in 

parallel with other governmental bodies like the MPS and the CAC. This fusion of law 

enforcement, prosecutorial discretion, and political oversight means that judicial actors do not 

challenge censorship; rather, they translate political priorities into legal actions and provide 

judicial legitimacy to state-directed repression, especially those branded as protecting national 

unity, public morality, or ideological security, which once again reinforces China’s evolving 

model of digitally mediated authoritarianism. 

Media Censorship Related Law and Regulations  

To fully understand China’s digital communication and media censorship, as well as its 

regulatory dynamics over the years, it is essential to comprehend the complex regulatory foundations upon 

which the country’s digital governance is built. China has developed an extensive legal 

framework that spans decades, involving multiple state agencies and laws designed to control 

digital content, infrastructure, and cyberspace behavior. As discussed in the previous sections, 

these key laws and regulations including the Computer Information System Security Protection 

Regulation (1994, revised 2011), Cybersecurity Law (2017), and Data Security Law (2021), 

among others are enforced by a wide array of regulatory bodies such as the Ministry of Public 

Security (MPS), Ministry of Industry and Information Technology (MIIT), and especially the 

Cyberspace Administration of China (CAC), and others. 

From the 1990s onward, successive regulations—from the Administrative Measures for 

Internet Service (2000) to the Internet Information Service Algorithm Recommendation 

Management Regulations (2021)—have institutionalized a command-and-control structure over 

the digital sphere (State Council, 2000; CAC, 2021). These measures have progressively 

 
explicitly political, and is often invoked against those hosting unauthorized content. 
Criminal Law of the People’s Republic of China, Art. 287(1). 
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centralized power and codified ideological control, reflecting the CCP’s intent to embed political 

oversight directly into cyberspace operations. My study of China’s digital censorship laws from 

the 1990s to 2025 reveals several enduring structural patterns. These patterns not only define the 

evolving trajectory of digital regulation in China but also, once again, expose the mechanisms 

through which the government integrates ideological control, technological advancement, and 

bureaucratic enforcement. 

Expansion Control from Infrastructure to Ideology 

Early laws, such as the 1994 Computer Information System Security Protection 

Regulations, focused on technical infrastructure and the prevention of cybercrime. By the early 

2000s, legal attention had shifted toward content regulation, as seen in the 2000 Administrative 

Measures on Internet Information Services, which introduced licensing and gatekeeping 

mechanisms for online platforms (State Council, 2000). 

The post-2010 era marks a shift toward ideological content control, where political 

loyalty and “Core Socialist Values” have become embedded in nearly all regulations—from the 

Cybersecurity Law (2017) to the Generative AI Interim Measures (2023). These laws not only 

restrict content but also promote values consistent with the CCP’s ideological agenda.  

Overlapped Bureaucratic Layer 

Across three decades, China’s digital media governance landscape has become 

increasingly complex, with overlapping mandates issued by multiple agencies—including the 

CAC, MIIT, MPS, and even provincial governments. This bureaucratic layering creates 

regulatory redundancy. For instance, both the Cybersecurity Law (2017) and the Data Security 

Law (2021) require data localization but differ in scope and enforcement mechanisms. This 
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fragmentation is partly deliberate, as it enables strategic flexibility in enforcement, allowing 

authorities to shift between laws or agencies depending on their political priorities. 

Elastic Legal Language and Norms 

Terms such as “endangering national security,” “public morality,” and “social harmony” 

are omnipresent across regulations. Their vagueness allows laws to serve as instruments of 

preventive repression, enabling censorship before subversive content even emerges (King, Pan, 

& Roberts, 2013). This structure grants regulators discretionary authority to determine what is 

permissible at any time, thereby contributing to self-censorship among both users and 

corporations.  

The Chinese censorship law is intentionally politicized. Legal documents routinely cite 

the need to uphold “correct public opinion guidance (正确的舆论导向),” “socialist spiritual 

civilization (社会主义精神文明),” and the CCP leadership (CAC, 2023). In contrast to liberal 

models where freedom of expression is a legal right, China’s framework casts expression as a 

regulated privilege, contingent upon alignment with the CCP’s ideological line.  

Technological Focus 

Regulations have adapted to match technological shifts—from early oversight of bulletin 

board systems in the 1990s to real-name registration rules in the 2010s, and now to AI 

governance in the 2020s. For instance, the 2023 Interim Measures for Generative AI Services 

introduce algorithmic accountability, whereas the 2021 Internet Recommendation Algorithm 

Regulations regulate the distribution of content by automated systems (CAC, 2021; CAC, 2023). 

This reflects the CCP’s proactive adaptation to emergent digital threats, ensuring that new 

technologies are domesticated within the CCP’s system. 

Key Laws and Regulations 
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The following chart outlines the key laws and regulations governing China’s digital 

communication and media censorship from the 1990s to early 2025. Most of them are freely 

accessible on government official websites; the rest are either mentioned or analyzed in 

academic articles or reports from non-profit organizations. It is important to note that the list of 

laws and regulations related to Chinese digital censorship may not be exhaustive. In the Chinese 

regulatory environment, not all policy instruments are publicly codified in formal legislation. 

This means that Chinese censorship relies on a dual-track system––hard laws (e.g., the 

Cybersecurity Law (2017) and the Data Security Law (2021)) are complemented by soft controls, 

including notices, internal guidelines, and informal instructions from the CAC and other 

propaganda departments. This hybrid model maintains flexibility without sacrificing central 

authority (Qiang, 2019). In other words, the following list does not include censorship directives 

that originate from internal government communications, committee meeting agendas, or 

unpublished white papers circulated within government institutions.  

Another note is that one of the core claims of this dissertation is not simply that Chinese 

digital governance is extensive, but that it is structurally hyper-distributed across ministries, 

bureaus, and Party organs at multiple administrative levels. Placing them here reflects the fact 

that Chinese digital governance is itself text-based, discursively produced through law, 

regulation, and administrative articulation. Hence, including them here, rather than in an 

appendix, is a deliberate choice. It allows readers to see, rather than merely be told, the density, 

fragmentation, and multi-actor complexity of the censorship regime. Almost every governing 

department with jurisdiction over communication, culture, technology, security, or markets 

possesses regulatory authority over some aspect of media and data flow, and the cumulative 

effect is an architecture that is not incidental or occasional, but totalizing––one that governs 
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every segment of the communication and media system. To keep this collection of legal and 

administrative texts in the main body of this study precisely maximizes the point this dissertation 

seeks to make, that is, Chinese communication and media censorship is not an isolated legal 

instrument, nor the result of a single agency, but a proliferated field of overlapping mandates that 

together structure the entire informational environment. 

Law or Regulation Rules Issued/Purpose Issuing Agency Issue Date Effective 
Date 

Computer Information 
System Security 
Protection Regulation 
(计算机信息系统安全
保护条例)  

Establishes a computer 
information system 
security tiered 
protection system.  

State Council  February 
18, 1994 
(revised 
January 8, 
2011)  

January 8, 
2011 

Measure on the 
Management of 
Entrance and Exit 
Channels of the 
International 
Networking of 
Computer Information 
Networks (计算机信息
网络国际联网出入口

信道管理办法)  

Implements a 
management system 
for PRC users’ 
entrance and exit into 
international internet 
networks.  

Ministry of Posts 
and 
Telecommunicat
ions  

April 9, 
1996  

April 9, 
1996  

Measure on the 
Management of 
International 
Networking of China’s 
Public Computer 
Internet (中国公用计
算机互联网国际联网

管理办法)  

Establishes the 
qualifying conditions 
for and access 
management to 
China’s public 
internet.  

Ministry of Posts 
and 
Telecommunicat
ions  

April 9, 
1996  

April 9, 
1996 

Measure on the 
Management of 
International 
Networking of the 
China Jinqiao 
Information Network 
(中国金桥信息网国际
联网管理办法)  

Regulates the use of 
computer networks on 
the internet through 
the China “golden 
bridge” network.  

Ministry of 
Electronics 
Industry  

November 
7, 1996  

November 
7, 1996  
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Criminal Law (刑法)  Adds the crimes of 
illegal hacking into 
computer information 
systems and 
destroying computer 
information systems to 
the Criminal Law 
code.  

National 
People’s 
Congress  

March 14, 
1997 
(revised)  
(Amended 
August 29, 
2015)  

October 1, 
1997  

Interim Regulation on 
the Management of 
Computer Information 
Networks’ International 
Networking (计算机信
息网络国际联网管理

暂行规定)  

Standardizes the 
conditions and scope 
of responsibilities of 
individuals and units 
engaged in 
international internet 
business activities.  

State Council  May 20, 
1997 
(revised)  

May 20, 
1997  

Interim Measure on the 
Management of 
Internet Domain Name 
Registration in China 
(中国互联网络域名注
册暂行管理办法) 

Establishes a domain 
name management 
system, and a 
registration, approval, 
change, and 
cancelation process.  

State Council 
Informatization 
Leading Small 
Group  

May 30, 
1997  

May 30, 
1997  

Administrative 
Measure for Public 
Multimedia 
Communications in 
China (中国公众多媒
体通信管理办法)  

Clarifies the rules for 
the access of service 
operators and 
information source 
providers and 
implemented a 
business licensing 
system and application 
approval system.  

Ministry of Posts 
and 
Telecommunicat
ions  

September 
10, 1997  

December 
1, 1997  

Administrative 
Measure for Testing 
and Sales Permits of 
Computer Information 
System Security 
Special Products (计算
机信息系统安全专用

产品检测和销售许可

证管理办法)  

Implements a security 
special product testing 
system and sales 
licensing system.  

MPS December 
12, 1997  

December 
12, 1997  

Computer Information 
Network International 
Networking Security, 
Protection, and 
Management 
Regulation (计算机信

Establishes 
international internet 
access safety 
guarantees and 
corresponding 
responsibility and 

State Council  December 
16, 1997 
(revised 8 
January 
2011)  

January 8, 
2011  
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息网络国际联网安全

保护管理办法)  
safety supervision 
system.  

Interim Regulation on 
the Administration of 
the Secrecy of 
Computer Information 
Systems (计算机信息
系统保密管理暂行规

定)  

Stipulates the 
confidential 
management of secret-
related systems, 
information, places, 
and media.  

National 
Administration 
of State Secrets 
Protection  

February 
26, 1998  

February 
26, 1998  

Administrative 
Measure for China 
Jinqiao Information 
Network Public 
Multimedia 
Information Services 
(中国金桥信息网公众
多媒体信息服务管理

办法)  

Implements a business 
licensing system for 
the provision of 
multimedia 
information access 
services on China 
“golden bridge” 
Information Network.  

Ministry of 
Electronics 
Industry  

March 1, 
1998  

March 1, 
1998  

Interim Regulation on 
the Management of 
Telecommunications 
Internet (电信网间互
联管理暂行规定)  

Includes mobile phone 
communications 
networks and data 
communications 
networks under the 
Ministry of Industry 
and Information 
Technology’s 
supervision.  

MIIT September 
7, 1999  

September 
7, 1999  

Trial Measure on the 
Management of 
Computer Information 
System Integration 
Qualifications (计算机
信息系统集成资质管

理办法(试行)  

Stipulates computer 
information system 
integration 
qualifications, 
application 
requirements, 
evaluation standards, 
supervision, and 
management 
requirements.  

MIIT  December 
7, 1999  

January 1, 
2000  

Computer Information 
System International 
Networking 
Confidentiality 
Management 
Regulation (计算机信

Establishes an 
International Internet 
Networking 
Confidentiality 
System and 
Confidentiality 
Supervision System.  

National 
Administration 
of State Secrets 
Protection  

December 
27, 1999  

January 1, 
2000  
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息系统国际联网保密

管理规定)   
Administrative 
Measures for Internet 
Service (互联网信息服
务管理办法)  

Regulates internet 
content management 
and supervision.  

State Council 
and MIIT 

September 
25, 2000  

September 
25, 2000  

Telecommunications 
Regulation (电信监管)  

Regulates 
telecommunications 
content.  

State Council  September 
25, 2000  

September 
25, 2000  

Decision on 
Maintaining Internet 
Security (关于维护互
联网安全的决定)  

Regulates computer 
operation security and 
information security.  

National 
People’s 
Congress 
Standing 
Committee  

December 
28, 2000  

December 
28, 2000  

Regulation on the 
Management of the 
Interconnection of 
Public 
Telecommunications 
Networks (公用电信网
间互联管理规定)  

Includes the internet in 
the scope of the 
Ministry of Industry 
and Information 
Technology’s 
supervision.  

MIIT  May 10, 
2001  

May 10, 
2001  

Administrative 
Measure on the 
Dissemination of 
Audiovisual Programs 
on the Internet and 
Other Information 
Networks (互联网等信
息网络传播视听节目

管理办法)  

Establishes a business 
licensing and 
supervision system.  

2003 edition: 
SARFT  
2015 edition: 
SAPPRFT  

January 7, 
2003 
(revised 
August 28, 
2015)  

August 
28, 2015  

Interim Provision on 
Internet Culture 
Management (互联网
文化管理暂行规定)  

Establishes a business 
licensing system for 
internet cultural 
activities and products 
as well as a self-
examination and self-
assessment system.  

Ministry of 
Culture  

May 10, 
2003 
(revised 
December 
15, 2017)  

December 
15, 2017  

Opinions on 
Strengthening 
Information Security 
(关于加强信息安全保
障工作的意见)  

Establishes a 
protection system 
based on security 
level, sets a path for 
the improvement of 
encryption technology, 
the improvement of 
security monitoring 

National 
Informatization 
Leading Group  

August 26, 
2003  

August 
26, 2003  
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systems, emergency 
response systems, etc.  

Notice on Carrying Out 
a Special Crackdown 
on “Private Servers” 
and “Cheating” (关于
开展对“私服,” “外挂”
专项治理的通知)  

Establishes an 
inventory, 
confiscation, and 
tracing system for 
network infrastructure.  

National Press 
and Publication 
Administration, 
MIIT, State 
Administration 
for Industry and 
Commerce, 
National 
Copyright 
Administration, 
National Anti-
Pornography and 
Illegal Work 
Group 

December 
18, 2003  

December 
18, 2003  

Notice Prohibiting the 
Broadcasting of 
Computer Online 
Game Programs (关于
禁止播出电脑网络游

戏类节目的通知)  

Institutes a “minor 
protection system” for 
underage users 
accessing online 
content.  

SARFT  April 12, 
2004  

April 12, 
2004  

Opinions of the 
National Copyright 
Administration on 
Whether Internet Cafés 
Should Bear Legal 
Responsibility for 
Downloading and 
Supporting “Cheating” 
(国家版权局关于网吧
下载提供“外挂”是否
承担法律责任的意见)  

Establishes rules on 
internet copyright 
protection as well as 
mechanisms to 
promote 
understanding of its 
attendant rules and 
prohibitions against 
deleting information.  

National 
Copyright 
Administration  

April 16, 
2004  

April 16, 
2004  

Notice on 
Strengthening the 
Content Review of 
Online Game Products 
(关于加强网络游戏产
品内容审查工作的通

知)  

Establishes a system 
for internet cultural 
business licensing 
applications, review, 
importation, etc.  

Ministry of 
Culture  

May 14, 
2004  

May 14, 
2004  

Suggestions on Further 
Strengthening and 
Improving Minors’ 
Ideologies and Morals 

Suggests ways to 
guide public opinion, 
purify the online 
environment, and 

National Press 
and Publication 
Administration  

May 31, 
2004  

May 31, 
2004  
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(关于进一步加强和改
进未成年人思想道德

建设的若干意见)  

strengthen 
management.  

Electronic Signature 
Act  
(电子签名法)  

Validates the 
authenticity of 
messages and 
establishes an 
electronic signature 
and authentication 
system.  

National 
People’s 
Congress 
Standing 
Committee  

August 28, 
2004 
(revised 
April 23, 
2019)  

April 23, 
2019  

Interpretation of 
Several Issues 
Concerning the 
Specific Application of 
Law in Criminal Cases 
Using the Internet, 
Mobile 
Communication, and 
Audio Channels to 
Produce, Duplicate, 
Publish, Sell, and 
Disseminate Obscene 
Digital Information (关
于办理利用互联网、

移动通讯终端、声讯

台制作、复制、出

版、贩卖、传播淫秽

电子信息刑事案件具

体应用法律若干问题

的解释)  

Includes the protection 
of minors’ online 
information in the 
scope of legal 
management.  

Supreme 
People’s Court  

September 
3, 2004  

September 
3, 2004  

Opinions on the 
Implementation of 
Information Security 
Levels Protection (关
于信息安全等级保护

工作的实施意见)  

Clarifies the 
principles, basic 
content, and division 
of functions of the 
information security 
tiered protection 
system.  

Ministry of 
Public Security, 
National 
Administration 
of State Secrets 
Protection, 
National 
Encryption 
Administration, 
State Council 
Informatization 
Work Office  

September 
15, 2004  

September 
15, 2004  
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Notice on the 
Purification of Online 
Games (关于净化网络
游戏工作的通知)  

Establishes rules to 
unify ideological work 
and “purify” the 
online games market.  

Ministry of 
Culture, MIIT  

June 9, 2005  June 9, 
2005 
(Expired 
August 
25, 2016)  

Regulation on 
Technical Measures for 
Internet Security 
Protection (互联网安
全保护技术措施规定)  

Regulates technical 
measures and methods 
for internet security 
protection.  

MPS  December 
13, 2005  

March 1, 
2006  

Opinions on Carrying 
out Information 
Security Risk 
Assessment Work (关
于开展信息安全风险

评估工作的意见)  

Information security 
risk assessment 
system.  

National 
Network and 
Information 
Security 
Coordination 
Group  

January 5, 
2006  

January 5, 
2006  

Internet Email Service 
Management Measure 
(互联网电子邮件服务
管理办法)  

Regulates the 
behaviors of internet 
email service 
providers.  

MIIT  March 30, 
2006  

March 30, 
2006  

Minor Protection Law 
(中华人民共和国未成
年人保护法)  

Stipulates the 
protection of minors in 
online activities.  

National 
People’s 
Congress 
Standing 
Committee  

December 
29, 2006  

June 1, 
2007  

Regulation on the 
Administration of 
Internet Audio-Video 
Program Services (互
联网视听节目服务管

理规定)  

Clarifies the 
responsibilities of 
national social 
organizations, 
establishes a business 
licensing system and 
copyright protection 
system for online 
audiovisual programs, 
clarifies the 
responsibilities of 
main funders and 

SARFT and 
MIIT  

December 
20, 2007 
(revised 
August 28, 
2015)  

August 
28, 2015  
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operators of business 
units, etc.  

Announcement on 
Regulating the Content 
Review and 
Declaration of 
Imported Online Game 
Products (关于规范进
口网络游戏产品内容

审查申报工作的公告)  

Requires applications 
for licenses, review, 
termination, and 
change of operating 
systems.  

Ministry of 
Culture  

April 24, 
2009  

April 24, 
2009  

Notice on 
Strengthening the 
Management of Online 
Currencies in Online 
Games (关于加强网络
游戏虚拟货币管理工

作的通知) 

Establishes strict 
market access rules, 
conducts risk 
prevention, and 
strengthens 
supervision.  

Ministry of 
Culture, Ministry 
of Commerce  

June 4, 2009  June 4, 
2009  

Reporting Guidelines 
for Online Game 
Virtual Currency 
Issuing Companies and 
Online Game Virtual 
Currency Trading 
Companies (网络游戏
虚拟货币发行企业, 网
络游戏虚拟货币交易

企业申报指南)  

Establishes reporting 
and processing rules 
for virtual currency in 
online games.  

Ministry of 
Culture  

July 20, 
2009  

July 20, 
2009  

Notice on Improving 
and Strengthening the 
Management of Online 
Game Content (关于改
进和加强网络游戏内

容管理工作的通知)  

Establishes a business 
work unit self-
regulation, game 
content supervision, 
and social supervision 
system.  

Ministry of 
Culture  

November 
13, 2009  

November 
13, 2009  

Measures for the 
Management of the 
Security Protection of 
Communication 
Networks (通信网络安
全防护管理办法)  

Implements a 
hierarchical system for 
the security protection 
of communication 
networks.  

MIIT  January 21, 
2010  

March 1, 
2010  
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Law on the 
Conservation of State 
Secrets (保守国家秘密
法)  

Incorporated classified 
information systems 
into confidentiality 
management and 
implemented a 
hierarchical protection 
system.  

National 
People’s 
Congress 
Standing 
Committee  

April 29, 
2010  

October 1, 
2010  

Interim Measures for 
the Management of 
Online Games (网络游
戏管理暂行办法)  

Establishes a business 
licensing, content 
review, self-
examination, virtual 
currency circulation 
prohibition system, 
and game operator 
corporate 
responsibility system.  

Ministry of 
Culture  

June 3 2010 
(revised 
December 
15, 2017)  

December 
15, 2017  

Decision of the 
Standing Committee of 
the National People’s 
Congress on 
Strengthening Network 
Information Protection 
(全国人民代表大会常
务委员会关于加强网

络信息保护的决定)  

Establishes rules to 
protect the privacy of 
personal information 
and ensure the 
responsibility of 
internet service 
providers.  

National 
People’s 
Congress 
Standing 
Committee  

December 
28, 2012  

December 
28, 2012  

Judicial Interpretation 
on Certain Issues 
Concerning the 
Application of Law in 
handling Criminal 
Cases of Defamation 
and other Acts through 
Information Networks 
(关于办理利用信息网
络实施诽谤等刑事案

件适用法律若干问题

的解释) 

Establishes the “500 
reposts or 5,000 
views” rule for 
holding individuals 
criminally responsible 
for “rumors” or 
defamatory content 
online.  

Supreme 
People’s Court 
and Supreme 
People’s 
Procuratorate 

September 
6, 2013 

September 
10, 2013 

Interim Provisions on 
the Development and 
Management of Instant 
Messaging Tools 
Public Information 
Services (即时通信工
具公众信息服务发展

管理暂行规定)  

Places CAC in charge 
of coordinating and 
guiding the 
development and 
management of public 
information services 
for instant messaging. 
Requires instant 

CAC  August 7, 
2014  

August 7, 
2014  
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messaging tool service 
providers to 
implement their 
security management 
responsibilities. 
Requires users to 
register for accounts 
after passing real 
identity information 
authentication.  

Notice of the State 
Council on Authorizing 
the Cyberspace 
Administration of 
China Responsibility 
for Managing Internet 
Information Content 
(国务院关于授权国家
互联网信息办公室负

责互联网信息内容管

理工作的通知)  

Grants CAC 
responsibility for the 
management of 
internet information 
content nationwide 
and makes it 
responsible for the 
supervision, 
management, and law 
enforcement of 
internet information 
content.  

State Council  August 28, 
2014  

August 
28, 2014  

Provision on the 
Management of 
Internet User Account 
Names (互联网用户账
号名称管理规定)  

Places CAC in charge 
of the registration of 
internet user account 
names nationwide and 
requires service 
providers to supervise 
and manage the 
registration and use of 
internet user account 
names.  

CAC  February 4, 
2015  

March 1, 
2015  

Regulations on the 
Management of the 
Release of Information 
on Online Dangerous 
Goods (互联网危险物
品信息发布管理规定)  

Prohibits users from 
publishing information 
about dangerous goods 
online and mandates 
that businesses that 
operate internet 
information services 
must apply for a 
business license.  

CAC  February 
16, 2015  

March 1, 
2015  

Internet News 
Information Service 
Unit Interviews 
Regulation (互联网新

CAC is required to 
establish an interview 
system for internet 
news information 
service units.  

CAC  April 28, 
2015  

June 1, 
2015  
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闻信息服务单位约谈

工作规定)  

National Security Law 
(国家安全法)  

Stipulates that the 
country should build a 
network and 
information security 
system to safeguard 
national cyberspace 
sovereignty, security, 
and development 
interests.  

National 
People’s 
Congress 
Standing 
Committee  

July 1, 2015  July 1, 
2015  

Decision on Amending 
Some Regulations and 
Regulatory Documents 
(关于修订部分规章和
规范性文件的决定)  

Clarifies various 
regulations pertaining 
to network content.  

SAPPRFT August 28, 
2015  

August 
28, 2015  

Internet Information 
Search Service 
Management 
Regulation (互联网信
息搜索服务管理规定)  

Implements rules on 
the responsibilities of 
information security 
management systems, 
including information 
review, public 
information real-time 
inspection, emergency 
response, and personal 
information 
protection.  

CAC  June 25, 
2016  

August 1, 
2016  

Mobile Internet 
Application Program 
Information Service 
Management  
Regulation (移动互联
网应用程序信息服务

管理规定) 

Improves information 
content audit 
management of 
internet app store 
service providers.  

CAC  June 28, 
2016  

August 1, 
2016  

Internet Live Streaming 
Services Management 
Regulations (互联网直
播服务管理规定)  

Distinguishes between 
live streaming and 
reposting 
responsibilities; 
establishes a credit 
rating management 
system for internet 
live streamers and 
responsibilities for live 

CAC  November 
4, 2016  

December 
1, 2016  
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streaming service 
providers.  

Cybersecurity Law (网
络安全法)  

Establishes rules for 
the security of key 
information 
infrastructure 
operators, internet 
information security 
detection, early 
warning, and 
emergency response 
systems.  

National 
People’s 
Congress 
Standing 
Committee  

November 
7, 2016  

June 1, 
2017  

General Principles of 
Civil Law (民法总则)  

Clarifies that data and 
virtual property are 
civil objects and are 
transferable and 
inheritable.  

National 
People’s 
Congress  

March 15, 
2017  

October 1, 
2017  

Regulation on the 
Administration of 
Internet News 
Information Services 
(互联网新闻信息服务
管理规定)  

Grants CAC 
responsibility for the 
supervision, 
management, and law 
enforcement of 
internet news 
information services 
nationwide. It also 
stipulates that internet 
news information 
services must “serve 
the people, socialism, 
adhere to the correct 
direction of public 
opinion, and promote 
the formation of a 
positive, healthy, and 
positive network 
culture, safeguarding 
national interests and 
public interests.”  

CAC  May 2, 2017  June 1, 
2017  

Regulation on 
Administrative Law 
Enforcement 
Procedures for the 
Management of 
Internet Information 
Content (互联网信息

Mandates the 
establishment of an 
administrative law 
enforcement 
supervision system for 
internet content.  

CAC  May 2, 2017  June 1, 
2017  
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内容管理行政执法程

序规定)  

Internet News 
Information Services 
Licensing Management 
Implementation Rules 
(互联网新闻信息服务
许可管理实施细则)  

Requires a news 
information service 
license to provide 
internet news 
information services to 
the public through 
websites, apps, 
forums, blogs, etc.  

CAC  May 22, 
2017  

June 1, 
2017  

National Intelligence 
Law (国家情报法) 

Mandates all citizens 
and organizations 
must support and 
cooperate with state 
intelligence efforts, 
granting broad 
authority to agencies 
like the MSS to 
conduct surveillance 
and gather data both 
domestically and 
abroad. 

National 
People’s 
Congress 
Standing 
Committee 

June 27, 
2017 

June 27, 
2017 

Measures for the 
Administration of 
Internet Domain 
Names (互联网域名管
理办法)  

Establishes a system 
on domain name 
services, operations, 
maintenance, 
supervision, and 
management.  

MIIT  August 24, 
2017  

November 
1, 2017  

Internet Forum 
Community Services 
Management 
Regulations (互联网论
坛社区服务管理规定)  

Grants CAC 
responsibility for the 
supervision, 
management, and law 
enforcement of 
internet forum 
community services 
nationwide.  

CAC  August 25, 
2017  

October 1, 
2017  

Internet User Public 
Account Information 
Service Management 
Regulations (互联网用
户公众账号信息服务

管理规定)  

Grants CAC 
responsibility for the 
supervision, 
management, and law 
enforcement of public 
account information 
services for internet 
users nationwide and 
stipulates that public 

CAC  September 
7, 2017 
(updated 
January 22, 
2021)  

February 
22, 2021  
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account information 
service platforms and 
public account 
producers and 
operators shall “adhere 
to correct public 
opinion guidance and 
value orientation.”  

Internet Group 
Information Service 
Management 
Regulations (互联网群
组信息服务管理规定)  

Grants CAC 
responsibility for the 
supervision, 
management, and law 
enforcement of 
internet group 
information services 
nationwide and 
stipulates that internet 
group information 
service providers and 
users should “adhere 
to the correct 
orientation, promote 
socialist core values, 
cultivate a positive 
and healthy internet 
culture, and maintain a 
good internet 
ecology.”  

CAC  September 
7, 2017  

October 8, 
2017  

Management Measures 
for Content 
Management 
Practitioners of Internet 
News Information 
Service Units (互联网
新闻信息服务单位内

容管理从业人员管理

办法)  

Stipulates that CAC is 
responsible for the 
planning and guidance 
of the education and 
training of employees 
of internet news 
information service 
units nationwide and 
the supervision and 
inspection of their 
employment.  

CAC  October 30, 
2017  

December 
1, 2017  

Regulations on the 
Management of 
Security Assessments 
for New Technologies 
and New Applications 
of Internet News 
Information Services 

Stipulates that CAC 
shall organize and 
carry out security 
assessments of new 
technologies and new 
applications of internet 

CAC  October 30, 
2017  

December 
1, 2017  
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(互联网新闻信息服务
新技术新应用安全评

估管理规定)  

news information 
services.  

Decision of the 
Ministry of Culture on 
Abolishing and 
Amending Some 
Departmental 
Regulations (文化部关
于废止和修改部分部

门规章的决定)  

Clarifies existing 
intradepartmental 
network content 
regulations.  

Ministry of 
Culture  

December 
15, 2017  

December 
15, 2017  

Weibo Information 
Service Management 
Regulation (微博客信
息服务管理规定)  

Mandates that Weibo 
service providers 
should establish and 
improve a rumor-
refuting mechanism 
and should proactively 
take measures to 
refute rumors if they 
find that microblog 
service users publish 
or spread rumors or 
false information.  

CAC  February 2, 
2018  

March 20, 
2018  

Law on the Protection 
of Heroes and Martyrs 
(英雄烈士保护法)  

Mandates CAC shall 
encourage and support 
the creation, 
production, and 
publicity of the deeds 
of heroes and martyrs 
and declares that it is 
prohibited to distort, 
vilify, blaspheme, or 
deny the deeds and 
spirit of heroes and 
martyrs.  

National 
People’s 
Congress 
Standing 
Committee  

April 27, 
2018  

May 1, 
2018  

Regulation on the 
Security Assessment of 
Internet Information 
Services with Public 
Opinion Attributes or 
Social Mobilization 
Ability (具有舆论属性
或社会动员能力的互

联网信息服务安全评

估规定)  

Internet information 
service providers with 
public opinion 
attributes or social 
mobilization 
capabilities are 
required to conduct 
security assessments.  

CAC  November 
15, 2018  

November 
30, 2018  
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Counterterrorism Law 
(反恐怖主义法)  

CAC is required to 
carry out targeted 
antiterrorism 
propaganda and 
education; telecom 
operators and ISPs 
must provide technical 
support and assistance 
to public security and 
national securities 
agencies to prevent 
and investigate 
terrorist activities.  

National 
People’s 
Congress 
Standing 
Committee  

April 27, 
2018 
(Revised)  

April 27, 
2018 
(Revised)  

Procuratorate Law (人
民检察院组织法) 

Allows procuratorates 
to file lawsuits against 
internet platforms that 
fail to curb illegal 
content that affects 
“national interests or 
public welfare.” 

National 
People’s 
Congress 
Standing 
Committee 

July 1, 1979 
(Original); 
October 26, 
2018 
(Revised) 

March 1, 
2019 
(Revised) 

Regulation on the 
Administration of 
Blockchain Information 
Services (区块链信息
服务管理规定)  

Stipulates that CAC is 
responsible for the 
supervision, 
management, and law 
enforcement of 
blockchain 
information services 
nationwide. It further 
stipulates that 
blockchain 
information service 
providers should 
implement 
information content 
security.  

CAC  January 10, 
2019  

February 
15, 2019  

Regulation on the 
Management of 
Internet Audio and 
Video Information 
Services (网络音视频
信息服务管理规定)  

Stipulates that CAC, 
culture and tourism, 
and radio and 
television departments 
at all levels shall carry 
out the supervision 
and management of 
online audio and video 
information services, 
and that providers and 
users shall “adhere to 

CAC  November 
18, 2019  

January 1, 
2020  
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the correct political 
direction, public 
opinion guidance and 
value orientation, 
promote socialist core 
values, and promote 
the formation of a 
positive, healthy, 
upward, and good 
internet culture.”  

Regulation on the 
Ecological Governance 
of Internet Information 
Content (网络信息内
容生态治理规定)  

Encourages producers 
of online information 
content to publish 
information that 
promotes Xi Jinping 
Thought and Party line 
policies and forbids 
the publication of 
illegal information that 
endangers national 
security, undermines 
national unity, 
damages national 
honor or interests, 
spreads rumors, or 
disrupts economic and 
social order, etc.   

CAC  December 
15, 2019  

March 1,  
2020  

Civil Code (中华人民
共和国民法典) 

Governs civil rights 
and obligations across 
areas such as property, 
contracts, personality 
rights (including 
privacy), marriage, 
inheritance, and tort 
liability, serving as the 
foundational statute 
for private law in 
China. 

National 
People’s 
Congress 
Standing 
Committee 

May 28, 
2020 

January 1, 
2021 
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Civil Procedure Law 
(中华人民共和国民事
诉讼法) 

Adds new article 
permits procuratorates 
to initiate civil or 
administrative 
lawsuits in cases 
involving 
environmental 
protection, consumer 
rights, or public data 
security, when public 
interests are harmed. 

National 
People’s 
Congress 
Standing 
Committee 

April 9, 
1991 
(Original); 
December 
24, 2021 
(Revised) 

January 1, 
2022 
(Revised) 

Internet Information 
Service Algorithm 
Recommendation 
Management 
Regulations  
(互联网信息服务算法
推荐管理规定)  

Grants CAC 
responsibility for 
governance, 
supervision, and 
management of 
national algorithm 
recommendation 
services. Stipulates 
that algorithm 
recommendation 
service providers shall 
“not use algorithm 
recommendation 
services to endanger 
national security and 
social public interests, 
disrupt economic and 
social order, or spread 
bad information.”  

CAC  December 
31, 2021  

December 
31, 2021 

Provisions on the In-
Depth Synthesis 
Management of 
Internet Information 
Services (互联网信息
服务深度合成管理规

定)  

Grants CAC 
responsibility for 
coordinating the 
governance, 
supervision, and 
management of deep 
synthetic services 
across the country. It 
also bans the use of 
deep synthesis 
services (deepfakes) to 
engage in activities 
that damage the 
country’s image or 
infringe on social and 
public interests.  

CAC  November 
25, 2022  

January 
10, 2023  
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Provisions on 
Administrative Law 
Enforcement 
Procedures of 
Cyberspace Affairs 
Departments (网信部
门行政执法程序规定)  

Mandates that CAC 
shall establish an 
administrative law 
enforcement 
supervision system 
and strengthen law 
enforcement 
capabilities.  

CAC  March 18, 
2023  

June 1, 
2023  

Provision on the 
Governance of Internet 
Violent Information 
(Draft for Comments 
(网络暴力信息治理规
定征求意见稿)  

Mandates that ISPs are 
required to strengthen 
the management of 
internet user account 
and delete, block, 
disconnect, and 
restrict the 
dissemination of 
online violent 
information.  

CAC  July 7, 2023   

Interim Measures for 
the Management of 
Generative AI Services 
(生成式人工智能服务
管理暂行办法)  

Regulates the use of 
generative artificial 
intelligence 
technology to provide 
services that generate 
text, pictures, audio, 
video, and other 
content to the public 
within the territory of 
the People’s Republic 
of China.  

CAC  July 13, 
2023  

August 
15, 2023  

App Store Regulations 
and Removal of 
Foreign Apps （APP
审核指南） 

Requires all mobile 
apps to obtain an 
Internet Content 
Provider filing to be 
listed in Chinese app 
stores, which results 
several foreign apps, 
including WhatsApp 
and Telegram were 
officially removed for 
non-compliance. 

MIIT March 31, 
2024 

March 31, 
2024 

Law of Guarding State 
Secrets (保守国家秘密
法) 

Expands the scope of 
what constitutes a 
state secret, 
emphasizing data 
security and 
confidentiality. 

National 
People’s 
Congress 
Standing 
Committee 

May 1, 2024 
(Revised) 

May 1, 
2024 
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The State Capitalism 

 China’s evolving model of digital communication and media censorship cannot be fully 

understood without situating it within the broader framework of its state capitalist political 

economy. While those administrative departments, such as the CAC, the MPS, and the MIIT, 

enforce content control, infrastructure regulation, and cybersecurity mandates, their operations 

are deeply embedded within the strategic logic of the CCP’s model of governance (Tang, 2016). 

This logic is grounded in the form of State Capitalism, where nominally private technology 

companies are structurally subordinated to state authority through regulatory pressure, party 

committee integration, and equity-based ownership mechanisms (MacKinnon, 2011; Huang, 

2008). Through the laws and regulations we discussed in the previous section, we know that the 

government not only controls digital infrastructure but also institutionalizes political conformity 

across the corporate sphere. As such, digital governance in China serves as a key mechanism for 

integrating political oversight into market operations, thereby blurring the line between public 

authority and private enterprise. To understand the relationship between the state and the 

technology sector, it is necessary to examine the mechanics of China’s unique economic model.  

What is China’s State Capitalism  

Regulations on 
Network Data Security 
Management (网络数
据安全管理条例) 

Provides detailed 
guidelines for 
implementing the 
other key laws 
regarding 
cybersecurity. 

State Council January 1, 
2025 

January 1, 
2025 

Internet User Identity 
Authentication 
Measures (互联网用户
身份认证管理办法) 

Proposes a unified 
digital identity system 
for internet users, 
aiming to strengthen 
real-name registration 
and accountability 
online. 

MPS and CAC February 1, 
2025 (Draft) 

TBA 



 176 

 China’s state capitalism refers to an economic system in which the government plays a 

central role in directing economic activity while allowing private enterprises to exist and 

compete. In this context, China’s state capitalism works as a hybrid model, where the 

government uses regulatory, financial, and policy tools to promote domestic champions in 

strategic sectors while demanding political obedience (Bremmer, 2009). Unlike the classical 

socialist central planning and Western neoliberal capitalism, China’s state capitalism is 

characterized by pragmatic governance, where the CCP retains control over the commanding 

heights of the economy, including energy, finance, telecommunications, and digital 

infrastructure, while allowing a vibrant private sector to flourish within carefully defined 

parameters. This hybrid model is deeply intertwined with the CCP’s broader vision of national 

rejuvenation (中华民族伟大复兴), with emphases on technological sovereignty, social stability, 

and ideological control (Xinhua, 2017). 

 The conceptual foundation of China’s state capitalism is rooted in Deng Xiaoping’s Post-

1978 Reform, particularly in the notion of “Socialism with Chinese Characteristics” (中国特色

社会主义) (Global Times, 1992). This formulation provided ideological flexibility to incorporate 

market mechanisms while maintaining the CCP’s one-party control rule. Under Xi Jinping’s 

administration, the model has even hardened, emphasizing the “organic unity” of the CCP and 

the market, where even the most successful and influential private firms operating in the global 

sphere are expected to “Listen to the Party, and Follow the Party” (听党话，跟党走) (Xinhua, 

2018). A newly developed equity-based ownership mechanism in this state capitalism is the 

Golden Shares. Government agencies acquire a small portion of stakes, typically less than 1%, in 

major tech companies, such as ByteDance, Alibaba, and Tencent. These shares, typically 

symbolic in financial terms, grant the government decision-making power over matters such as 
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board appointments or content control policies. This ownership structure formalizes the CCP’s 

direct influence over ostensibly private firms and secures alignment with political priorities.  

Fostering National Digital Champions 

 China’s state capitalism model comes into sharp relief in the state’s proactive nurturing of 

national digital champions. As part of its broader ambition to secure technological self-reliance 

and strategic autonomy, China has institutionalized a coordinated effort to elevate domestic 

technology firms.  

 Beginning in the early 2000s, the Chinese government took active steps to promote 

homegrown companies while restricting access to foreign competitors. Major digital platforms, 

including YouTube, Facebook, and Twitter, were blocked, leading to the emergence of domestic 

alternatives such as Baidu (search engine), Tencent (messaging), and Alibaba (e-commerce). This 

fostering was not incidental but driven by formal policy design. A government-issued document, 

“Medium- and Long-Term Plan for the Development of Science and Technology (2006–2020),” 

emphasized the notion of “indigenous innovation” (自主创新) as a national priority. This 

developing strategy later elevated to a next level––under Xi’s leadership, the CCP presented the 

ideas of “Made in China 2025” (中国制造 2025) and “Internet Plus” (互联网+), which further 

framed digital innovation as integral to economic modernization and state power (McBride & 

Chatzky, 2019). Xi’s ambitions were reinforced through regulatory instruments, government 

subsidies, strategic acquisitions, and protected markets. In this process, Chinese tech companies 

operate within the protected digital ecosystem where they enjoy the regulatory advantages 

unavailable to the foreign competitor while being embedded in the broader notion we discussed 

earlier––the “cyber sovereignty.”  
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Corporate Growth with Governmental Support 

 From this point, it becomes clear that the success of national digital champions was not 

merely a product of market forces but the result of a deliberated government-led growth strategy. 

 These nationally leading companies benefited from a range of advantages provided by the 

government-supported system. These include: 

• Regulatory protection from foreign competition 

• Preferential treatment in IPOs, financing, and procurement 

• Access to government contracts and national infrastructure 

• Symbolic legitimacy as a tool of national development 

In many cases, growth trajectories of Chinese tech firms were orchestrated through close party–

business relationships. For example, Tencent’s rise in the mobile social media space is supported 

by policies that integrated WeChat into public services such as health codes, tax payments, and 

citizen identification. Alibaba’s growth in e-commerce and fintech was reinforced through state 

facilitation of digital payment infrastructure (Knockel, et al., 2020). Operating in the state 

capitalism system, tech companies navigate between the market-driven innovation and political 

constraint, which produces a unique corporate subjectivity––a company’s success depends not 

only on user growth or profitability but also on aligning closely with the party’s goals and 

directives.   

The Compliance Bargain 

 In exchange for the government support, China’s information and technology 

corporations are expected to perform essential political functions we discussed in the censorship 

mechanisms section, including content moderation, user surveillance, and algorithmic agenda 

setting. Using those most popular/successful platforms as examples, Tencent routinely scans 
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private messages and group chats on WeChat for politically sensitive content (Knockel, et al., 

2020); Baidu actively suppresses search results related to politically sensitive topics; and, 

ByteDance uses AI to curate content aligned with official ideology (King, Pan, & Roberts, 2013).  

 It is worth mentioning again that corporate compliance is not purely coercive, but rather 

formalized through regulatory laws and policies. Many large tech companies even have 

established internal communist party committees and maintain compliance offices that liaise 

directly with the CCP cyber regulatory departments, such as the CAC. These internal structures 

serve to embed the CCP’s authority within the architecture of private firms, effectively blurring 

the line between corporate governance and political obedience. 

The Global Implications 

 Taken together, China’s state capitalism model is not simply a domestic economic 

strategy; rather, it is a form of governance that fuses market dynamism with authoritarian 

control. Giant tech corporations like Tencent, Baidu, Alibaba, and ByteDance are not merely 

commercial entities; they are instruments of the CCP’s broader project to maintain regime 

stability, extend ideological control, and assert global technological leadership.  

To be more specific, China’s state capitalism demonstrates that authoritarian governance 

can be compatible with rapid technological innovation, directly challenging the liberal theories 

of modernization. At the same time, the model that works successfully in China offers a template 

for other authoritarian regimes seeking to control digital discourse without stifling economic 

dynamism. Moreover, the global expansion of these Chinese tech companies, especially through 

investments in Southeast Asia, Africa, and Latin America, raises concerns about the transnational 

diffusion of censorship and surveillance practices. TikTok, a social media platform owned by 

ByteDance, for example, has been scrutinized in the United States for content moderation 
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policies that echo the CCP’s regulation (Freedom House, 2023). Huawei’s involvement in global 

5G infrastructure has also provoked fears about potential data sovereignty and geopolitical 

dependencies. 

At the normative level, China’s state capitalism model poses a challenge to global 

internet governance. Its insistence on cyber sovereignty and party-centric regulation counters the 

West claimed belief of economic openness leading to political liberalization. The Chinese model 

rests on a foundational bargain––private firms may innovate, compete, and expand, but only 

insofar as they serve the strategic objectives of the CCP. As those Chinese tech giants become 

more and more influential globally, questions arise about the future of digital rights, data privacy, 

and information integrity.  

 

Conclusion 

This chapter examines the “how” and “why” of Chinese communication and media 

censorship in the digital age, demonstrating that censorship in China is neither incidental nor 

superficial, it is structurally embedded and ideologically driven. Through document and 

discourse analysis of state policies, regulatory frameworks, and technological infrastructures, this 

chapter shows how censorship functions as a core governance mechanism, serving both domestic 

imperatives and geopolitical ambitions. 

The “how” is revealed through the analysis of layered mechanisms such as the Great 

Firewall, keywork filtering, real-name registration, content moderation, and platform 

governance––each meticulously designed to monitor and shape the digital public sphere. The 

“why” lies in the CCP’s goal of consolidating ideological control, maintaining social order, and 

promoting a model of cyber sovereignty that resists foreign influence while fostering homegrown 
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tech champions. Censorship is not merely about restriction; it is about constructing a parallel 

digital ecosystem aligned with national values and party legitimacy.  

Ultimately, this chapter contributes to a deeper understanding of digital authoritarianism 

by situating China’s media governance within the broader context of the political economy of 

communication. It underscores the importance of analyzing not only the tools of control but the 

narratives and discourses that legitimize them. As global debates on internet governance 

intensify, the study of China offers both a cautionary tale and a critical site of inquiry for scholars 

of media, power, and statecraft in the digital age.   
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CHAPTER VI 

TENCENT: SUCCEEDING THROUGH CHINESE COMMUNICATION  

AND MEDIA CENSORSHIP 

 

As discussed in Chapter IV, over the years of development and expansion, Tencent has grown to 

be more than just a Chinese internet company, becoming an influential tech corporation 

providing digital services on diverse platforms in the global market. In Chapter V, this study 

examines Chinese digital communication and media censorship in great detail, covering its 

technological infrastructure, legal mandates, political ideology, and state-private collaboration. In 

this chapter––Chapter VI, the aim is to address the third research question: What is Tencent’s 

role in China’s communication and media censorship system? In doing so, it explores how 

Tencent has illustrated state capitalism by blurring the boundaries between corporate autonomy 

and political obedience over the years. In other words, how Tencent thrives by enforcing 

censorship, facilitating surveillance, and promoting an ideological narrative on its services and 

platforms, thereby serving the CCP’s political and economic interests.  

Relationship Dynamics Between Tencent and the CCP 

 Tencent’s trajectory from a startup running a single service/production––QQ to a core 

pillar of China’s digital landscape dominating diverse digital platforms on the world stage 

exemplifies the evolving relationship between Chinese private enterprises and the CCP. Over the 

years, the relationship between Tencent and the CCP, that is, Tencent’s role in China, has shifted 

from a private actor to a state-structural subordination, or even a censorship enforcer, reflecting 

the CCP’s state capitalism model, where political loyalty is inseparable from corporate success. 
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Private Origins within a Controlled Liberalization Framework, 1998–2009 

 Discussed in Chapter IV, Tencent’s formation coincided with the post-1992 acceleration 

of Deng Xiaoping’s Reform and Opening-up policy, especially in southern China’s Special 

Economic Zones, in which Tencent’s headquarters is located. As part of the CCP’s post-1990s 

strategy of controlled liberalization, where private innovation was encouraged but political 

compliance was strictly enforced, these zones were designed to serve as laboratories for market-

oriented reforms while remaining politically subordinate to the centralized authority of the CCP 

(Naughton, 2007). In the early 2000s, Tencent further benefited from a regulatory environment 

that provided protection, especially after the CCP’s decision to block or limit access to major 

foreign competitors, such as AOL Messenger, MSN, and later Facebook and WhatsApp 

(Creemers, 2017), and to foster national digital champions (McBride & Chatzky, 2019). All these 

provided Tencent the best possible environment to grow and scale its user base domestically 

without facing significant international competition. Hence, Tencent’s thrive cannot be viewed in 

isolation from this protective and highly managed digital environment. As mentioned in the 

earlier chapter about Tencent’s corporate structure, the company’s status as a private business 

was supported by its VIE structure—a legal workaround commonly used by Chinese 

corporations aiming to attract foreign investment while circumventing restrictions on foreign 

ownership in sectors considered sensitive by the CCP, such as telecommunications and media. 

During this period, consistent with Deng Xiaoping’s developmental pragmatism, the CCP 

viewed these emerging companies like Tencent primarily as an engine of modernization (Zhao, 

2021). Due to this mutual benefit, the regulatory regime at the time focused more on market 

growth than ideological control, with censorship mechanisms largely reactive and localized 

(MacKinnon, 2011).  
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Strategic Alignment and More Political Responsibility, 2009–2015 

 The balance between entrepreneurial independence and limited political intrusion in 

China broke down in 2009 due to the Urumqi Riots23. The riots marked a seminal moment when 

the CCP recognized the power of social media and its potential to undermine the CCP’s 

ideological control and further threaten the regime (Bandurski, 2014). Since then, the CCP 

shifted its perception of digital platforms like WeChat and redefined cyberspace as a political 

battlefield. It was during this period that Tencent developed into a conglomerate spanning social 

communication, gaming, fintech, entertainment, and cloud infrastructure. Its business expansion 

made Tencent indispensable to both China’s digital economy and social governance system, but 

at the same time, necessitated more political alignment and technical cooperation (Knockel et al., 

2020)   

In 2014, Xi Jinping’s administration established the CAC, marking a turning point in the 

CCP's elevation of internet control to a national security priority. As the CCP turned increasingly 

toward regulatory consolidation, informatization of governance, and centralized control over 

public opinion (Creemers, 2017; Brady, 2008), Tencent was forced to start the transition from a 

private platform operator to a proactive regime supporter with rising political responsibilities, 

including filtering out sensitive content and correcting public opinion on its platforms. 

The CCP’s Structural Subordination, 2015–present 

 Since the creation of the CAC, cyberspace governance has been embedded into the CCP’s 

top-level administrative architecture. And as examined in the previous chapter of this study, led 

by the CAC, several key laws regarding China’s cybersecurity were issued and became effective 

 
23 Started on July 5, 2009, a series of violent riots lasted for a few days happened in Urumqi, Xinjiang Uyghur 
Autonomous Region. The CCP claimed that the riots were planned on social media from abroad by the leader of the 
World Uyghur Congress, Rebiya Kadeer (Buckley, 2009). 
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in the following years. These laws, including The Cybersecurity Law (2017), the Data Security 

Law (2021), and the Personal Information Protection Law (2021), not only set the legal and 

ideological framework for China’s communication and media censorship in the digital age, but 

also deepened tech companies like Tencent’s censoring role in its regulation system. To further 

increase government control, the CCP has implemented two additional methods of influencing 

the behavior of private companies, thereby blurring the line between the private sector and the 

government. These two are embedding party authority into the corporate structure and the 

acquisition of “golden shares,” which are discussed in the following section.  

Party Integration 

 In 2018, the revised version of China’s Company Law specifically required all companies 

in China to establish an internal CCP committee: 

 Company Law of the PRC, 2018 Revision  

Article 19  In a company, the Chinese Communist Party may, in accordance with the 
Constitution of the Communist Party of China, establish a Party organization to carry out 
Party activities. The company shall provide the necessary conditions for the activities of 
the Party organization. 

While this language may appear permissive, in practice, under Xi’s administration, this has 

evolved into a stronger expectation that Party committees not only exist in state-owned 

enterprises (SOEs) but also in private and foreign-invested corporations, especially in those 

sectors deemed strategic and sensitive, such as tech, media, and finance (Qin, Stromberg, & Wu, 

2022). Moreover, the internal Party committees are not merely symbolic; they actively 

participate in major corporate decision-making, influence personnel decisions, review content 

moderation policies, and ensure the company’s strategic direction remains consistent with the 

CCP doctrine (Chen & Qiang, 2022). As a result, all large Chinese companies, including private 
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technology giants such as Tencent, Alibaba, Baidu, and ByteDance, have established internal 

Party committees that play an important role in their company management.  

 To Tencent, the formal establishment of a CCP Party committee within the company 

occurred in 2016, even before Xi’s administration made it a legal requirement. As in 2018, 

Tencent publicly acknowledged that it had multiple internal Party branches operating within the 

company, reflecting its efforts to align with the CCP’s expectations for ideological loyalty and 

political stability (Tencent, 2018). Tencent’s effort in forming its internal Party committee and 

having it engaged in hiring, ideological education, political compliance, and content alignment 

(Qiu, 2017) reflects Tencent’s dual corporate subjectivity––it is simultaneously a profit-oriented 

enterprise and a political subsidiary of the CCP. In other words, Tencent’s compliance with Party 

integration requirement illustrates how corporate governance in China is uniquely hybridized––it 

is market-driven on the surface but politically subordinated in structure. 

Golden Shares 

 Perhaps more importantly, in the 2020s, the CCP began implementing more mechanisms 

to tighten control over companies like Tencent, which host vast amounts of personal data and 

wield substantial influence over online content and economic activity (Xie & Peng, 2023). First 

introduced by the CCP in 2013, the Golden Share mechanism was implemented to enhance 

control over state media. Later, the government utilized this mechanism to exert control over a 

company despite holding only a nominal share, thereby deviating from the traditional “one share, 

one vote”24 principle (Sun, 2024). A “golden share” was reported acquired by a state-backed 

 
24 “One share, one vote” refers to a governance system in which shareholders’ voting power is directly proportional 
to the number of shares they hold, ensuring that financial ownership and control rights are aligned (La Porta, Lopez-
de-Silanes, & Shleifer, 1999). 
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entity25 in a key Tencent subsidiary––Tencent’s Beijing News/Content––in 2021 (Bloomberg, 

2023). Discussed in Chapter V, the golden share stake is symbolic in financial terms, typically 

1% or less, but carries special rights, including the power to appoint a board member and 

influence key decisions related to content moderation, data governance, and strategic operations 

(Zhang, 2023). The golden share arrangement aligned with the CCP’s broader strategy of Party 

integration by securing direct governance levers within tech companies (Qin & Huang, 2022), 

which increasingly blurred the boundary between the CCP and private actors.  

In Tencent, the golden share serves multiple CCP objectives: 

• Content control: Tencent owns WeChat and QQ––two of the largest social platforms in 

China. Golden shares allow the CCP to directly oversee censorship policies regarding the 

operation on WeChat and QQ, thereby reducing reliance on external regulatory 

enforcement. 

• Data security: The golden share mechanism ensures Tencent’s compliance with the CCP’s 

data-related laws for data sovereignty and national security. 

• Political embedding: The golden share reflects a new era in which government cells in 

private companies are no longer symbolic but exercise real influence, reinforcing the 

“two-way fusion” of public and private governance (Lin & Zhang, 2022). 

The term “golden shares” is not explicitly named in any Chinese national law. However, 

the legal and policy framework that enables and legitimizes the golden shares practice is derived 

from several laws and regulations related to state ownership, data governance, and strategic 

industries. The mechanism is implemented informally under the umbrella of state capitalism 

 
25 A state-backed entity in China refers to an organization that directly owned, controlled, funded, or heavily 
influenced by the Chinese central or local government, or the CCP. 
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reform and digital governance, guided by their related policy documents and regulatory authority 

actions.  

Internal Party Committee vs Golden Shares 

 While embedding Party committees and golden shares are both tools used by the CCP to 

assert control over private companies, they present some differences in legal basis, structure, 

scope of influence, and implementation methods. See the following table: 

Aspect Internal Party Committee Golden Share 

Legal Basis 
Required by several CCP laws 
and policies, such as the 
Company Law (2018 Revision). 

Not based on a specific law, but backed by 
state capitalism policies and regulatory 
practices. 

Ownership 
Structure 

No equity ownership involved; 
purely organizational and 
political. 

Typically a 1% or less equity stake held 
by state-owned entities. 

Control 
Mechanism 

The internal committees influence 
company personnel decision and 
other operational decision-
making. 

The share may grant board seats, veto 
rights, and influence over strategic 
decisions. 

Scope of 
Influence 

Often focused on ideological 
compliance, Party loyalty, 
internal personnel decision, and 
general oversight. 

Focused on data governance, content 
regulation, algorithm transparency, 
security, and national interests. 

Visibility Internal to the company, often not 
disclosed publicly. 

Involves formal filings, visible on 
corporate registration documents. 

Typical 
Implementers 

CCP organizational department, 
sometimes local Party offices. 

State-owned capital management entities.  

Targeting 
Companies 

Required in all companies by law. Selectively implemented in strategic and 
sensitive digital platforms (e.g., Tencent, 
Alibaba, Baidu, ByteDance). 

Nature of 
Power 

Political, embedded in corporate 
culture and governance. 

Legal and financial, codified in 
shareholder rights agreements. 

Goal 
Ensure the company aligns with 
the CCP principles and 
objectives. 

Ensure compliance with regulatory 
mandates and provide direct state 
leverage. 

 

To sum up, these two mechanisms coexist in many strategic tech firms, like Tencent, while the 

Party Committee works internally to supervise corporate culture and personnel decisions, the 



 189 

golden share provides external legal control and may allow state-backed entities to formally 

intervene in board-level decisions.  

Tencent––Battlefront Enforcer of Chinese Censorship System 

 From the previous analysis, we can infer that Tencent does not merely function as a 

private company within a highly regulated political environment; rather, it plays an essential part 

in the CCP’s state-controlled digital ecosystem, where all media, internet, and communication 

services align with and serve government oversight. Tencent is structurally embedded within 

China’s surveillance and content-control regime, with vast market penetration across its diverse 

platforms, including social media, news, entertainment, financial technology, and AI cloud 

infrastructure. Through a combination of proactive moderation, algorithmic filtering, and real-

time data sharing mechanisms, Tencent effectively demonstrates how China’s state capitalism 

integrates private innovation with political compliance. In other words, by aligning its operations 

with the CCP’s ideological and political agenda, Tencent becomes a central enforcer of China’s 

digital censorship regime. Next, I will examine how Tencent enforces censorship on its diverse 

platforms and services.  

Real-time Censorship on Social Media Platforms 

 As introduced in the Core Products Expansion section of this study, Tencent’s flagship 

social media platforms, WeChat and QQ, have been developed into the dominant social and 

economic infrastructure for digital life in China. As of the third quarter of 2024, WeChat and 

Weixin微信 boast over 1.4 billion monthly active users globally (Tencent, 2024). Unlike its 

global counterparts such as WhatsApp or LINE, WeChat/Weixin integrates not only messaging 

and social media but also payments, health records, e-commerce, and government services, 
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which creates a closed-loop ecosystem where both behavioral and ideological conformity can be 

continuously monitored and enforced.  

Since Tencent strategically divided WeChat into two parallel ecosystems: 

• Weixin微信: For mainland China users, hosted on servers inside Chinese borders, 

governed by Chinese law, with full integration with government databases; 

• WeChat: For international users, hosted outside of China, theoretically governed 

by local laws from the host countries and positioned to avoid direct application of 

the CCP censorship to all users. 

These two Tencent subsidiaries enforce the CCP censorship differently. See the table below. 

Feature Weixin微信 WeChat 

Censorship Extensive, real-time, CAC-
aligned Lighter, monitored if connected to China 

Server Location Mainland China International (e.g., Singapore, U.S.) 

Payment 
Integration 

Full access to Weixin Pay 
linking to Chinese banks Limited or unavailable 

Government 
Service Access 

Deeply integrated (e.g., health 
QR codes) Not supported 

Real-name 
Registration Mandatory Optional or by passable 

 

 Weixin 微信 and QQ implement real-time content filtering using a combination of 

natural language processing, optical character recognition, hash matching, and manual 

moderation teams. These mechanisms work in tandem to detect, suppress, and remove any 

mention of those topics deemed politically sensitive by the CCP. For example, content referring 

to the 1989 Tiananmen Square, the Hong Kong pro-democracy movement, Taiwan 

independence, or personal criticism of Xi Jinping are especially targeted. Those content are not 

only blocked or deleted but can result in shadow banning, where a user’s messages appear to 
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send but are invisible to recipients, or in more severe cases, lead to account suspension or official 

scrutiny (Knockel et al., 2020). What is worth noting here is that this censorship applies not only 

to public channels, such as Moments (the social feed where users publicly share their opinions) 

and registered Official Accounts, but also to private one-to-one conversations and group chats. 

Additionally, a report by Citizen Lab reveals that messages sent by international users on 

WeChat are also subject to Chinese censorship mechanisms. These cross-border interactions are 

monitored and analyzed to improve domestic censorship algorithms. As a result, global WeChat 

users become unwitting sources of training data for the CCP’s internal digital governance system 

(Ruan, Knockel, & Crete-Nishihata, 2020). This illustrates the transnational reach of Chinese 

censorship, where the lines between domestic and international digital spaces are intentionally 

blurred.  

All the censorship practices mentioned above are not merely corporate operating 

decisions but reflect a systematic partnership between Tencent and the CCP. In other words, 

Tencent’s real-time censorship on its social media platforms is not a reactive or fragmented 

effort; rather, it is a foundational component of China’s digital authoritarianism, designed to 

preempt dissent, shape public discourse, and maintain ideological conformity on a large scale. It 

reveals how state and corporate interests have merged to create a technologically sophisticated 

and politically compliant communications infrastructure, with ramifications not just for Chinese 

users, but also for global freedom of expression.  

Content Censorship on News and Information Platforms 

Tencent operates a variety of news aggregation and information portals, including 

Tencent News, QQ Browser, and content channels within WeChat/Weixin’s Official Accounts 

and Mini Programs. These news and information platforms serve not only as major gateways for 
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digital information in China but also as critical sites for ideological regulation and narrative 

control by the CCP. Unlike open social platforms that allow extensive user-generated content, 

Tencent’s news platforms heavily restrict user participation, relying primarily on content curated 

by the CCP-approved media outlets such as Xinhua, People’s Daily, and Central Television 

Channels. This structural design ensures that editorial practices align tightly with official 

propaganda goals, minimizing the risk of dissenting narratives from emerging in Tencent’s 

information ecosystem.   

Tencent applies censorship on its news platforms, which is both preemptive and reactive, 

regulated through a combination of algorithmic filtering, human moderation, and political 

oversight. The News Information Service Regulations (2021) mandate that platforms 

disseminating news must be licensed by the government and are prohibited from publishing 

content that “harms national honor, subverts CCP power, or disrupts social order” (CAC, 2021). 

Furthermore, the Internet Information Service Algorithmic Recommendation Provisions (2022) 

requires algorithm-driven platforms to promote “positive energy” and “core socialist values”, 

and to suppress any content deemed “illegal, harmful, or politically deviant” (CAC, 2022). 

In practice, Tencent’s compliance with these regulatory mandates is implemented through 

a multilayered censorship architecture. First, the company utilizes AI-powered content scoring 

systems, which automatically rank and sort articles based on their perceived political risk. These 

systems rely on natural language processing to detect sensitive keywords or associations and 

suppress or downrank content flagged as potentially subversive (Chen & Qiang, 2022). For 

example, when sorting content from foreign news platforms, articles related to politically 

sensitive incidents, such as the Cultural Revolution, Taiwan independence, or the private lives of 
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retired Party leaders, are either algorithmically demoted or filtered out entirely before reaching 

users’ feeds (Yan & Li, 2024).  

Second, Tencent operates multiple content review centers staffed by trained content 

moderators and its internal Party committee members, who are responsible for manually 

reviewing flagged content and issuing takedown orders. These teams work in tandem with local 

propaganda departments, responding quickly to shifting censorship priorities, especially during 

sensitive periods, such as National People’s Congress meetings, anniversary times of major 

protests, or the death of dissidents (Chen & Qiang, 2022; Liu, 2023). In addition, during such 

sensitive periods, Tencent’s news and information platforms often engage in widespread 

keyword purges, removing search results or entire topics to contain discourse.  

Third, Tencent employs real-time keyword suppression systems within its news portals 

and in-app search engines. For instance, during the COVID-19 breakout, users searching for 

terms like “Wuhan lab” or “Zero-COVID protests” on Tencent’s news and information platforms 

may encounter either no results or be redirected to sanitized official narratives (Xie, Foxman, & 

Xu, 2021). Research has shown that these keyword blacklists are updated frequently and 

dynamically, often in reaction to breaking news events, reflecting close coordination between 

Tencent’s operation teams and government censors (Liu, 2023). Moreover, Tencent actively 

engages in content recycling and agenda setting on its platforms, prominently featuring stories 

that emphasize China’s technological triumphs, economic achievements, and international 

diplomacy framed from a pro-CCP perspective. By doing this, Tencent ensures that not only is 

dissent suppressed, but that users are repeatedly exposed to ideologically uplifting and loyalty-

inducing narratives, a strategy referred to as “thinking guidance” (思想引导) in the CCP doctrine 

(Brady, 2015).  
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To sum up, Tencent’s news and information platforms do not merely reflect the CCP 

narratives; they serve as integral instruments in the CCP’s information control apparatus. This 

corporate implementation exemplifies a tightly controlled digital ecosystem in which censorship 

is not just defensive, but proactive and institutionalized, designed to shape public perception, 

suppress dissent, and reinforce ideological orthodoxy.  

Gaming and Entertainment Control 

 As discussed in Tencent’s core product expansion chapter, after years of strategic 

expansion and investment, Tencent has become the operator of the world’s largest gaming 

empire, dominating both domestic and global gaming markets. Beyond gaming, Tencent’s digital 

entertainment landscape encompasses its streaming and media services, particularly Tencent 

Video, one of China’s top online video platforms with nearly 435 million monthly active users 

reported in March 2025 (Statista, 2025). No surprises here, Tencent’s gaming and entertainment 

operations exist under the heavy scrutiny of Chinese regulations, where digital platforms are 

treated not only as commercial enterprises but as vehicles for ideological dissemination and 

youth conditioning.  

 Since 2021, under directives from the CPD, the National Press and Publication 

Administration (NPPA) has intensified efforts to “cleanse” China’s gaming environment. These 

efforts target content with “historical nihilism,”26 “excessive entertainment and idol worship 

culture,” and “vulgar, violent, or effeminate imagery” (State Council, 2021; Liu & Zhao, 2022). 

In response, Tencent has adopted a proactive approach that closely mirrors the government’s 

requirements by embedding the CCP values in gaming content and developing systems to restrict 

minors’27 playtime.  

 
26 “Historical nihilism” refers to interpretations of history that challenge official CCP narratives. 
27 In China, a minor is defined as anyone under the age of 18, according to the PRC Law of Protection of Minors. 
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For instance, Tencent’s operating games, such as King of Glory28, now feature in-game 

patriotic storylines, historical figures drawn from the CCP-sanctioned mythology, and periodic 

announcements promoting the CCP ideology narratives. This marks a shift toward “gamified 

propaganda,” where state values are embedded in entertainment to normalize loyalty and 

nationalism (Sun, 2022). In addition, Tencent’s enforcer role in the censorship system has been 

shown in its regulation of minors’ behavior. According to the NPPA 2021 rules, minors in China 

are only allowed to play online games for one hour per day on Fridays, weekends, and public 

holidays (State Council, 2021). To enforce this, Tencent developed and deployed a facial 

recognition system called “Midnight Patrol” that identifies underage users attempting to play 

during restricted hours. This system cross-references real-name registration data with facial 

imagery, locking accounts that attempt to evade regulatory limits (Reuters, 2021). 

 Tencent’s technological enforcement marks an unprecedented fusion of biometric 

surveillance and behavioral regulation, where a private company actively implements 

government mandates on minors’ screen time, daily habits, and digital consumption patterns. 

Although framed as protecting minors from addiction to online games, critics argue that it 

reflects a broader ambition to engineer moral discipline through AI-driven systems (Xu & Qiang, 

2023).  

 Furthermore, to tightly align with the government’s vision of “healthy entertainment and 

correct values” (State Council, 2021), Tencent also engages in self-censorship by auditing game 

and online streaming content before release or even suspending services that might violate the 

CCP’s standards. These potentially offensive materials in games could be: 

 
28 Also known as Honor of Kings, originally launched in China in 2015 by Tencent and has been the consistently 
ranked as one of the most popular and highest-grossing mobile games in China with about 128 million daily active 
users in China in the fourth quarter of 2024 (Tencent, 2024).  
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• Characters dressed in non-traditional attire; 

• Narratives involving rebellion, religious symbolism, or sensitive historical analogies; 

• Dialogue that could be interpreted as suggestive or politically ambiguous. 

The similar ideological enforcement employed in dramas and films hosted on Tencent Video 

includes: 

• Blur or remove tattoos, cleavage, and foreign flags; 

• Cut the storyline that contains LGBTQ+ subplots or controversial historical themes; 

• Mute the in-show dialogue that might have politically sensitive discourse (Zhang, 2022). 

Tencent’s self-censorship and other alignment with the CCP standards extend well 

beyond just compliance. It once again shows the relationship between tech companies and 

authoritarian governance. In the realm of gaming and entertainment, Tencent operates as the 

enforcer, embedding surveillance, ideological education, and moral messaging into everyday 

digital experiences. As the CCP promotes “cultural security” alongside national security (State 

Council, 2021), Tencent’s role in enforcement illustrates how private corporations are being 

marshaled to implement social engineering at scale.   

Surveillance on FinTech Services  

 Tencent’s FinTech infrastructure, integrated in WeChat/Weixin as WeChat Pay, plays a 

dual role in China’s digital communication and media censorship system. On one hand, it 

provides seamless digital payment methods to make Chinese people’s daily lives convenient. On 

the other hand, it operates as a technological node for government surveillance and behavioral 

monitoring. Blended into the broader WeChat ecosystem, WeChat Pay is used by over 900 

million users and is deeply embedded in both urban and rural economic life in China (Tencent, 
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2024). It supports everything from one-to-one transfers and public transportation fares to health 

care, education, and government services.  

 A defining feature of WeChat Pay, which facilitates Tencent’s role as a censorship 

enforcer, is its mandatory real-name registration that links every financial transaction to the 

user’s government-issued ID number and mobile phone number. This feature, purportedly 

implemented for security and fraud prevention purposes, creates a highly centralized, traceable 

database of financial behavior, allowing Tencent and the government to track user patterns, 

geographic movements, and lifestyle choices in real-time (Kostka & Antoine, 2023). Under the 

Cybersecurity Law (2017) and the Data Security Law (2021), Chinese tech companies are legally 

obligated to cooperate with public security organs by providing user data for investigations, 

public safety, and national security purposes when needed. Therefore, although framed as a tool 

for convenience and innovation, WeChat Pay actually functions as an infrastructure for 

government surveillance in the digital age.  

 The most prominent example of Tencent’s surveillance capacity emerged during the 

Covid-19 pandemic, when the company partnered with the government to integrate “health 

code” systems into WeChat/Weixin. These digital QR codes assigned color-coded risk statuses to 

individuals based on their travel history, contact with Covid-positive persons, or even proximity 

to protest zones (Mozur et al., 2020). Enforced through WeChat Pay check-ins at grocery stores, 

train stations, and public buildings, these codes served as real-time mobility controls, effectively 

turning Tencent into an enforcement arm of public health governance. While traditionally and 

typically reserved for government authorities, Tencent’s infrastructure for mass population 

tracking and dynamic risk classification during the COVID-19 pandemic demonstrates that the 
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company and its developing technologies are economically useful, politically reliable, and 

ideologically safe.  

 Moreover, Tencent’s FinTech services have been used to support social credit 

infrastructure, both in its official and unofficial forms. Reports indicate that some local 

governments and private-sector actors have utilized transactional and social media data from 

platforms such as WeChat/Weixin and WeChat Pay to generate individual reputation scores, 

which can impact access to financial loans, public services29, or even digital freedom and online 

privileges (Kostka, 2019). These digital freedoms and online privileges may include accessing 

certain online services, registering for social media accounts, digital purchasing power, posting 

content or comments online, live streaming, and algorithmic visibility, among others. (Kostka & 

Antoine, 2023; Zhang & Luo, 2022). These enforcements illustrate the co-evolution of private 

FinTech ecosystems and government surveillance ambitions, whereby Tencent’s commercial 

dominance is increasingly leveraged to fulfill the CCP governance and control functions.  

 In addition to the surveillance per government request, Tencent also engages in its 

internal data profiling, generating users’ behavioral models that may feed into credit assessments 

and targeted advertising. These data sets, although intended for commercial use, are 

interoperable with government databases, particularly when Tencent collaborates with state-

owned banks and local authorities on financial inclusion projects. Ultimately, Tencent’s FinTech 

services exemplify how platform capitalism in China converges with authoritarian governance. 

WeChat Pay is not simply a digital payment tool; rather, it is a critical infrastructure for digital 

governance that enables the CCP to extend its behavioral surveillance, ideological influence, and 

social control far beyond traditional boundaries. 

 
29 Public services, such as public transportation or national parks, etc.   
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Why Not Make Tencent State-owned 

 From the analysis above, we see that Tencent’s institutional role goes far beyond its 

corporate charter. It operates at the intersection of digital capitalism and authoritarian 

governance, functioning as an enforcer of political discipline across all communication and 

media services. Through its advanced AI and cloud computing algorithmic infrastructure, in 

social media, WeChat/Weixin and QQ serve as infrastructure for government surveillance and 

censorship; in financial technology, WeChat Pay integrates into national digital currency trials 

and real-name authentication systems; in gaming and entertainment, Tencent Video and Tencent 

running games implement content and behavioral restrictions aligned with the CCP ideologies. In 

essence, Tencent has become a state-firm hybrid––a publicly listed company with global 

investors, but functionally a subordinate actor within the CCP’s centralized governance 

architecture. This evolution highlights a deeper pattern in China’s model of digital 

authoritarianism, where private companies are permitted to grow and innovate, but only under 

the government's shadow and within the parameters of ideological conformity (Qin, Stromberg, 

& Wu, 2022). Here, my question arises: why has the CCP not made Tencent a state-owned 

enterprise30?  

Legitimacy and Market Competence 

 One key reason Tencent maintains its private status is global legitimacy. Being perceived 

as a private corporation allows Tencent to access international capital markets, acquire stakes on 

a global scale, and expand its business into foreign markets. In exchange for market access, 

subsidies, and regulatory protection, Tencent must align its priorities with those of the CCP. In 

addition, this state-firm hybrid model enables the CCP to showcase a modern, innovative 

 
30 In the 1950s, the CCP nationalized 90% of private enterprises during a process of “socialist transformation of 
capitalist industry and commerce” (对资本主义工商业的社会主义改造) (Riskin, 1987). 
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economy driven by “Chinese champions,” which supports narratives of techno-nationalism and 

rejuvenation (Zhao, 2021). Tencent’s private identity thus enables it to serve as a soft-power 

asset for the regime’s positive image.  

Outsourcing of Repression and Decentralized Authoritarianism 

 The phrase “outsourcing of repression” in the context of Chinese digital governance 

refers to the delegation of censorship, surveillance, and ideological enforcement responsibilities 

from the government to private tech companies. Rather than relying solely on state departments 

to manage the internet and control media, the CCP compels or incentivizes companies like 

Tencent to perform those functions on its behalf. This approach is central to what scholars call 

“decentralized authoritarianism,” referring to a governance model where authoritarian control is 

distributed across a network of bureaucratic, corporate, and technological nodes (Qin, Stromberg, 

& Wu, 2022; Greitens, 2022). In this system, operating as a private company, Tencent is 

expected to: 

• Monitor and remove “harmful content” under legal mandates. 

• Deploy AI and algorithmic filtering to preemptively identify politically sensitive 

materials. 

• Implement CCP-led campaigns and censorship mechanisms. 

• Operate under legal obligations and with guidance from the CAC and other governmental 

entities. 

This system offers flexibility and plausible deniability––the government avoids the costs 

of maintaining a massive censorship apparatus while holding private companies responsible for 

enforcement failures. This networked authoritarianism model ensures that the CCP maintains 
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tight political control while allowing market forces to manage the day-to-day operations of its 

surveillance infrastructure. 

Tencent’s Censorship Beyond China and Its Global Impact 

 As one of China’s most globally invested and influential tech companies, Tencent’s role 

as a corporate enforcer of Chinese digital governance extends beyond China’s borders. In fact, 

Tencent has exported the model of content control, behavioral regulation, and political 

compliance through its international platforms, gaming studios, and investments. The global 

impact of this includes the suppression of speech among overseas Chinese communities, self-

censorship in international gaming and entertainment industries, and growing scrutiny from 

Western regulatory bodies concerned about their national security and digital sovereignty.  

Censoring Overseas WeChat Users 

 Although WeChat is divided into Weixin 微信 for mainland China users and WeChat for 

international users, research has shown that the censorship infrastructure also applies to overseas 

communities, particularly to those communicating in the Chinese language with mainland China 

Weixin users. Furthermore, the messages sent between foreign users are also subject to content 

surveillance, and those containing politically sensitive content, such as “Tiananmen,” “Uyghur,” 

or “Taiwan independence,” can be blocked or used to train domestic censorship algorithms 

(Knockel, Ruan, & Deibert, 2020). There are documented cases of shadow banning, chat 

disruptions, and account suspensions among members of the Chinese diaspora in countries like 

Australia, the U.S., and Canada, especially when participating in online discussions about 

democracy, Taiwan, or Xinjiang. This transnational repression, where a foreign government’s 

censorship rules are applied to non-citizens beyond its jurisdiction, facilitated by a private 

corporation, shows that Tencent’s enforcer power exceeds the national borders (Greitens, 2022).  
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Self-Censorship in Global Gaming and Entertainment  

 Tencent’s diverse investments in global entertainment have reshaped how Western media 

companies produce and distribute content, particularly regarding politically sensitive topics 

involving China and the CCP. 

 In the gaming industry, developers and executives have admitted to self-censoring their 

game narratives, character design, and map labeling—marking Taiwan as part of China—to 

avoid triggering a Chinese regulatory backlash. They usually remove or avoid content referring 

to Taiwan, Tibet, or Hong Kong, or ban players whose voices support anti-China protests (Zhu, 

2021).  

 In the film industry, particularly in Hollywood, Tencent Pictures serves as a co-producer 

or sponsor of several major blockbusters, including Top Gun: Maverick, Warcraft, and King 

Kong: Skull Island, among others. These collaborations often involve script adjustments or scene 

deletions to align with Chinese censorship requirements. For example, film studios have been 

known to remove flags, change villains, or downplay democratic themes in order to obtain 

approval from the Chinese administration and avoid jeopardizing access to the Chinese box 

office (Riley, 2022).  

 These dynamics create a global environment where Western professionals preemptively 

censor themselves not because of the Chinese law, but to preserve financial relationships with 

Tencent and further get access to China’s lucrative market.  

Western Regulatory Scrutiny 

 Tencent’s success and global expansion have attracted more and more regulatory concern 

in the West, where officials are increasingly wary of foreign tech influence over user data, 

content control, and democratic discourse. The Committee on Foreign Investment in the United 
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States (CFIUS) has investigated Tencent’s investment in companies like Riot Games and Epic 

Games, demanding detailed data security audits and assurances that their U.S. user data is not 

accessible from China or by the CCP (U.S. Department of Treasury, 2021). The Trump 

Administration also attempted to ban WeChat in the U.S. in 2021 under national security 

grounds, but the federal court in the U.S. WeChat Users Alliance v. Trump (2020) case issued an 

injunction preventing the ban from taking effect.  In 2020, some Australian senators publicly 

questioned whether or not WeChat’s censorship mechanisms were interfering with Chinese-

Australian political engagement. Similarly, U.S. lawmakers and advocacy groups have warned 

that WeChat’s influence in Chinese immigrant communities could be used to amplify 

disinformation or silence dissent, particularly during elections or protests (Freedom House, 

2022). In Europe, officials have highlighted Tencent’s opaque data practices and its ties to the 

CCP, raising concerns about the CCP’s indirect ideological influence over European digital 

platforms (Freedom House, 2022).  

 Above, these regulatory trends reflect a growing awareness of whether foreign influence 

over digital platforms is political or commercial. In fact, Tencent’s expansion and investment 

abroad are viewed not only as business practices but also as extensions of China’s digital 

governance regime, which raises concerns about information sovereignty and democratic 

resilience. 

Conclusion 

 In conclusion, Tencent is not just a technology company; it is a key enforcer of China’s 

digital authoritarianism. Through its control over social media, news, entertainment, and gaming, 

Tencent enforces the CCP’s communication and media censorship laws and policies not only in 

China but globally. As the CCP strengthens its cyber sovereignty laws, Tencent’s role in digital 
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surveillance and information control continues to expand, posing long-term challenges for global 

digital freedom, media integrity, and cybersecurity governance. 

 The next chapter provides a summary of key findings and concludes the dissertation.  
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CHAPTER VII 

CONCLUSION 

 

This dissertation has examined the evolving relationship between the Chinese government and 

Tencent through the dual lenses of the political economy of communication and propaganda 

theory. The study examined the historical trajectory of Tencent’s emergence, the mechanisms 

and motivations behind contemporary Chinese communication and media censorship, and 

Tencent's role within this censorship system. Using a case study approach enriched by document 

analysis and discourse analysis, this research reveals how Tencent functions not only as a 

commercially successful business but also as a pivotal actor in the Chinese government’s 

strategy to manage information, control narratives, and shape public discourse in the digital age.  

Summary of Major Findings 

RQ1: Historical and Operational Contexts of Tencent’s Emergence 

 Tencent emerged at a critical juncture in China’s reform era, when economic 

liberalization intersected with the state’s ambition to modernize through new technologies. The 

study finds that Tencent’s growth was not merely a result of business success, but also a 

consequence of its alignment with the CCP’s policies and goals. From the launch of QQ in 1999 

to the ubiquity of WeChat/Weixin and the domination in gaming today, Tencent’s operational 

strategies, such as embracing datafication, platform integration, and user stickiness, reflect both 

market logic and political expediency. The company has flourished in an environment where the 

government encourages innovation but demands political loyalty and content compliance. 

RQ2: The “How” and “Why” of Chinese Communication and Media Censorship in the 

Digital Age 
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 The findings show that Chinese communication and media censorship today is multi-

dimensional. The “Why” centers on the government’s need to maintain regime legitimacy, 

control social unrest, and guide ideological orientation. The “How” involves increasingly 

sophisticated techniques, including algorithmic filtering, backend surveillance, comment 

guiding, and laws that hold companies accountable for user-generated content. Rather than blunt 

suppression, censorship is often pre-emptive, collaborative––between the government and 

corporations, and embedded into the digital infrastructure. This strategy creates an appearance of 

openness while ensuring the maintenance of discursive power.  

RQ3: Tencent’s Role in the Censorship System 

 Tencent acts as both a corporate actor and a proxy censor. As a commercial enterprise, 

Tencent depends on user engagement and data monetization to make profits. As a quasi-

government agent, it implements censorship directives through a self-monitoring system, 

keyword blocking, an AI moderation tool, and other platform-specific mechanisms. Tencent’s 

compliance with the government policies is not simply about survival; it has become a mode of 

participation in the ideological and infrastructural governance of Chinese cyberspace. This blurs 

the lines between private innovation and government propaganda, illustrating one of the core 

theses of the political economy of communication. 

Limitations of the Study 

 Several limitations of this study should be acknowledged, as they may affect the scope 

and generalizability of the findings. 

 First, the inherent opacity of both Chinese corporate structures and government 

institutions restricts my access to internal documentation and primary data. This lack of 

transparency constrains the research to publicly available materials, policy documents, official 
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press releases, and secondary literature, which may present a sanitized or curated view of the 

underlying realities. Furthermore, the centralized and non-democratic nature of Chinese 

governance renders it particularly challenging to empirically trace the inner workings of the 

decision-making process related to communication and media regulation, censorship 

enforcement, and state-corporate negotiations. Second, while Tencent serves as a representative 

and influential case study of a Chinese-born tech conglomerate, it is not wholly representative of 

all Chinese multinational technology companies. Other major players in the digital ecosystem, 

such as ByteDance, Alibaba, and Baidu, may operate under different business models, regulatory 

relationships, or censorship strategies. These differences were outside the scope of this study but 

are essential for a more nuanced understanding of China’s even broader platform governance 

landscape. Third, this research would have greatly benefited from incorporating empirical data 

that captures the lived experiences of Chinese internet users. Surveys, interviews, or focus group 

discussions with Chinese citizens across different age groups and socio-economic backgrounds 

could offer valuable insights into how censorship is perceived, internalized, navigated, or resisted 

on the ground. Such perspectives would enrich the study by revealing the power dynamics of 

censorship as encountered in daily life, the strategies of compliance or subversion that users 

develop, and the generational or regional variations in attitudes toward censored media control. 

However, due to practical, ethical, and political constraints, including risks to participants’ digital 

safety and the researcher’s limited access, such fieldwork was not possible.  

Future Research Directions 

 Building on the findings of this study, several promising avenues for future research can 

be pursued to further explore the evolving relationship between Chinese tech companies and 

government communication and media censorship.  
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 First, a user-centric approach could shed light on how Chinese citizens engage with 

censorship on a daily basis. By employing ethnographic methods or conducting user survey 

across various demographic groups, researchers can gain insights into how individuals navigate, 

resist, or comply with government-mandated content restrictions. Such work would reveal 

important dynamics related to digital literacy, the internalization of censorship norms, and 

generational differences in understanding the relationship between the platform and government. 

 Second, comparative studies on platform governance are essential. Investigating how 

other major Chinese tech corporations, such as ByteDance or Alibaba, negotiate their 

relationships with the government would provide a more comprehensive understanding of the 

diversity and convergence in platform-government dynamics. This can help scholars identify 

structural patterns or divergent strategies among Chinese tech giants operating under similar 

regulatory constraints.  

 Third, future research should explore the transnational implications of China’s digital 

governance model. Since this study primarily focuses on Chinese communication and media 

censorship and its relationship with tech companies within China, future research should 

investigate how platform governance norms and censorship logics are exported, adapted, or 

contested in different regulatory environments. This would provide a comprehensive critical 

perspective on the global influence of Chinese tech companies.  

 Finally, the growing role of artificial intelligence and algorithmic moderation in 

censorship systems deserves a closer examination. As discussed in this study, digital platforms 

such as WeChat and Tencent Video are increasingly relying on machine learning tools and 

predictive analytics to automate content filtering. Analyzing how these technologies are 
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implemented, refined, and supervised can contribute to broader discussions on AI ethics, 

algorithmic bias, and the political implications of automated content regulation. 

Author’s Reflection 

 This dissertation has shown that Tencent is not merely a tech company; rather, it is a 

central node in China’s authoritarian information system. Its ability to thrive hinges not just on 

innovation, but on its deep entanglement with state ideology and censorship infrastructure. As 

China’s digital governance model increasingly draws global attention, whether as a threat or a 

blueprint, it becomes imperative to study its inner workings, contradictions, and evolutions. By 

tracing the historical roots, operational mechanisms, and theoretical underpinnings of Tencent’s 

role in China’s digital censorship, this study aims to provide a critical foundation for scholars, 

policymakers, and other tech and media companies seeking to understand how power operates in 

China’s digital world.  
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